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Abstract—In this paper, we propose a dynamic edge node
selection scheme, named as DENSE, for the Safety-as-a-Service
(Safe-aaS) architecture [1]. A Safe-aaS infrastructure provisions
customized safety-related decisions remotely to the registered
end-users. Depending on the time-criticality of data, the static
and mobile sensor nodes sense and transmit data to the edge
nodes. The number of edge nodes present within the proximity
of a mobile sensor node vary with the change in the locations of
the vehicle. Moreover, the distance between the mobile sensor
node and the edge nodes, within its proximity, change with
the variation in the vehicle’s location. Therefore, in such a
situation, dynamic selection of the appropriate edge node for
processing the time-critical data is necessary. To optimally select
the edge node, we use cooperative coalition-based game theo-
retic approach. Further, we apply Karush-Kuhn-Tucker (KKT)
conditions to find the existence of equilibrium. The analytical
results of our proposed scheme, DENSE, shows that the average
utility increases by 11.33% with respect to the available storag
space of the edge nodes. Moreover, the average utility increases
by 50.43% with respect to the average number of tasks
per unit time by the edge node.

Keywords—Road transportation, Cooperative cg
Safety-as-a-Service, Edge nodes.
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primary focus of this paper is to design a scheme for
the dynamic selection of the edge nodes in a Safe-aaS ar-
chitecture [1]. A Safe-aaS infrastructure provides customized
safety-related virtualized decisions to the multiple registered
end-users simultaneously. The end-users register to the Safe-
aaS architecture through a Web portal and select certain
decision parameters. Thereafter, the generated decisions are
remotely delivered to the registered end-users. As depicted

n-road safety of the vehicles and drivers is the primary
pect of concern of a Safe-aaS architecture. The Safe-
aaS infrastructure is based on pay-per-use model, where the
end-users pay for the customized safety-related decisions.
The static and mobile sensor nodes sense and transmit the
time-critical data to the edge layer for primary processing.
Further, the geographical location of the mobile sensor nodes
change with the mobility of the vehicles. Consequently, the
neighboring edge nodes of the mobile sensor node also vary.
On the other hand, based on the type of edge nodes, the
storage space and task execution capability of the edge nodes
vary from one another. As the data is time-critical in nature,
any delay in processing may result in injury, congestion,
and accident. Therefore, there is a requirement of dynamic
selection of the appropriate edge node, which is capable of
processing the time-critical data efficiently. We propose our
scheme, DENSE, which utilize cooperative coalition-based
game-theoretic approach to optimally select the neighboring
edge node among the available ones.

In this work, we focus on the dynamic selection of edge
nodes in road transportation for the processing of time-
sensitive data. The specific contributions of this work are:

1) We propose a dynamic edge node selection scheme,
DENSE. In order to select the appropriate neighboring
edge node of any sensor node, we use cooperative
coalitional game-theoretic approach, while considering
the distance between the sensor node and the edge
node, available storage space, average number of tasks
executed per unit time, and reputation rating of the edge
node.
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2) In order to compute the equilibrium condition, we use
a Mixed-Integer Linear Programming (MILP) approach.
Further, we solve it using Karush-Kuhn-Tucker (KKT)
conditions.

3) We perform an extensive simulation, which shows that
the number of edge nodes present within the vicinity of
any mobile sensor node, as well as the distance between
the mobile sensor node and their neighboring edge nodes
vary randomly with the mobility of the vehicle.

II. RELATED WORK

In the recent years, different research works are explored
in the domain of road transportation, which address the
problems related to road congestion, accidents, and road
safety. Uchimura et al. [3] designed a public transportation
system, LINC, in order to provide door-to-door service to
common people such as public taxi. The proposed system
deliver services in three levels — regional community, inter-
community, and within the community. Further, providing
the safety-related informations in advance to vehicles and
drivers, may reduce the possibility of accidents. In a recent
work, Roy et al. [1] proposed a theoretical model, Safe-
aaS, for the road transportation industry, which provides
customized safety-related decisions remotely to the registered
end-users. Moreover, the authors introduced the concept of
decision virtualization, which enables a single decision to be
shared among multiple end-users. In order to achieve high-
speed and low-latency applications, sensors can be used for
communication among vehicles to reduce traffic jams and air
pollution. Tassi et al. [4] designed a mmWave-based highway
communication network to influence the existing line-of-sigh
(LOS) models. The authors considered the heavy vehicle
as blockages, with the assumption that the heavy ve;
drive only along the parallel lines. Further, the auth
assumed that the base stations are situated along the

combine the host and network-based
vehicular scenarios. However, road
component in the transportation

1d fog nodes in the IoT
addressed. Mohan et

vork costs, the authors designed
ssign the task of devices. In another work,
ussed the emergence of edge computing
spective. Further, in order to reduce the real-
edge networks, Hogan er al. [8] designed a

an algorithm }
Gusev et g

authors computed and compared the latency applying
s error estimation techniques such as autoregressive

eragt (ARMA) model. Considering the maximum allowable
work load and latency constraints, Ali et al. [9] proposed
an optimization problem to jointly select the cloudlet and
minimize latency in a fog network.

Synthesis: In the existing literatures, different research works
explored various aspects of the road transportation industry.
Considering the communication in the vehicular networks,

Tassi et al. [4] and Cespedes et al. [5] proposed com-
munication network for heavy vehicles and urban vehicles
respectively. Further, in the Safe-aaS architecture [1], with
the mobility of vehicles, the location of mobile sensor nodes
change accordingly. In order to process the time-critical data,
problem of dynamic selection of the appropriate edge device
in the presence of heterogeneous sensor nodes and decision
virtualization, is not yet addressed. The existing resear
works do not consider decision virtualization. Moreover, t
type of edge nodes also differ from one an i

edge node selection in Safe-aaS architectuy

III. PROBLEM B
A. Problem Scenario

In this work, we consider a ga architecture [1],
applicable for the road
four principal actors of
OWners, Sensor Owners, §
>sent in the device layer may
ture. Further, the sensor nodes
are considered as mobile, while
ny particular geographical location are
ch sensor owner deploy heterogeneous
different geographical locations. Based
the type of vehicles owned by the vehicle owners, they
lassified as — active and passive vehicle owner. Active

r hand, the other sensor owners may deploy sensor
s into the vehicles of passive vehicle owners. Safe-aaS
hitecture comprise of four layers — device layer, edge
layer, decision layer, and decision virtualization layer, as
illustrated in Fig. 1(a). Heterogeneous physical sensor nodes
are deployed at various geographical locations and vehicles
in the device layer. These sensor nodes sense and transmit
the data to the edge layer/cloud, based on the time-criticality
of data. The primarily processed data are transmitted to the
decision layer for generation of a decision. Further, multiple
decisions are combined to generate a decision. The logical
mapping between the end-users and the decisions generated
are done in the decision virtualization layer. Fig. 1(b) shows
the schematic view of the mobile and static sensor nodes, with
the set of edge nodes. The storage capacity and average task
execution capability is different for each type of edge node.
Moreover, with the mobility of vehicles, the geographical
location of a mobile sensor node changes. The number of
edge nodes present within the communication range of the
mobile sensor node is accordingly modified.

B. Problem Formulation

Let S = {51, 52, -+, Sm} be the set of owners (including
sensor and vehicle owner) present in the scenario. Each of
the sensor owner deploy heterogeneous type of sensor nodes
over different geographical locations or on the vehicles. Let,
S = {s1,892, - ,s,} be the set of sensor nodes, which are
either static or mobile in nature. Suppose, the number of
static sensor nodes are represented by x;;. On the other hand,
the number of mobile sensor nodes, belonging to active and
passive vehicle owner, at the t*" time instant, are denoted
as X;’;a’t and X:;-’”t respectively. Let, the different type of
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Fig. 1: DENSE: The System Architecture

static and mobile sensor nodes belonging to the owner are
represented by y; and yo respectively. The number of sensor
owners, active and passive vehicle owners, present in the
scenario are represented by x1, Ts, and x3, respectively. The
total number of sensor nodes, | S; |, present in the scenario at
any time instant, ¢, is mathematically represented in Equation

(.

1 Y1 r2 Y2 3 Y2
ISt =D D XG+ D D xgt+ Y. D> gt (M
j=1 i=1 j=1 i=1 =1 i=1
The active sejnsor nodes sénse and transniit the time-critical
data to the edge nodes for primary processing. We consider
E ={E1,Es,---,E,} as the set of edge nodes. The numbe
of active sensor nodes at any time instant, ¢, be k, which i
mathematically represented as:

Sa = {Si 18 — (St V Mb) ‘ ﬂEj Vw(Ej)}
where St and Mb represent the static and mobi
nodes. In Equation (2), F; characterize the neare
of the active sensor node, s;. ©(E;) dengtes
which compute the set of edge nodes i
of the sensor node, s;. Any sensor node,
mobile in nature. The static type s I NO
mostly for continuous monitoringgoperation. On the contrary,
the mobile sensor nodes are a ed.only”when the vehicle
is mobile, and their es with the mobility of the

vehicle. IV TION OACH

ty of the data. The proposed
dynamically selects the appropriate neigh-
f, the sensor node. The sensed data is
sed”at the edge nodes. Thereafter, the pri-
data are transmitted to the decision layer to

following parameters:

alized distance (DlN ): The normalized distance between
or node and its neighboring edge nodes are computed
using the Euclidean distance formula. We consider A; =
{Di1,Dja2,- -+ , Diq} as the set of distances between the ith
sensor node and the edge nodes within their proximity. Each
D;; represents the distance between the i** sensor node to the
4" neighboring edge node. As shown in Equation 2, function
Y (E;) computes the set of neighboring edge nodes of any
sensor node. Therefore, normalized distance is represented

Edge layer

@ Edge nodes
——— |present in thy
edge lay

(b) Dynamic selection of edge

Vehicles with
sensor nodes
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of the *" sensor node.

erage number of tasks executed per unit time (N;"): We
compute the average number of tasks executed per unit time
of the j** edge node using Simple exponential smoothing
method for time series forecasting [10]. The average number
of tasks initially executed by the edge node (T.), till time

instant 7, is mathematically represented as:

T 1 a
T; =~ ; Ny )
where N;; represents the number of tasks executed during
the i time period by the j** edge node. The forecast of the
number of tasks (at the (7 + 1) time instant) to be executed
per unit time, FjTH, is represented as FTt!1 — T Therefore,
the forecast of number of tasks to be executed af%er the initial
time instant, Fj1 will be equal to the average number of tasks
initially executed, T?. After observing the number of tasks
performed by the edge device in the (¢)*" time instant, the
expected number of tasks executed till (¢)** time period is
mathematically expressed in Equation (6).

T = aNg + (1 —a)T8 (6)
where o represents the smoothing factor (0 < a < 1).
Therefore, ./\/;wg’“rl = Ff“ = T%. Similarly, we compute
N9 for each neighboring edge node of the i*" sensor node.
Reputation rating (R ;): The reputation [11] of the jth edge
node is computed based on the positive (p?) and negative (n;l)
feedback about the j** edge node. This positive or negative
feedback is provided by the decision layer of the Safe-aaS
infrastructure [1]. Depending on the time taken by the ;"
edge node to process the sensor data during the past ¢ time



instants, feedback (F}) provided by the decision layer is:
i {p;“, if ¢ < ¢t

I ndt,if £ > T

where t*"" represents the maximum allowable time for com-

dt>x:c>n;“>0and

putation such that 1 > p;

p "+ n®" = 1. 2 denotes the boundary value below which
the feedéack is considered as negative, while above the value
of z, the feedback is considered as positive. Therefore, R ;

of the j* edge node at the t** time instant is represented as:
d,t dt
®)
b 42

pj ~ ”j
—|— n
Thus, R; over a time perlod T, 18 computed as + Zt 1 Rt
Further, R of all the neighboring edge nodes for the zth
sensor node is computed.
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A. Game formulation
We use a cooperative coalitional [12] game-theoretic ap-
proach to solve the proposed problem, DENSE. In this game,
the edge node, E, within the proximity of a sensor node, act as
player. Among these edge nodes, the neighboring edge nodes
of a sensor node form a coalition (C) such that each C C &.
Each of the player in the game receives an utility called the
payoff (v). The coalition game is a transferable utility (T'U)
game, which is represented as a pair (£, v), where £ represent
the set of players, and v is the payoff received by each of the
players. In a coalition, C C &, the edge nodes are always
interconnected with each other in the form of a graph. We
consider B = {Bj,Ba, -+, By} as the set of w possible
disjoint coalitions defined as a partition of the set of edge
nodes, &, such that Vi # j, B; N B; = ¢, and Uj2, B; = £.
The game is mathematically defined as:
n={(E )(Ejes Ni, (Ug,)icw} )
where E; represents the j* " edge node, which acts as ayplay
N; denotes the neighborhood of the ‘" sensor no nd
comprises of the neighboring edge nodes of th
node. Up, represents the utility of the edge node
joined to form the coalition.

Axiom 1. The proposed TU coalitio ) is super-
additive, if and only if,
'U((CZ U (CJ) Z v (Cj), (10)

: @ peradditivity indicates
that in any two disjo oalitions, C; and C;, the payoff
received by the players, ase of coalition C; U C; is same.
If the players f oalition with disjoint coalitions,
the value obtaisied is not less than the sum of the value of
disjoint coalition§y Mathematically:

( as (C]) > ’U((CZ) + U(Cj) (11
re v% C € and C; N C; = ¢. Since the game is
superadditive, the coalition formed by the edge nodes result

e formation of the grand coalition.

U(Dyj, AS;, Nj*"?, R ;) p,. With the increase in distance be-
tween a sensor node and edge node, the utility reduces. On
the contrary, with the increase in reputation, available storage
space, and average number of tasks executed per unit time,
the utility of the edge node increases. Therefore, the utility
function is mathematically represented as:

) A x av
Up, =M fo\[()\SASj + )\4./\/j g)) (12)
where A1, Ao, A3, and A4 jare the weight factors such th

Vi, 0 < A; < 1. = denotes the power of AS; ic
the importance of the available storage space.

Lemma 1. The influential values of the co rs
such as available storage space (AS ) is h @ way
that the effects of the uncontrolleg istance
(D 2), reputatlon ratlng (R;), ad avera r of tasks

avg) ]

modeled as the function of controllable and uncontrollable
factors [13]. The factor ich can be altered during the
experiment, are said to b ntrollable. On the other hand, the
factors, which cannothbe during the experiment, are

known as ctors. We assume the utility (Up,)
as an outcom&yor, response of the experiment. Therefore,
AS; d asrControllable factor. The other factors
such’a N9 can be modeled as uncontrollable

J

Ug, = U(Cf,Cuf)B, (13)
re Cy and C,r represent the controllable and uncon-
trollable factors respectively. The first-order derivative of

qua (13) gives: ou s
Up, = —2t C. 14
VUB; ac; \V4 ac, =7 Cuy (14)
urther, equating Equation (14) to zero we get:
B; B;
i I i 1
ac; aC,; VCus (1%

Thus, it is proven that the effects of uncontrolled factors can
be optimized by setting the values of the controlled factors.

|
B. Existence of Equilibrium

We optimally select the appropriate edge node considering
the amount of available storage space. Thus, in order to
find the optimal value of storage space, at which the utility
attains maximum, we compute the equilibrium condition. The
existence of equilibrium is depicted in the Theorem 1.

Theorem 1. The equilibrium condition of the set of neigh-
boring edge nodes () of the sensor nodes to form a coalition
is mathemattcally represented in Equation (16).
U(DY, AST, N™9 R;)p, < U(Dij, AST*, N™9 R;)5, (16)
Proof: In order to attain the optimal solution, we max-
imize Equation (12), subject to certain constraints, as given
in the Equation (18).

R,y (A2 v avg
coalition, C;, is formed using DJ, AS;, N}, arggiax e Zg}(()‘SASg + AN )) (17)
and JR; of the j"* edge node at the t'" time in-  subject to, o
stant. The utility of C; is mathematically represented as: R; > 0,Di; <1, AST < AST™, and NP9 < NJ™T (18)
>\2 T av c av max ini
L=—eM® (DN(AgAsj + AN 9)) — R+ p2 (DY =) + g (N7 = NJ) 4 g (AS; — AST™)  (19)
ij



where ¢ represents the communication range of the "
sensor node. The maximum number of tasks executed per unit
time of the j'* edge node is denoted as N

The Lagrangian function of the Equations (17) and (18)
are mathematically represented in Equation (19), where u,
o, p3, and py are the Lagrangian multipliers. We ap-
ply Karush-Kuhn-Tucker (KKT) conditions to compute the
optimal solution. The dual feasibility and complementary
slackness conditions for each of the factors is represented
in Equations (20) and (21).

;\ o
Vas, L= —eM R ID?\/)@)AS; Dy pna=0 (20)
pi(X) =0, and s >0, Vi={1,2,3,4} )

where X represents the constraints of the Equation (18). The
Lagrangian multiplier is denoted by p;.

The optimal value of the normalized available storage
space to select the j*" edge node is represented as:

pt T
1‘)\2)\36)‘le

Therefore, we find the set of edge nodes among all the
neighboring nodes to form a coalition. After the set of edge
nodes is found, we compute the individual utility for each of
the edge nodes. The edge node with the maximum utility is
selected for processing the raw sensor data. ]

ASTP = 22)

Algorithm 1 DENSE

INPUTS: £, F}, Ni, r{, and NJ*%.
OUTPUT: Optimally selected edge node for processing sensor data.
PROCEDURE:

1: for j =1 to p do

> p: Total no. of edge node!

2 while E; is in N; do

3 Compute D;;, R;, AS;, and /\/’;wg.

4 if Equation 17 and 18 satisfied then

5: Compute utility (Up,).

6: else if

7T: then Select the nearest edge node in N;.

8 end if

9: end while

10:  if U < U2/ then > U2, UZ: Utilify before a coalition

11: Elj mergels into C; ‘ ¢

12: else if

13: then E; splits from the coalition.

14: end if

15: end for

16: Compute the individual U ; with maximum utility is
elected

the performance of the pro-
simulation parameters are given
execute our experiment upto 100 iterations
interval in the presence of 100-700

in the Table I/
with 95% y

or No an -350 edge nodes.
Numbemof edge nodes: Fig. 2 illustrates the variation in
ABLE I: Simulation Parameters
arameter Value
lation area 10 km x 10 km
umber of types of sensor nodes 5
Number of types of edge nodes 3
Number of sensor nodes 100-700
Number of edge nodes 50-350
Deployment type random

the number of edge nodes in a cluster for different type of
sensor nodes such as sensor type A, B, and C. Along the
x-axis, we vary the number of iterations upto 30. We observe

that the number of edge nodes in a cluster varies randomly
with the iterations. Further, we also observe that with the
increase in the total number of edge nodes in the simulation
area, the number of edge nodes in a cluster increases. One
of the possible reasons behind this is that with the mobility
of the vehicles, the sensor nodes placed in them also become
mobile. Therefore, the number of edge nodes present within
their proximity also changes accordingly.

Distance between sensor node and neighboring edge no

y, the number and type of
imity ofjthat sensor node

sensor nodes change. Conseque
edge nodes present within the p
also varies. Therefore, the minimi
mobile sensor node and itggaeighboring edge nodes changes

ber ofjtasks executed per unit time. In fig. 4(b),
istafice from 0.1 upto 1, in steps of 0.1, along
x-axis. Similarly, for Figs. 4(a) and 4(c), along z-axis, we
the available storage space and the average number of
cuted per unit time in steps of 0.1. In Fig. 4(a), we
that with the increase in the available storage space,
tility of edge node increases. In Fig. 4(b), we observe
at with the increase in distance between the edge node and
sensor node, the utility follows a decreasing trend. In Fig.
4(c), we observe that there exists an increasing trend in the
utility of edge node with respect to the average number of
tasks executed.

VI. CONCLUSION

This work presented an edge node selection scheme for
the Safe-aaS architecture. In a Safe-aaS infrastructure the
presence of both static and mobile sensor nodes are consid-
ered. With the variation in the geographical location of the
vehicles, the number of neighboring edge nodes in the vicinity
of the mobile sensor node vary. Further, the storage capacity
and average number of task execution capability is different
for each type of edge node. Therefore, dynamic selection of
edge node is essential. In order to select the appropriate edge
node, we used cooperative coalition based game-theoretic
approach. We formulated a Mixed Integer Linear Program
(MILP) and solved it using Karush Kuhn Tucker (KKT)
conditions. The simulation results depicted that the number
of neighboring edge nodes of any sensor node vary randomly,
and correspondingly the distance between the sensor node and
edge nodes also varies.

In the future, we plan to explore the dynamic load sharing
mechanism, among the edge nodes. Additionally, we target to
work on the pricing model, among the various actors of the
Safe-aaS architecture.
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