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Abstract TrustCheckr, a fraud preemption platform, identified

Online payment methods have gained enormous traction
in India due to the launch of Unified Payment Inter-
face (UPI), an API developed by the government-based
identity National Payments Corporation of India (NPCI).
UPI facilitates free and instant money transfers between
users’ bank accounts. Multiple financial apps use this
API. However, fraudulent activities related to UPI have
also increased and social phishing is a threat. Our goal
is to develop UPI app interface elements that can help
users avoid falling prey to social engineering attacks. In
order to do so, we developed a UPI app simulator which
provides a way to ethically test user interaction with var-
ious interface elements, without collecting or exposing
their personal financial data. This paper demonstrates
how our simulator can be used to understand UPI user
decision-making processes, which will help us devise
human-centered phishing prevention strategies.

1 Introduction

Indian citizens conducted financial transactions primar-
ily via cash until 2016, when the Reserve Bank of India
(RBI) launched the Unified Payment Interface (UPI) API
to encourage its citizens to use electronic payment meth-
ods. UPI facilitates digital micro-payments at scale and
empowers Indian users to transfer money quickly. It has
a back-end architecture that allows easy integration and
interoperability of new payment apps. This method of
payment shows an enormous growth trajectory with the
digital payments market in India valued at INR 1,638.49
trillion in FY 2019 and expected to reach INR 4,323.63
trillion by FY 2024 [7]. Currently, there are about 31
UPI payment apps and over 297 banks that enable trans-
actions with those apps via UPI [9, 10].

However, with the rising popularity of UPI, at-
tacks to defraud people using UPI have also increased.
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over 1 million frauds in just 15 months following January
2020, often resulting from fake accounts or social engi-
neering [4]. Earlier work analyzed UPI-based payment
apps to discover security vulnerabilities [8] and proposed
protocol-level security improvements. However, it is be-
coming increasingly apparent that the security of UPI can
be circumvented by misled humans. Thus, it is vital to
understand people’s decision-making processes that can
leave them vulnerable to fraud.

While studying people’s behaviors in real-life scenar-
ios would be most informative for understanding their
decision-making, prior work points out the ethical issues
of attempting “Social Phishing” [5] through real-life at-
tacks on participants. On the other hand, surveys and
interviews rely on self-reflection and cannot capture in-
sights that only occur in situ. It is important to observe
users interacting with an actual UPI interface whose de-
sign can greatly shape their decision-making and reac-
tions. Thus the key challenge we address in this work is:
How do we ethically uncover the decision-making pro-
cess involved with using UPI apps?

2 Background and Related Work

Prior research uncovered how fraudsters leverage so-
cial engineering techniques to manipulate people and let
them divulge confidential information online [11]. Much
of it draws on Robert Cialdini’s principle of influence
from the social sciences [2]. However, it is not clear
how this manipulation is done through UPI apps. Prior
security research for UPI-based payment apps primarily
focused on protocol improvements [8]. Some relevant
work has looked into utility of general default settings
for leading to better security configurations [2].
Howeyver, there is no work so far on how the interface
of UPI apps affects the decision-making process for In-
dian users. Faulty decision-making often leads to suc-
cessful fraudulent transactions (as opposed to any secu-



rity vulnerability of UPI protocol). So, there is a need
for a detailed analysis of user perceptions of UPI apps
and the various interface elements that are commonly
used in these apps which affect these perceptions. Users’
decision-making can be shaped by a combination of the
interface, personal background, and context. Thus, cre-
ating a platform to understand and evaluate the impact
of various interface elements on user decision-making is
crucial to design against social phishing in UPI apps.

3 Methodology

In order to understand the user’s low-level decision-
making process, we need to observe them engaging in
an UPI transaction. While procuring financial data from
users’ real-life interactions might give us ecologically
valid data, there are huge ethical issues with manipulat-
ing people to investigate how they react to social phish-
ing [5]. Thus, we explore an alternative approach to
present realistic scenarios involving UPI transactions in
a much more immersive way than could be accomplished
through scenario-based surveys or interviews.

Our methodology involves simulating malicious and
non-malicious UPI use cases that people experience in
real life, but in a virtual, safe environment, that does not
gather personal data nor cause a financial attack. To do
this, we created a smartphone simulator and a dummy
application that emulates the design of widely used real-
life UPI applications. It is widely acknowledged that the
design of app interfaces can overwhelmingly shape the
decisions made by users [12]. Thus, researchers need to
be able to test out various interface designs and see how
they shape decision-making and behaviors. To easily
and quickly test new UPI interface designs, the simulator
application existed only on the interviewers’ computers.
Thus participants interacted without installing any tools,
increasing the number of participants who could easily
participate in the study. Participants interacted with our
simulated UPI app via Zoom’s remote control feature.

We developed the simulator using XCode [1]. The
dummy UPI application (named UPI-Pay) is an emula-
tion of real UPI apps with no real currency or financial
record sharing involved. The design of UPI-Pay is moti-
vated by existing popular UPI apps to maintain the look
and feel of a UPI app for a regular user. It is built to
include the features required to complete essential day-
to-day UPI-related use cases, as described next.

The government sets the required baseline for transfer-
related functionality that must be supported in a UPI
app and thus API specs are provided by Nfinite (https:
//nfinite.in). Developers use these APIs, but can in-
dependently decide how to implement their user inter-
face. We studied the NPCI guidelines and incorporated
the interface design of features offered in the most pop-

ular UPI apps into our dummy UPI Application (UPI-
Pay). This gave us confidence that our simulator would
feel like a typical UPI app to the general Indian popula-
tion. Our simulator has the following components:

Home Page: First page when UPI-Pay is opened. It
has functionalities like “paying via scanning QR code”,
“paying using contact number”, “requesting a payment”
or simply “opening account details page”.

Get My Balance Page: Accessed by clicking the user
logo on the top right in the home page.

Payee Information and Transaction: Accessed by
clicking one of the payee search results.

Transaction Views: Is the last step of any transac-
tion. Consists of “Account selection view”, “Pin Enter-
ing View” and “Transaction completion status view”.

Payment Request View: Triggered by the requester
externally and appears on home page.

Next, for a better illustration of our UPI simulator, we
show a sequence of steps that the user would take in or-
der to use one of the most common features—Pay via
contact no.” (similar mechanisms are implemented for
all other common UPI features).

Search Receiver (Fig. 1a): Users enter receivers’
contact no. and choose the recipient from the presented
options.

Enter Transaction Amount (Fig. 1b): The user en-
ters the transaction amount and chooses bank account
they want to pay from.

Enter Pin number (Fig. 1c): The user enters the UPI
Pin which is pre-configured to be “0000” for the simula-
tor.

See Completion status (Fig. 1d): The app alerts the
user as to whether the transaction was successful or not,
providing brief details of the transaction.

We further developed realistic scenarios where a user
could use the simulator and decide whether to accept or
send payment. By having users interact with a realistic
and visual representation of the UPI app, we can observe
how they react to and use the app in these real-life (both
malicious and benign) scenarios. We found that enact-
ing these scenarios through the simulator was important
to evaluate the influence of the user interface elements
which are key to shaping people’s behaviors [3]. For this
initial evaluation of the simulator, we chose to use inter-
face elements that are common in UPI apps and examine
if they indeed helped people avoid fraud.

3.1 Protocol

We developed an interview protocol using this simula-
tor. For each interview, we first presented the participant
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Figure 1: Steps followed by an user while paying via contact no: (a) Search Receiver (b) Enter Transaction Amount

(c) Enter Pin number (d) See Completion status.

with scenarios involving a financial transaction and al-
lowed them to use the app to make the transaction. Par-
ticipants were asked to think aloud as they used the simu-
lator so that we could understand their thoughts, beliefs,
and concerns. After completing several scenarios (in-
volving the most frequently used UPI features), we con-
ducted a semi-structured interview to probe their past ex-
periences having to do with UPIL. We also debriefed them
on whether each scenario was fraudulent and asked them
to reflect on their decisions for each. The think-aloud
design of the study allowed the interviewer to hear and
capture the mental model of the subject, as well as cap-
ture erroneous assumptions. Each participant received
Rs. 300 (approximately the average daily wage of an
Indian worker) as compensation. To familiarize partic-
ipants with the simulator, participants were encouraged
to try out the different features of UPI-Pay before the
interview started. Each interview lasted approximately
15 minutes. In this proof-of-concept work, we present
results from two participant sessions. Our protocol is ex-
amined and approved by the IRB of BYU.

3.2 Limitations

Our methodology is not without limitations—it is based
on a simulator and we did not launch real attacks. It is
possible that our use of a desktop environment rather
than a more familiar smartphone environment might
slow the users (e.g., due to using a mouse rather than a
touchscreen). We also did not use participants’ actual
bank accounts and transfer money for ethical reasons,
perhaps leading participants to be less vigilant. However,
the think-aloud technique still allowed us to capture their
valid mental models as has been done in prior work [6].

Furthermore, participants might attribute characteristics
of malicious scenarios (e.g., a very different amount to
transfer than agreed upon) to researcher or simulator er-
ror. However, we explicitly asked participants why they
took decisions about transactions in our protocol and
used the think-aloud responses to clarify such doubts. Fi-
nally, we randomized the scenarios to avoid biases in the
user decisions and focused on uncovering user percep-
tions and mental models via our study rather than just
capturing behavior. Thus we believe that our study un-
covered important factors in decision-making.

4 Results

The scenarios presented to our two participants involved
payment and request transactions via contact number and
QR code. To test whether participants would pay atten-
tion to visual cues presented in the UPI interface, one
of the scenarios involved minor discrepancies between
the money requested and the amount showing up on the
screen.

4.1 Fraudulent Scenario

In this study, we designed a scenario: the UPI-Pay user
receives a money request from a shopkeeper who says
that he will charge Rs. 300, but sends a request of Rs.
1,500 on UPI-Pay. On the simulator’s interface the mes-
sage associated with the request said “Pay Rs. 300”.
However, the final payment amount in bold is Rs. 1,500
(Figure 2).

The scenario was tested with two participants using
our protocol. Table 1 shows that both the participants
overlooked the information that would have clued them



Transaction
Status

Response

Participant 1 They ignored the mismatch in | Successful
the amount requested and en-

coded it in the payment request.

Participant 2 The participant ignored the noti- | Successful
fication popup that reiterated the
amount requested and made the

fraudulent payment in haste.

Table 1: Results from the Pilot Interviews

into the incorrect amount and, as a result, paid exces-
sively.

In fact, to explain their decision, Participant 1 men-
tioned, “did not know that payment can be requested via
the app and accepted instantly”, showing a lack of at-
tentiveness as well as awareness on the users’ end that
makes them vulnerable to fraudulent attacks. The inter-
face design interventions, e.g., written in bold did not
help in this case.

4.2 Concerning Inattentiveness of Users

Developers often tend to create apps with the best pos-
sible features and functionalities, but fail to think about
the user’s perspective. It is vital to note that for the user
to be able to benefit from the security features of an app,
they need to first notice those features. Developers need
to pull the user’s focus to the relevant information they
are conveying in the app. This simulator can be used to
test out new designs aimed at bringing the user’s focus to
the relevant information. Prior work shows that a major
enabler of fraudulent attacks on users is overlooking key
details while using a given piece of technology [12].

Being able to focus on the details of the app interface
is crucial for UPI users. Technologies such as payment
apps require particular attention from the user since they
can have major financial consequences. The inattentive-
ness of the participants was clearly visible during the in-
terviews. While participants were attentive at the onset
of a scenario, they gradually became less vigilant and
ignored important notifications and verification nudges.
By having them walk through a complete scenario of
engaging in a UPI transaction from start to finish, we
were able to see how this transpired. Whereas if we just
showed them that screen in a survey, or asked about it
in an interview, we would not have been able to observe
this temporal-dependent behavior.

While this gives us initial insight into a possible rea-
son to succumb to fraud, further research needs to look
into real-world social phishing and determine if users
would have the same inattentiveness if it were their own
finances involved. Thus, our simulated UPI approach al-
lows us to take a step toward identifying potential issues
that can be further investigated.

Figure 2: Fraudulent Payment Request

5 Conclusion

Initial evaluation of our simulator using a think-aloud
protocol indicates that our approach can be used to un-
cover issues with the user interface, and people’s atti-
tudes towards UPI apps. This approach can be used
across different scenarios to test how people would use
the app in different contexts.

We observed that there are features like notifications
that are known to have major security importance, but
was more often than not ignored by the users. Similarly,
the amount validation page that includes the sender and
receiver’s details along with the transaction amount and
a message, was commonly accepted in haste. These fea-
tures that allow a second verification before acceptance
are observed to be treated as superfluous steps by the par-
ticipants, leading them to fall for fraudulent transactions
on the UPI app. This inattentiveness is more pronounced
in later transaction steps.

In order to get a deeper insight into the mental models
of UPI users in a variety of scenarios, we intend to con-
duct extensive interviews. These interviews will be tar-
geted at UPI users belonging to different socio-economic
and educational backgrounds. We will enhance the inter-
view protocol by designing different scenarios that cover
prominent usages and transactions made on the UPI-Pay
app. Overall we are motivated to gain deeper insight
into the users’ response to the scenarios through a va-
riety of user interface designs and attack models to un-
derstand the factors that influence the decisions made by
UPI users.
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