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Quick example of a study

Comparing the Usability of Cryptographic APIs
https://www.cl.cam.ac.uk/~rja14/shb17/fahl.pdf
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Comparing the Usability of 
Cryptographic APIs
• https://www.cl.cam.ac.uk/~rja14/shb17/fahl.pdf

• First a bit about crypto

• Encryption
• Decryption
• Signatures
• Hash

• Now, almost no-one implement these, they use libarires

• Library calls --> cryptographic APIs

https://www.cl.cam.ac.uk/~rja14/shb17/fahl.pdf


Motivation

• Wanted to check if popular python crypto libraries 
are actually usable



Recruitment

• Crawled all python repositories in Github

• Extracted emails

• Email them for taking part in the survey

• Got ~200 participants

• Ecological validity – why? 



Contextualization
Asked participants to imagine they were developing code for 

an app called CitizenMeasure, 

“a new global monitoring system that will allow citizen-
scientists to travel to remote locations and make 

measurements about such issues as water pollution, 
deforestation, child labor, and human trafficking. Please keep 

in mind that our citizen-scientists may be operating in 
locations that are potentially dangerous, collecting 

information that powerful interests want kept secret. Our 
citizen scientists may have their devices confiscated and 

hacked.” 



Methodology

• Randomly assigned tools to the developers
• Between-subjects study

• Ask them to perform tasks online (py notebook)
• Online study
• Contextualization

• Qualitative analysis
• Took the developer’s solutions
• Then two authors labeled them as functional, secure
• Then they used statistics to measure usability! 



Tasks
• Two symmetric encryption tasks

• generating an encryption key and storing it securely in a 
password-protected file

• using the key to encrypt and decrypt text

• Three asymmetric encryption tasks

• generating a key pair and storing the private key securely

• using the public key to encrypt and the private key to 
decrypt

• validating an X.509 certificate.



Task example



Analysis: Regression



Result
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Behavioral targeting/tracking



Behavioral targeting/tracking

Scenario: You are visiting a website

• First party: the website your are visiting

• Second party: You

• Third party: Other sites the first site as a result of your visit 
to the site. Why will it happen? 



Online tracking

• First party tracking 

• E.g., Google track your search results

• Solution: Use duckduckgo

• Stopping Third party tracking 

• Much harder…

• But why would a third party track a user? 



Do not track

• Proposed standard

• User checks a box

• Browser sends “do not track” 

to website

• Website stops “tracking”
• What does that even mean?
• cookies, javascript? 

• Discontinued in apple, why? 



Tools to stop tracking

• Browser privacy settings 

• Blocking cookies
• P3P

• Browser extensions

• Opt-out cookies

• Digital Advertising Alliance (DAA) adchoices and 
associated opt-out pages 



Extensions: Disconnect



Extensions: Ublock origin



Browser fingerprinting

• Use features of your browser that are relatively unique to 
your machine

• Fonts

• GPU model anti aliasing (canvas fingerprinting)

• User agent string

• IP is often not used (why?)



Browser fingerprinting

• Use features of your browser that are relatively unique to 
your machine

• Fonts

• GPU model anti aliasing (canvas fingerprinting)

• User agent string

• IP is often not used (why?)

Check: https://panopticlick.eff.org/

https://panopticlick.eff.org/


Browser fingerprinting



Browser fingerprinting



Tracking in social media

• Go to 
https://www.facebook.com/adpreferences/ad_settings

• Then “Categories used to reach you” à “Interest 
categories”

https://www.facebook.com/adpreferences/ad_settings


Tracking in social media

• Go to 
https://www.facebook.com/adpreferences/ad_settings

• Then “Categories used to reach you” à “Interest 
categories”

https://www.facebook.com/adpreferences/ad_settings


How to help users? 

• Bringing transparency to the web


