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Quick example of a study
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Comparing the Usability of 
Cryptographic APIs
• https://www.cl.cam.ac.uk/~rja14/shb17/fahl.pdf

• First a bit about crypto

• Encryption
• Decryption
• Signatures
• Hash

• Now, almost no-one implement these, they use libarires

• Library calls --> cryptographic APIs

https://www.cl.cam.ac.uk/~rja14/shb17/fahl.pdf


Motivation

• Wanted to check if popular python crypto libraries 
are actually usable



Recruitment

• Crawled all python repositories in Github

• Extracted emails

• Email them for taking part in the survey

• Got ~200 participants

• Ecological validity – why? 



Contextualization
Asked participants to imagine they were developing code for 

an app called CitizenMeasure, 

“a new global monitoring system that will allow citizen-
scientists to travel to remote locations and make 

measurements about such issues as water pollution, 
deforestation, child labor, and human trafficking. Please keep 

in mind that our citizen-scientists may be operating in 
locations that are potentially dangerous, collecting 

information that powerful interests want kept secret. Our 
citizen scientists may have their devices confiscated and 

hacked.” 



Methodology

• Randomly assigned tools to the developers
• Between-subjects study

• Ask them to perform tasks online (py notebook)
• Online study
• Contextualization

• Qualitative analysis
• Took the developer’s solutions
• Then two authors labeled them as functional, secure
• Then they used statistics to measure usability! 



Tasks
• Two symmetric encryption tasks

• generating an encryption key and storing it securely in a 
password-protected file

• using the key to encrypt and decrypt text

• Three asymmetric encryption tasks

• generating a key pair and storing the private key securely

• using the public key to encrypt and the private key to 
decrypt

• validating an X.509 certificate.



Task example



Analysis: Regression



Result
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Behavioral targeting/tracking

Scenario: You are visiting a website

• First party: the website your are visiting

• Second party: You

• Third party: Other sites the first site as a result of your visit 
to the site. Why will it happen? 



Online tracking

• First party tracking 

• E.g., Google track your search results

• Solution: Use duckduckgo

• Stopping Third party tracking 

• Much harder…

• But why would a third party track a user? 



Do not track

• Proposed standard

• User checks a box

• Browser sends “do not track” 

to website

• Website stops “tracking”
• What does that even mean?
• cookies, javascript? 

• Discontinued in apple, why? 



Tools to stop tracking

• Browser privacy settings 

• Blocking cookies
• P3P

• Browser extensions

• Opt-out cookies

• Digital Advertising Alliance (DAA) adchoices and 
associated opt-out pages 



Extensions: Disconnect



Extensions: Ublock origin



Browser fingerprinting

• Use features of your browser that are relatively unique to 
your machine

• Fonts

• GPU model anti aliasing (canvas fingerprinting)

• User agent string

• IP is often not used (why?)



Browser fingerprinting

• Use features of your browser that are relatively unique to 
your machine

• Fonts

• GPU model anti aliasing (canvas fingerprinting)

• User agent string

• IP is often not used (why?)

Check: https://panopticlick.eff.org/

https://panopticlick.eff.org/


Browser fingerprinting



Browser fingerprinting



Tracking of Web Cookies

!COOKIES!
Remember users’ status and 
retrieve user’s activity history 

! !
! !
!

A lot of tracking on 
the web

Cookie name
Cryptic?

pb_rtb_ev

mt_mop
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Categories of cookies
Currently, the commonly used classification in the GDPR notification 
banner of the website is the one proposed by the UK International 
Chamber of Commerce (UK ICC)

Strictly Necessary cookies e.g., login info

Functional cookies   e.g., preferred language or location

Performance cookies   e.g., count page visits, idle time on a page, bounce rates
Targeting/Advertising cookies  e.g., profile users and serve them ads

useful for user

useful for site
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How many cookies of 

different kinds exist ?



Accurate automatic classification of cookies in 
the wild

Our Goal



which cookies work well for the user 

which cookies for the benefit of the site operator



Cookiepedia—Alexa global top20K
COOKIE CATEGORY #COOKIES PROP.

Strictly Necessary 3,071 5.61%

Functionality 1,102 2.01%

Performance 3,025 5.53%

Targeting/Advertising 4,380 8.01%

Unknown 19,007 34.75%

Nonexistent 24,108 44.08%

Unknown+Nonexistent 43115 78.83%

Total 54,694 100%

<22% of cookies are 
in the database

<15% of the cookies set in the 
browsers of a set of real users 
can be categorised
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Cookiepedia—Alexa global top20K
COOKIE CATEGORY #COOKIES PROP.

Strictly Necessary 3,071 5.61%

Functionality 1,102 2.01%

Performance 3,025 5.53%

Targeting/Advertising 4,380 8.01%

Unknown 19,007 34.75%

Nonexistent 24,108 44.08%

Unknown+Nonexistent 43115 78.83%

Total 54,694 100%

<22% of cookies are 
in the database

<15% of the cookies set in the 
browsers of a set of real users 
can be categorised

recent_history à useful to user (functional)
Lms_analytics à useful to website (performance)



-Remove digits
-Split by punctuations
-Split by capitalization
-Use enchant dictionary 
for word segmentation

Preprocessing/Tokenize

A supervised multi-class 
classification 
(strictly necessary,
functional, performance, 
targeting/advertising)

Training classifier

n-gram model (shortlist)
+ edit distance(sort)

Dealing with OOV words

CookieMonster Design
Cookie Name

recent_history
Lms_analytics
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-Remove digits
-Split by punctuations
-Split by capitalization
-Use enchant dictionary 
for word segmentation

Preprocessing/Tokenize

A supervised multi-class 
classification 
(strictly necessary,
functional, performance, 
targeting/advertising)

Training classifier

n-gram model (shortlist)
+ edit distance(sort)

Dealing with OOV words

CookieMonster Design

7%

n-gram: to form a list 
composed with similar tokens
Levenshtein distance: select 
the most similar token

Cookie Name

recent_history
Lms_analytics



Performance (training dataset)

ALGORITHM PRECISION RECALL F1 PREDICTION 
LATENCY (MS)

Multinomial Naïve Bayes (MNB) 0.951 0.94 0.9458 0.44

Softmax Regression (MLP) 0.944 0.948 0.9457 1.29

SVM 0.947 0.867 0.926 0.03

K-Nearest Neighbors (KNN) 0.929 0.907 0.916 3.23

Random Forest 0.886 0.77 0.778 9.73

Naïve Bayes 0.798 0.747 0.833 0.02

Binary Search Tree (BST) 0.649 0.461 0.409 0.05

Use pre-trained
MNB model in 
CookieMonster



Tracking in social media

• Go to 
https://www.facebook.com/adpreferences/ad_settings

• Then “Categories used to reach you” à “Interest 
categories”

https://www.facebook.com/adpreferences/ad_settings
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