DeTTO: Dependency-Aware Trustworthy Task
Offloading in Vehicular IoT

Prajnamaya Dass, Graduate Student Member, IEEE and Sudip Misra, Fellow, IEEE

Abstract—In this paper, we investigate the dependency-aware
trustworthy task offloading problem (DeTTO), especially in an
IoT-enabled vehicular network, where a large computation-
intensive task offloaded from a vehicle is fragmented into multiple
subtasks and then offloaded to multiple trusted nodes. First, we
formulate the task offloading problem as a graph optimization
problem intending to find an optimal set of trustworthy nodes for
offloading the subtasks. We aim to minimize the task completion
delay and energy consumption, while satisfying the dependency
relations between the subtasks and the trust requirements of the
tasks. We consider three types of dependency structures — fully
independent task, fully dependent task, and partially dependent
task. For a fully independent task with no dependency between
the subtasks, we propose a greedy algorithm to get the optimal
set of nodes for task offloading. After showing the NP-hardness of
solving the dependent task offloading problem, we propose a two-
fold efficient heuristic approach for the tasks with all dependent
subtasks. We adopt the solution approaches used by the first
two types of tasks for a partially dependent task. Through
simulation experiments, we analyze the performance of the
proposed algorithms for three types of intra-task dependencies.
The experimental results show that the proposed algorithms
significantly reduce the delay and energy consumption, when
compared to the benchmark schemes.

Index Terms—Task Offloading, Trust, Task Type, Task Depen-
dency, Vehicular IoT.

I. INTRODUCTION

The current trend of computing techniqués, in vehicular
IoT is shifting towards edge computing, Wherein most of the
computations are performed at the reoadside units (RSUs) and
the services are brought clesento the. vehicles [1]. Recent
studies consider the RSUs as computationally capable entities
in vehicular applications [2]: In an IoT-enabled vehicular
network, the onroad moving vehi€les offload the computation-
intensive tasks to'the néarby RSUs. With the help of distributed
computing, larger tasks are further divided into subtasks
and offloaded to different RSUs for parallel processing [3].
Then, the RSUs, through mobility-aware service provisioning,
propagate the services to the vehicles at their current locations
[4]¢Recent researches consider delay and energy consumption
as the main factors while taking offloading decisions [S]—[8].
However, other factors, such as dependency between subtasks,
vehicle service destination, and type of the task offloaded play
important roles in task offloading. Further, the trustworthiness
of the RSUs is also crucial, when sensitive tasks are considered
for offloading. In this work, the tasks from the vehicles are
offloaded to the computationally capable nodes, known as
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RSUs. The RSUs cooperatively execute the fragmented task,
known as subtasks, and provide real-time vehicle services.

A. Motivation

A typical task offloading process in an IoT-enabled vehicu-
lar network is depicted in Figure 1(a). A vehicle offloads the
task to the nearest RSU, which e consider as the offloading
source and denote itgasysrc.. Thedsrc fragments the task
into multiple subtasks and¢offloads them to different RSUs.
Finally, the task output'is delivered at the RSU near to the
current location of ‘the véhicle, denoted as dst. However, the
dependencies between the subtasks are not considered, which
highly affects) the communication delay for delivering the
output of one subtask to another dependent subtask. Further,
the vehicular network is prone to many unreliable entities such
ashattackers, malicious, and selfish nodes [8]. Tasks offloaded
to untrusted nodes may adversely affect the desired services
of the vehicle. The trust level requirements of subtasks differ
based on their data sensitivity, the required quality of service,
and significance of the subtask in the task output [9], [10].

In real scenarios, there are some types of tasks, usually
the data-oriented tasks [11], where the output size is much
higher compared to its size before execution. For instance, a
vehicle requesting satellite images and traffic data of a specific
location, where the task input is a small request and the output
contains large size images and traffic data. Consider the data
subtask ¢1 in Figure 1(b), which has a trust requirement of
0.7 and hence, can be offloaded to RSU 1 or 2 or 4. If
we select RSU 1 for offloading t1, the transmission delay
and transmitting energy for 400 KB data will be added at
four nodes in the path to the destination. However, if we
choose RSU 4, the delay and energy consumption for data
transmission from RSU 1 to RSU 3 will be added only for 10
KB data, and only RSU 4 will have the transmission delay for
400 KB data. On the other hand, there exist some processing
tasks [12], where the output size is much less compared to
its size before execution. For instance, a car sends different
sensor data values such as speed, fuel consumption, emissions,
and security, to the RSU. In return, the car requests the RSU
for high-size data processing and only asks for emergency
indications of significantly small size. The subtask ¢2 in Figure
1(b) can be offloaded to RSU 2 or 4. However, the optimal
selection should be RSU 2 as it reduces the transmission delay
and energy consumption in the path.

In Figure 1(c), we consider the dependency between the
subtasks, types of subtasks, and trust level of RSUs during
task offloading. The subtasks, t1, ¢2, and t4 are independent
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Fig. 1: Motivating scenarios: (a) existing approach on task offloading in IoT-enabled vehicular network; (b) task types and their
significance in task offloading; and (c) proposed approach with trust level, task type, and dependency between the subtasks.

subtasks whereas 3 depends on the output of 2. The intra-task
dependency structure can be represented in a directed acyclic
graph (DAG). However, it is computationally hard to solve
the DAG scheduling problem. Therefore, we use topological
sorting to convert a DAG into a dependency graph with either
sequential dependency or no dependency among the subtasks.

B. Contributions

Motivated by the above-mentioned points, in this work,
we propose a novel task offloading approach for vehicular
network, where trustworthiness, intra-task dependency, and
task types are considered for task offloading. In particular,
the main contributions of our work are as follows:

o Given the task offloaded location (source) and the loca-
tion of service delivery (destination), we formulatesthe
task offloading problem with intra-task dependency as
a graph optimization problem. We also consider other
constraints, such as subtask types, trust level requircment
of the subtasks, and the trust score of the RSUs.

Based on the dependencies, we consider three types of
tasks — i) fully independent task, ii) fully.dependent task,
and iii) partially dependent taskaand solve all of them with
different approaches. We propose a greedy approach to
find optimal offloading decision:for a fully independent
task, where there is no/dependency between the subtasks.
We show theshardness ©f finding optimal offloading
decision for a task with sequential dependency among
the subtasks and/propose a two-fold efficient heuristic
algorithm. Wedsolve the partial dependent tasks using
both the greedy and heuristic approach.

Throtigh extensive numerical simulations, we show the
performance of the proposed algorithms. The results show
that proposed task offloading algorithms greatly reduce
the delay ‘and energy consumption.

II. RELATED WORKS

As a promising technology, edge and fog computing support
the execution of computation-intensive tasks offloaded from
the IoT devices, which attracted significant researches on
task offloading. Zhan et al. [4] proposed a mobility-aware
approach for task offloading and resource allocation among
multiple moving users, which are served by a base station.
Due to the hardness of the decision problem, the authors

proposed a partial order-based heuristic to teach an approx-
imate offloading decision. In another work, Misra and Bera
[16] proposed an SDN-assisted maobility-aware task offloading
mechanism for the vehicular network. The authors considered
the location of the mebile vehicledbefore and after the of-
floaded task execution. Guo et al. [7] studied the problem of
computational intensive task processing at the vehicles and
proposed, a vehiculap, edge computing network architecture.
The authors, proposed a deep learning approach for optimal
task offloading, where the SDN-enabled architecture supports
information collection and centralized management.

Ouyang et al. [8] proposed a trust-aware task offloading
method,»where an IoT device in a cluster with higher trust
value.is selected for task offloading. Trust evidence for each
node is collected and evaluated in a timely manner, which
helps to avoid malicious nodes during task offloading. Another
trust-aware task offloading mechanism was proposed by Wu
et al. [15], which considers the trustworthiness of the nodes
while minimizing the delay and energy consumption. The
proposed framework consists of three phases — trust evaluation,
filteration of untrusted nodes, and optimal node selection.

Recently, Li et al. [6] studied the problem of energy con-
sumption during the offloading of tasks with multiple subtasks.
The authors first compute the expected energy consumption
and then find an optimal offloading strategy. Similarly, a delay-
aware task offloading in a fog shared network was proposed by
Jiang and Tsang [5], where heterogeneous delay requirements
of the tasks are considered. Their work also integrated the
task migration cost due to the changes in system dynamics.
Liu et al. [13] proposed a task scheduling algorithm, where
the interdependent tasks from the vehicles are offloaded to
the mobile edge computing servers on the RSUs. Another
interdependent task offloading approach was proposed by
Han er al. [14], where a heuristic approach was proposed to
minimize the task latency and energy consumption.

Synthesis: Our work differs from the above works in the
following aspects — i) the existing works only consider the
task size before execution. On the contrary, in this work, we
consider the task types, which gives information about the
task size after execution and helps in reducing the delay and
energy consumption, ii) we reach the offloading decisions,
while considering the dependency structure of the tasks and
trustworthiness of the RSUs in the path to the service desti-
nation, which was not considered in the previous works.



TABLE I: Summary of Existing Works

Work Service Multi- Trust | Task Task Delay Energy
Destination | Hop Dependency | Type

Li et al. [6] X X X X X v v

Jiang and Tsang [5], Guo et al. [7] X X X X X v X

Liu et al. [13] X X X v X v X

Han et al. [14] X X X v X v v

Wu et al. [15] X X v X X v v

Ouyang e al. [8] X v X X X v v

Zhan et al. [4] v X X X X v v

Zhang et al. [1] v X X X X v X

Misra and Bera [16] v v X X X v v

DeTTO (Proposed Work) v v v v v v v

II1. SYSTEM MODEL TABLE II: Summary of Key Notations
The RSU infrastructure of the vehicular network is modeled | etation | Description i '
. . Vr Set of vertices representing subtasks in task graph G
as an undirected graph Gy = (Vn,En), where Vy is the VN Set of vertices representing.RSUs in network graph G
set of vertices, each of which represents an RSU and £y C r; Profile of subtask 4
Vi x Vy is the set of weighted undirected edges representing Yo CPU cycles needed exggftc oprask ¢
. . S;, S5 Input size and approximate output size of ¢*" subtask
the connection between the RSUs based on their area coverage y Trust requireiEn®of of Slibtaght’;
[2]. Each RSU in the network has information about the Ty Trust score ‘of RSU@
connectivity to other RSUs and knows the shortest path to an giﬁop TranSHHS.SIOHddlelay aSSOFlatgd V.Vl}:h‘ tl;h Ssbtalzk
RSU. An on-road moving vehicle places the task offloading bue Propagaigy delaypgggbciated with i subtas
) 0] Queuing delay associated with ¢*" subtask
request at the nearest RSU, considered as the source (src). The sexe Time taken to execute the it" subtask
. . . 1
source RSU decides the offloading choices of the subtasks, pte Transmission power of RSU v
considering their dependencies and trust requirements. € EnSiggr-umed for offloading subtask
. L. .. 0P(v) Delay due to purpose z if subtask ¢ offloaded to RSU v
Destination prediction: The destination, where the output £i () Energy consumption if subtask i offloaded to RSU v
of the executed task is to be delivered, is either explicitly fo CPU frequency of RSU v
: : L Task service rate of RSU v

mentioned by the vehicle users or computed through some 4 Maxiram subtasks that can be offloaded to a node

location prediction algorithm [16]-[19]. The cases where the
destination location is not sent by the vehicle, we adopt the
order-g Markov-predictor proposed in work [16] to predict the
service destination (dst) of the vehicle. The reason for such
selection is that the Markov predictor consumes'less space and
gives better accuracy compared to other location predictors for
low values of g [20]. The predictor considers mest.récent g
location contexts and computes the conditional‘probability that
the vehicle with source RSU v, will be associated to the RSU
vy after time period ¢,,,,. Here, v, is the#¥RSU associated
with the vehicle before the task,completion deadline §,,4;-
The transition probability for the same is computed as [16]:

#(evya H)
#(0,H)
where #(6v,, H) Tepresents total occurrences of the context

6 in the history set . The most likely RSU as the destination
from allgthe possible RSU v, € V is computed as:

Pldst =w,|0, H)= (1)

dst = argmax P(dst = vy) 2)
vy €EH

Consider another directed graph Gr = (Vr,Er), where
Vr 1s the set of subtasks and £ C V1 x Vr is the link set
representing the dependency between the subtasks. Each RSU
v € Vy in the network has a trust reputation 7, € [0,1].
Similarly, each subtask ¢ € Vp has a trust requirement
U, € [0,1] and a subtask can only be offloaded if m, > U,.
We define each subtask as 5-tuple Q; = (x;, w;, ¥;, S}, 59),
where y; represents the task type — data (; = 0) or processing
task (x; = 1), w; represents the CPU cycles needed to execute

the subtask ¢, and W; is the trust requirement of the subtask,
SI and S© represent the input and output size of the subtask
1, respectively. For two dependent subtasks I'; and I';4,
SL., = SP. However, the subtask sizes and the CPU cycle
requirements are not always apriori available, and we will
see in Section IV that even without this knowledge, using
the task types, the solution approach works correctly. The
reachability from a node u to another node v is represented as:

1, if v can be reached from u € Gy
0, otherwise

We denote dep[T;, I‘j]l = 1,if T'; depends on I';, otherwise
dep[I';,T';] = 0. An independent subtask ¢ can be defined as a
vertex with no incoming edges and represented as ind[i] = 1.
Therefore, if ind[j] = 0, there exist some tasks 7 where
dep[l';,T';] = 1. Considering a subtask with dependency,
dep[I';,T';] = 1, the subtasks ¢ and j can be offloaded to RSUs
w and v, only if path(u,v) =1 in graph G . For fair use of
the RSU resources, we enforce a constraint of maximum k
subtasks of a particular task that can be offloaded to an RSU.
We use a variable of fload(i), which returns the RSU index
offloaded with the subtask i. We use another binary variable
of fload(i,v) to denote whether i*" subtask is offloaded to
RSU v or not. Therefore, of fload(i,v) = 1, if i*" task is
offloaded to RSU v and of fload(i,v) = 0, otherwise.

path(u,v) =

IThe brackets [] denote properties or known values, whereas () denotes the
functions or variables.



A. Delay Model

The total delay for a task is the sum of all the delays of all
its subtasks. For delay computation, we consider of fload(i —
1) = uw and of fload(i) = v for each dependent subtask i €
Vr and u,v € Vy. Similarly, for all independent subtasks i,
we consider of fload(i) = v.

The transmission delay 6/* for offloading subtask ¢ to node
v is a function of task size, maximum data rate between two
nodes, and the number of nodes in the path. For simplicity,
we consider the data rate of each link B as the same. The
transmission delay is computed as:

5!
B X ntot(uvv)a
Sfxntot(u,v)+5? XNt (vV,dst) i=m

5" = ro B ’ (3)

l<i<m

S; .
T X Mot (sTC, W), 1=1
S,L-Ixntot (src,v)«;Sf)XntOt(v,dst)’ ZTLd[Z} -1

where the function n.¢(x,y) returns the number of nodes
in the path from node z to node y and m is the number of
subtasks. The first three cases in Equation (3) are used to
compute the transmission delay for dependent subtasks and
the last case is used for independent subtasks.

The propagation delay experienced by each intermediate
subtask ¢, 1 < ¢ < m, is computed as ;""" = %. Here,
dist(u,v) denotes the shortest distance between node u and
v, and S denotes the propagation speed. For the first subtask
i = 1, we consider the dist(src,v) and for last subtask, i.e.,
i = m, the total distance is dist(u,v)+ dist(v, dst). For each
independent subtask with ind[i] = 1, the total distance from
(sre,v) and (v, dst) is considered.

The time consumed for executing a subtask 7 at the offloaded
node v is computed as 657 = %, where w; is the/GPU cyeles
needed for subtask ¢ and f, repvresents the CPU frequency of
node v. Consequently, the delay associated with each subtask
i is computed as §; = 61 + oF"P + HE€

B. Energy Consumption Model

For energy consumption, we'consider the energy consumed
for offloading and executing theubtask at the offloaded node.
The energy consumed for offloading a subtask ¢ from node
is pl*6t®, wher€ p!” is the transmission power of RSU w and
5? denotes the transmission delay. However, the node selected
for offloading may be placed multi-hop away from the current
node. Therefore, the transmission energy consumption at each
node in.the path PP is considered and computed as:

path(src,v), i=1
& = prféf””,where P= path(u,v), l<i<m
qeP path(u, v, dst), i=m

Here, path(u,v,dst) represents the path followed by the
offloaded task from node u to dst through node v. Simi-
larly, for all independent subtasks, the path from source to
destination through the offloaded node v is considered. The
computational energy consumed at the offloaded node v is
computed as £;°""” = ¢(f,)*w;, where ¢ is the energy
coefficient depending on the chip architecture, f, is the CPU
frequency of RSU wv, and w; is the CPU cycles needed to

compute subtask ¢ [21]. Finally, the total energy consumed
for offloading the subtask i is defined as g; = !* + 7",

%

C. Problem Formulation

Our objective is to minimize the delay and energy con-
sumption of task offloading, while considering the Service
destination, task dependencies, and trust requirements. For all
the independent subtasks, we consider the path from seusce to
destination through the offloaded node v using Equation (4).

Y = of fload(i,v) x path(sre,v)s pathy, dst).  (4)

Similarly, for offloading each dependent subtasks ¢ to node v,
there should exist a path between the node w and », where u
is the node offloaded with (i — 1)*" subtask, repfesented as:

Z = of fload(i — 1,u) X offilead(i,v) x path(u,v) (5)

Using the delay and energy functions, we formulate the
DeTTO problem as follews:
. independent subtask
minimizez Z ind[i] x Y x (6; + &)+

i=lweVyn

dependent subtask (6)
(1—indli]) Y Zx (5 +e5)
UuEVN
_ z, Vi e Vr\ {m}
b 2= {Z x path(v,dst), i=m 7

Y, Z € {0,1},¥i € Vr ®)
of fload(0) = sre, of fload(0, src) =1 9)

Ty > W,V of fload(i) = v (10)
Zoffload(@v) <k,YveVy (1D
i=1
> of fload(i,v) = 1,Vi € Vr (12)
v=1

(13)

Z 61 < 5maw
i=1

The brief explanation of the DeTTO formulated model is
as follows. Equation (6) defines the optimization objective,
where all independent and dependent subtasks are handled
differently. For mtP subtask, the additional path from node
v to the destination is considered in Equation (7). In Equation
(8), the binary properties of the variables Y and Z are
mentioned, while considering the offloading decision and the
path in the graph Vy. Equation (9) states that the source
node makes offloading decision and for subtask i = 1, the
path from the source is considered. Equation (10) enforces
the trust requirement of each subtask and for offloading, the
node trust value must not be less than the required value
of subtask. Equation (11) ensures that maximum k subtasks
can be offloaded to a single node. However, a subtask can
be offloaded only to a single node in the network, which is
mentioned in (12). The maximum delay associated with a task
should not exceed 0,44, Which is enforced in Equation (13).



IV. SOLUTION APPROACH

In this section, we propose solutions for the formulated
problem, DeTTO. We consider three cases of the problem
based on three types of intra-task dependency structures,
as shown in Figure 2 and solve them through different
approaches. Given any dependency task graph, which is a
directed acyclic graph (DAG), we can convert it to one of the
three considered task dependencies in Figure 2, after finding
the topological sorting of the DAG. The source RSU finds
the offloading decisions for each fragmented task. Along with
the input task fragment, the offloading decisions are also
delivered to the participating RSUs. Therefore, the executing
RSU knows to which RSU it should deliver the output.

© @ @ @ @ @
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Fig. 2: Examples of task dependencies: (a) fully independent
task, (b) fully dependent task, and (c) partially dependent task

A. Offloading of Fully Independent Tasks

We consider the independent subtasks as the first case,
where all subtasks, I'; satisfy the dependency relation ind[i] =
1,Vi € V. Therefore, we can follow any arbitrary order of
offloading. The main idea is to consider the size of the subtasks
and the shortest path to reach the destination. We compute the
offloading cost of each node v using the following Equations:.

a X Nyt (s7C,0) + B X Nyor (v, dsb)

tx _
6 (v) = = a4)
a X ptac ﬂ X ptao
Ei(v) = Z B 1 Z 1 +90(fv)2w
g€P(sre,v) g€P(v,dst)
(15)
s = O3 (3777 (0) + 67 (0) W) FE=i(0)  16)

We consider two integer valuesy a.and 3, as the skeleton to
represent the input’and outputtask size, respectively. All other
values except the task size in Equation (16) has no effect on the
offloading decision. Afconstant value of w CPU cycles is used
to compute the computational delay and energy consumption.
In Equations (14) and (15), we consider the case a > [ for
making the offloading decision of processing type task i with
ST > S9%%and denote the offloading cost of the node as U27.
Simtilarlys we ise another cost function U for the case S} <
SP, where we consider a < 3 in the same Equations. The
system parameters Cs and C. represent the cost per unit delay
and cost per unit energy, respectively.

In detail, Algorithm 1 works as follows. From the task
deadline, the destination (dsf) is computed using the Markov
predictor. The predictor uses past mobility traces to predict
the destination. In this work, we consider the Gauss-Markov
mobility model to generate the mobility traces. We maintain
two arrays A[0][v] and A[l][v] to store the offloading cost
of each node v € Vy, while considering two different types

Algorithm 1: Offloading of Independent Tasks
Input: Vp,Vn, src,dst, T, a, B, k
Output: of fload[i], Vi with ind[i] =1

1 for each node v € V do

2 counter[v] =0 ;

3 Compute U3? using a > B in Equation (16) ;

4

5

Compute Z/{f % using @ < B3 in Equation (16) ;
Store A[0][v] = US? and A[1][v] = UE™ ;

6 Sort A[0][v] and A[1][v] in increasing order of US” US™ ;

7 Maintain node orders: N[0][] + A[0][v] and N[1][] + A[1][o];
8 for each subtask i € V1 do

9 of fload[i] =0 ;

0 for j € [1,n] do

1 L if 7[A[xi][j]] > ¥; and counter[j] < k then

12 ‘

—

of fload[i] =N[xi][4] ;

13 counter[j]++ ;

14 return of fload|] ;

of relations, o > 3 and o < 3, respectively, to represent
two task types. We sort both thewarrays in increasing order
and maintain the node ordering in two other arrays, namely,
NI0][] and N[1][}*Now, for each subtask, we consider the node
with minimum offloading cost in the sorted order. However,
the node should possess at least the trust requirement of the
task and the mumbet of offloaded tasks to the node should
be less than k. If y; = 0, the subtask is of processing type
and 1fy; = 1, it is a data-oriented subtask. The task type
is used as the rows of the 2D arrays A and N. Once the
offloading conditions are satisfied, we assign the task to a
node and update the counter of that node.

Time complexity: For n number of nodes, Steps 1-5 take
O(n) time to compute the offloading cost of each node. The
sorting algorithm takes O(n log n) time and the node order can
be maintained during the sorting phase with constant time. A
subtask is either data-oriented or processing type and therefore,
Steps 8-13 take O(n) time to traverse till the last of the
array N[x;][], in the worst case. Considering m number of
subtasks in Step 7, the time complexity for Steps 8-13 is
O(mn). Consequently, the total complexity of Algorithm 1 is
O(n+nlogn+mn) ~ O(mn) if m < nlogn and O(nlogn)
when m > nlogn.

B. Offloading of Fully Dependent Tasks

As the second case of dependency, we consider all the
dependent tasks, where for each subtask T;, ind[i{] = 0,
1<i<m,ie.,dep[l;,Ii11] =1, 1 < i < m. In this case,
the solution approach should consider the task dependency
graph and the optimization objective. The task dependency
graph offloading problem is similar to the DAG job scheduling
problem, which is NP-hard even for a general case [22], [23].
Therefore, finding an optimal set of nodes for offloading a
fully dependent task is NP-hard.

Next, to solve the problem with NP-hardness, we propose
an efficient heuristic approach. The basic idea of the solution
approach is to consider the network topology of the RSUs.
Usually, the RSUs are deployed to serve nearby on-road
vehicles. Therefore, we consider the road routes from the
source to the destination instead of all the RSUs forming



paths to the destination. The routes are static and available
at every RSU. Our proposed approach works in two steps:
in the first step, we check for the existence of the solution,
and then, in the second step, optimize the offloading decision.
First, select the route with the shortest distance from source to
the destination, consider all the RSUs in the route, and assign
unique indexing based on the RSU ordering in that route from
source to destination. We use Algorithm 2 to check whether
offloading of all the dependent subtasks is possible or not,
considering the trust requirements. If there exists an offloading
solution, we use Algorithm 3 to optimize the RSU selection
for task offloading. However, if no solution exists in the first
route, we check the next shortest route and so on. Furthermore,
we also keep track of the subtasks for which no RSU is found
in a route.

Algorithm 2: Offloading of Fully Dependent Tasks
Input: Vr, VN, T, k, routes, src, dst
Output: of fload[i], Vi with ind[i] = 0

1 r=1,0f f_count = 0,last = 0, solution =0 ;

2 while r < total routes do

3 for each v € route, do

4 | counter[v] =0

5 for each subtask © € V do

6 flag=10;

7 for j € [last + 1,n,] do

8 OFFLOAD(i, j,m;, V;,0f f_count, k) ;
9 if flag == 1 then

10 | last = j, status[r][i] = 0;

11 else

12 for j € [last, 1] do

13 | OFFLOAD(:, j, m;, ¥;,0f f_count, k) ;
14 if flag==0 then

15 | status[r][i] =0 ;

16 if off_count==m then

17 | solution =1 ; break ;

18 else

19 route_count(r) = of f_count ;

20 ‘ r++
21 if solution == 0 then

FIND OFFLOAD(status, route_count) ;

23 OFFLOAD (i, j, 7;, ¥y, of f_coutityk)
u if m; > U; && counter[j] <k then
of fload[i] = ja

flag = 1, counter(jl++ ;

of f_count++, last = 5 ;

‘ > If no RSU found for a subtask

28 else
2 | flag=0;
30 return flag ;

31 FIND OFFLOAD(status, route_count)

32 maz = route_count[1] ;

33 for.r.c [2,totalroutes] do

34 if route_count|r] > max then
35

36

max = route_count|r] ;
max_route =1 ;
37 for edch subtask i € V1 do
38 if status[maz_route][i] == 0 then
39 \ Use Algorithm 1 to compute offload][i] ;

All the steps for offloading a fully dependent task are
outlined in Algorithm 2. The sorted order of the routes based
on the distance from source to destination is apriori available,
which is computed once during the network deployment.

We consider the nodes in the shortest route and check the
offloading feasibility. Considering n, nodes in route r, we set
a boundary at the node that is assigned with the last subtask,
denoted as last. If no eligible node is found between the nodes
[last + 1,n,] then the nodes towards the source, i.e., nodes
between [last, 1], are considered. The subroutine OFFLOAD
in Steps 23 — 30 checks the offloading conditions and if
satisfied, updates the counter and the total number of tasks
that find feasible nodes for offloading. In a particulat route r,
if all the subtasks can be offloaded, we get the solution and
terminate. Otherwise, we proceed to the next shortest route and
perform the feasibility check. We maintain the status of each
subtask in each route to denote whether an RSU is found for
offloading or not. If status[r][i]=1, a feasible RSU exists for the
it" subtask in the route 7 and the value is 0,ififio RSU found.
Finally, if solution = 0, no route is found with a feasible
RSU set for all the subtasks. In this case, we consider the
route with the maximum subtask solution and use Algorithm
1 for the subtask with#Status[r}[i]=0. The subroutine FIND
OFFLOAD inSteps 31-39finds the offloading decisions for
the subtasks for which no feasible RSU is found in any of the
routes.

Time complexity: Steps 3—4 initializes the counter array,
which takes ‘O(n,.).&For offloading a subtask, in worst case,
wey check all the nodes in the route. Therefore, Steps 5-
15 take O(mn,) time. The subroutine OFFLOAD in Steps
23-30 ‘takes O(1) time. In the worst case, the while loop
insstep 2" runs for all the routes available, considering a
source and destination. The subroutine FIND OFFLOAD uses
Algorithm 1 and therefore, Steps 31-39 take O(mn) time.
Considering n number of nodes in the network, Algorithm 2
takes O(mn? + mn) ~ O(mn?) time.

Algorithm 3: Offloading Decision Optimization

Input: of fload|], counter(], route,, src, dst, k
Output: Updated of fload]]

1 flag=1;

2 while flag ==1 && of f_count == m do

3 flag =0 ;

4 for each subtask i € V1 do

5 if i > 1 && i < m then

6 Vsre = of fload[i — 1] ;

7 vast = of fload[i + 1] ;

8 if i==1 then

9 ‘ Vsre = 8TC, Vg5t = of fload[i + 1];
10 if i==m then

1 | vsre = of floadli — 1], v44; = dst ;
12 Compute min = Uy f10adi]

13 for each j € [vsre,v4st] do

14 if m; > U; && counter[j] < k && src < dst then
15 a:S{,ﬂ:SiO,w:wi;

16 Compute U; using Equation (16) ;
17 if U; < min then

18 counter|of fload[i]] — — ;
19 of fload[i] = v, flag =1 ;

When all the dependent subtasks can be offloaded to the
nodes in a route, i.e., of f_count = m in Algorithm 2, we
optimize the offloading decision in terms of delay and energy
consumption, using Algorithm 3. The main idea of optimizing
offloading decision for a subtask ¢ is to select a feasible node



j from the node-set of fload[i — 1] to of fload[i 4+ 1] in the
route. However, for the first subtask, we consider the nodes
from the source to the of fload[i + 1]. Similarly, for the last
subtask, the nodes between of fload[i — 1] and destination are
considered. The node which consumes less energy and delay
for a subtask is considered as optimal.

Time complexity: In Algorithm 3, each subtask in Step 4
satisfies one condition — first, last, or an intermediate subtask.
Therefore, Steps 5-11 take O(1) time. The cost computation
for of fload]i] takes constant time. In Steps 13-19, we com-
pare the cost for each node and find the optimal one. In worst
case, all the nodes are traversed and time complexity for this
purpose is O(n,.). For m such subtasks, the complexity is
O(mn,.). Further, there can be many iterations of optimiza-
tions in Step 2 and in the worst case, the time complexity is
O(mn,.)%. For a task with all dependent subtasks, Algorithm
2 and 3 together take O(mn? + (mn,)?) ~ O(mn)2.

C. Offloading of Partially Dependent Tasks

A partially dependent task has both dependent subtasks
and independent subtasks. If we remove all the independent
subtasks from a partially dependent task, the resultant graph
becomes a collection of some fully dependent sets of subtasks.
As a fully dependent subtask with a precedence order is
NP-hard to solve, finding optimal offloading decision for the
partially dependent task is also NP-hard.

Algorithm 4: Offloading of Partially Dependent Tasks

Input: ind]]|

Output: ind_set, dep_set, of fload|]
1 Initialize : = 1, count =0 ;

> count represents number of fully depéndenttasks

2 while (1) do
3 if ind[i] == 1 && ind[i + 1] == 1 then
4 ‘ ind_set = ind_set U {i}, i++ ;
5 if ind[i] == 1 && ind[i + 1] == 0 then
6 count++ ;
7
8
9

dep_set(count) = dep_set(count) U{s} ; it+;
while (ind[i]) do
L dep_set(count) = dep_set(eount) U {i} ;
i+

11 Use Algorithm 1 forindaset 3
12 for each dep_set do
13 | Use Algorithm 2 followed by Algorithm 3 ;

All the steps for offloading a partially dependent task are
outlinedgsin Algorithm 4. The while loop starting in Step 2
decomposes, the task into an independent task set and some
fully dependent task sets. Then, we use the Algorithms of fully
independent task and fully dependent task for handling each
taskiset.

Time complexity: The while loop in Steps 2-10 takes O(m)
time for m number of subtasks. Now, considering m, number
of subtasks in the ind_set, Step 11 takes O(m,n) time. Then,
in Step 12, if we consider count = y, i.e., y number of
fully dependent tasks, the time complexity for Steps 11-13
is O((m1n)? + (man)? + ... + (myn)?) ~ O(mn)?. Finally,
in total, Algorithm 4 takes O(n + mn + (mn)?) ~ O(mn)?
time.

V. PERFORMANCE EVALUATION

A. Simulation Settings

We evaluate the performance of the proposed algorithms
through MATLAB simulation. Various parameters considered
for the experiments are given in Table III. We consSidered
roads with intersection points in an area of 5000 x 5000m?,
where the RSUs are deployed optimally to cover theson-road
moving vehicles. We use the indirect trust assessment approach
proposed in our previous work and successfulitask completion
rate to assess the trustworthiness of the’RSUs 1n the scale [0,
1] [24]. We use the same scale and randomly define the trust
level requirement of the subtasks [9]. Our proposed algorithms
will still work in applications with no trustlevela#equirements
by setting the trust requirement as zero. A vehicle is randomly
selected that offloads the task tonan RSU in its territory,
considered the source. We adopt the Markov-predictor method
proposed in work [16] te,predict the service destination. We
consider varying speed and_tandom movement of the vehicles
on the roads and therefore, use the Gauss-Markov mobility
model [25] to generate the.mobility pattern of the vehicles.

TABLE 1II: Simulation Parameters

Parameter Value

Number of RSUs 80

Number of vehicles 200

RSU CPU  frequency 2-4 GHz [7]

Transmit power of RSU 23 dBm ~ 0.2 W [21]
Number of tasks offloaded to an RSU 10-50

Number of subtasks per each task 5-10

Trust values of RSU and subtasks [0, 1] [8]

Input and output size of data subtasks 10-50 KB, 50-200 KB [1]
Input and output size of processing subtasks | 50-200 KB, 10-50 KB
Computational amount for subtasks 200-500 Megacycles

B. Benchmark Schemes

To show the effectiveness of our proposed algorithms, we
consider some recently proposed task offloading methods
with similar task dependency structures. For fully indepen-
dent tasks, we consider the benchmark schemes that con-
sider independent tasks, such as task offloading in vehicular
edge computing networks (TVEC) [1], mobility-aware task
offloading for vehicular network (MTV) [16], and energy-
aware task offloading in IoT (EIoT) [6]. All these benchmark
schemes consider independent tasks, and hence, suitable for
the performance evaluation of the algorithm proposed for
fully independent tasks. For finding offloading decisions for
fully dependent tasks, which is NP-hard in nature, we select
two existing heuristic schemes that consider interdependent
tasks — dependency-aware task scheduling in vehicular edge
computing (DTSE) [13] and task offloading with dependency
in edge networks (TDEN) [14]. Finally, due to the unavail-
ability of suitable existing schemes for tasks with partial
dependency, we choose the best performing independent task
offloading scheme, i.e., MTV, along with two dependency
aware offloading schemes — DTSE and TDEN.



C. Results and Discussion

1) Fully Independent Task: All the subtasks of a fully
independent task can be offloaded independently to the avail-
able RSUs. In Figure 3, the avergae task processing delay
and avergae energy consumption of the proposed scheme are
compared with the existing schemes — MTV, TVEC, and EloT.
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Fig. 3: Delay and energy consumption of fully independent
tasks

i) Delay: The task processing delay of fully independent
offloaded tasks is shown in Figure 3(a). We measure the task
processing delay as the sum of all the subtask delays associated
with a task. In DeTTO, we consider the cost function of
each node, which is a function of distance and hop count
from the source and destination, type of the subtasks, and
the processing capability of the node. Therefore, in DeTTO,
the offloading cost helps in finding the efficient offloading
decision for each subtask. On the other hand, the schemes
TVEC and EIoT only consider the distance of the nodes from
the source. Due to this reason, the transmission delay can
not be controlled for the large processing tasks..Further, in
both schemes, the service destination is not considered; which
increases the propagation delay. The MTV scheme considers
the hop count and the service destinationg'due to'which, MTV
possesses reduced delay compared to TVE€ and EloT. With
the increase in the number of tasks, the closer nodes to the
source reach the maximum offloading limit, and hence, the
subtasks are offloaded to distantinodes, which in turn yields
an increased task processing delay.«The benchmark schemes
do not consider the tasks types and therefore, incur higher
delay for data-oOriented tasks as'shown in 4, while compared
to the processingitype of subtasks.

ii) Energy consumption: The energy consumption mainly
depends on. transmission energy, which is badly affected, if
the size of the task is not considered. However, it is difficult
to predict what will be the size of a subtask after its execution.
The cost function in DeTTO considers the type of each subtask
and prepares a skeleton using the values « and (5. All the
compared schemes only consider the task size before execution
and optimize the energy consumption until the offloaded node,
leaving the rest of the path to the destination unconsidered.
From figure 3(b), it is evident that DeTTO performs better,
compared to other benchmark schemes. The MTV scheme
considers hop count and the shortest path to the destination
from the offloaded node, therefore, shows better results com-
pared to TVEC and EloT. From Figure 4, we observe that the
energy consumption is high for all the benchmark schemes,

when data-oriented tasks are considered. This is because data
tasks are being offloaded to the nodes near to the source and
possess high transmission energy.
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Fig. 4: Delay and energy consumption in different types of
subtasks

2) Fully DependentTasks: DeTTO follows a two-step
heuristic approach (Algorithm,2 and Algorithm 3) to find out
the nodes that satisfy the trust requirements and connected to
the nodes that are offloadéd‘with the interdependent subtasks.
Figure 5(a),and 5(b) show the delay and energy consumption
in the first step (Algorithm 2) and the subsequent optimization
after the second stép (Algorithm 3).

1) Delay: In both the considered benchmark schemes shown
inyFigure 5(c), the high prioritized tasks are preferred over the
low prioritized tasks. During the comparison, we consider the
dependency task graph and prioritize the subtask with a lower
index value. The DTSE approach considers the delay till a
subtask is scheduled at an edge server. However, the execution
of a dependent subtask depends on the node’s distance, where
the last subtask was executed and the size of the last executed
subtask. Due to this reason, the DTSE approach possesses
higher propagation and transmission delay. The TDEN heuris-
tic approach considers the transmission delay. However, the
executed task size can not be predicted apriori and hence,
suffers from higher delay, when the output task size varies.
DeTTO always tries to offload the data-oriented subtasks
towards the destination, whereas the processing subtasks are
offloaded as near as possible to the source. From Figure
5(a), it can be seen that the propagation delay is optimized
by choosing the shortest route and the transmission delay
is optimized in the second step, while aiming to reduce the
transmission delay.

ii) Energy consumption: In a fully dependent task, the
primary energy consumption factor is the energy consumed
during the delivery of the executed result of a subtask to a
dependent subtask. DeTTO optimizes both the transmission
and computational energy using Algorithm 3, where the RSU
(located in the route to the destination) with the lowest
offloading energy cost is selected for each subtask. DTSE
suffers from high energy consumption due to the fact that
the transmission delay is not considered between two RSUs
that execute two subsequent subtasks. On the other hand,
the TDEN approach considers the transmission energy only
for processing tasks and therefore, performs slightly better
compared to the DTSE approach, as shown in Figure 5(d).
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Fig. 5: (a) Delay and (b) energy optimization in DeTTO for
different dependency-aware task offloading schemes.

3) Partially Dependent Tasks: To find optimal offloading
decisions for the partially dependent tasks, we use the solution
approaches of both fully independent and fully dependent
tasks.
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Fig. 6: Delay and energy consumption of partially dependent
tasks

i) Delay: In a partially dependent task, theé delayof ‘the
independent subtasks is comparatively high compared to that
of fully dependent tasks. This happens«due to the fact that
each independent task output is delivered at'the destination,
whereas a dependent subtask delivers the output of a subtask
to the node executing the subsequent subtask. It is worth
mentioning that when the number ‘of tasks increases, the
number of independent subtasksdncreases, leading to increased
delay in all the schemes. Thefoffloading scheme in the DTSE
approach doesot consider the'inter-RSU propagation delay,
leading to the highest delay in the MTV+DTSE scheme. A
better performance in MTV-+DTEN is realized due to the
consideration of the transmission delay between the RSUs.
From Figure 6(a), we can observe that in DeTTO, the delay
is very lessi.compared to the other two schemes.

ii) Energy consumption: The DTSE approach primarily
suffers from the propagation delay. Due to fact that energy con-
sumptionds effected by transmission and computational delay,
the MTV+DTSE does not suffer much from energy consump-
tion in Figure 6(b), while compared to the delay plot in Figure
6(a). On the other hand, the TDEN scheme considers the inter-
RSU transmission delay, and hence, MTV+TDEN performs
better than the MTV+DTSE approach. In DeTTO, the offload-
ing decisions consider both transmission and computational
energy. The degraded performance in all the schemes with
respect to the increased number of tasks is noticed due to the
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existence of more number of independent subtasks.

iii) Trust score of executed task: The trust score of an
executed task represents the sum of all the trust scores of the
RSUs that executed the subtasks cooperatively. The trust score
of each RSU is represented in between [0,1] and therefore, a
task with m subtasks‘can have a maximum trust score of m.
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Fig. 7: Trust score of task after execution

In Figure 7, we can observe that the trust score of DeTTO
is highest compared to the other schemes. DeTTO only tries
to satisfy the trust requirements of the subtasks and minimizes
the delay and energy consumption. Therefore, the trust score
attained at an RSU may not be high if the trust requirement
is low. In the other two schemes, the trust requirement is not
considered. Due to this reason, for the benchmark schemes,
the trust score attained at the RSUs are very random. Further,
the trust scores are very close and follow a mostly similar
trend in the benchmark schemes.

VI. CONCLUSION

In this paper, we studied the task offloading problem in a
distributed computing-enabled vehicular network, where large
computation-intensive tasks offloaded from the vehicles are
fragmented into subtasks and executed in multiple RSUs.
We considered three types of dependency structures between
the subtasks. For fully independent tasks, a greedy approach
is proposed. Next, to find offloading decisions for the fully
dependent tasks with NP-hardness complexity, we proposed a
two-fold heuristic approach. We showed the minimized delay
and energy consumption achieved through the optimized steps
of the solution approach. For partial dependent tasks, we used
the mixed solution approach proposed for the first two types
of tasks. Extensive simulation results are presented to show
the effectiveness of the proposed method, DeTTO.



In future work, we plan to consider inter-vehicle task
offloading, while considering the vehicle trustworthiness, com-
putation abilities, and their mobility patterns. In addition, we
plan to extend the solutions to a real-world scenario and
incorporate the interference and the vehicle traffic at the RSUs.
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