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Chapter 1

Introduction

1.1 Background

Public-key encryption (PKE) is an elegant solution to the fundamental problem of cryptography
— secure communication between two parties over a public (insecure) channel. The basic idea is
that every user A holds two keys — a public key (PK4) and a secret key (SK4). A user who
wants to send a message to A encrypts it with P4 and sends the resulting ciphertext along
the public channel. A, at the other end of the channel, decrypts the ciphertext using SK4 and
obtains the message. SK 4 is known to user A alone. Any third party intercepting data on the
public channel cannot gain much information from the ciphertext provided it is computationally
infeasible to retrieve SK 4 given PK 4. Public keys corresponding to different users are stored in
a publicly accessibly directory. A lot of public keys could be floating around in the directory. A
central trusted authority produces certificates on these public keys to indicate which of these are
genuine. A certificate essentially binds a key to a particular user. In a practical implementation of
PKE, there should be efficient mechanisms to manage the large number of certificates present in
the directory. Since the inception of the PKE notion in 1976, a huge body of work has emerged
centered around the problem of constructing highly efficient and provably secure PKE systems.
But the dominant and daunting task of certificate management had been the primary obstacle to
a widespread deployment of PKE for quite some time.

Identity-Based Encryption. The notion of identity-based encryption (IBE) was introduced by
Shamir [145] in 1984. In an IBE system (depicted in Figure 1.1), the identity id4 of a user A (for
instance, A’s email address) itself is her public key. A does not generate her own secret key. Instead,
a trusted centre called the private key generator (PKG) is responsible for creating and distributing
secret keys corresponding to identities. The need for certification does not arise simply because the
secret keys are communicated to the intended users over a secure authenticated channel. Another
user B wanting to send a message secretly to A encrypts the message using id4. Encryption is done
using the public parameters of the PKG PP available for download to any user. The ciphertext
thus obtained is sent to A.

Shamir [145] challenged cryptographers to design a practical IBE system. The search for such a
system ended nearly 2 decades later with the ideas presented in three different works. Sakai, Ohgishi
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id4: alice@example.com ALIC & BoB | Message: M
C
M = Decrypt(C,SKi4,,) C = Encrypt(PP,M,id4)

Figure 1.1: Identity-Based Encryption.
Green line: secure authenticated channel; red line: insecure/public channel; dotted line: download

and Kasahara [142] presented an efficient scheme based on pairings over elliptic curves but without
a formal security model or proof. Boneh and Franklin [25] first formalised the notion of IBE and
defined an appropriate security model. They presented an efficient scheme based on pairings and
further proved its security using random oracles. A parallel work by Cocks [59] proposed an IBE
construction based on quadratic residuosity assumption. The three works and in particular that of
Boneh and Franklin marked the beginning of a journey aimed at constructing IBE schemes that are
both efficient and provably secure. The Boneh-Franklin IBE was constructed using bilinear pairings
over elliptic curve groups. Pairings were first used in cryptographic constructions by Joux [99] for
realising efficient single-round three-party group key agreement protocols. Following the seminal
work of Boneh and Franklin, pairings turned out to be important tools for efficient constructions
of a wide range of cryptographic primitives. Currently, most practical constructions of IBE and
related primitives rely on pairings.

Figure 1.2: Hierarchical identity-based encryption.



Hierarchical Identity-Based Encryption. In IBE, the PKG generates keys for all users of
the system. Additionally, keys must be distributed through secure authenticated channels to the
corresponding users. As a result there is significant computational overhead on the PKG. An elegant
solution to this problem was proposed in [96, 86] which introduced the concept of hierarchical IBE
(HIBE) (Figure 1.2). A HIBE system organises the users in a tree structure with PKG at the root
and facilitates delegation of key generation. Any entity A, using its secret key SK 4, can generate
keys for all entities present in the subtree rooted at A. SK 4 can be obtained either from the PKG
or from any higher level entity. Entities in a HIBE system are associated to vectors of identities.
Several attempts have been made at constructing HIBE systems where certain measures related to
efficiency and/or security are independent of maximum depth of the hierarchy.

Broadcasting Entity _

Revoked User
C

The set of all users.
Only the privileged users can decrypt the broadcast ciphertext C

Figure 1.3: Broadcast encryption.

Broadcast Encryption. Broadcast encryption (BE) enables broadcasting encrypted data to a
set of users so that only a subset of these users, called privileged users, are able to decrypt (see
Figure 1.3). Users who are unable to decrypt the broadcasted information are called revoked users.
The sets of privileged and revoked users form a partition of the set of all users and these sets
can vary with each broadcast. BE has a wide range of applications including pay-TV, copyright
protection of digital content and encrypted file systems. In public key BE (PKBE), users have
public and private keys and anybody can broadcast an encrypted message which can be decrypted
only by the set of privileged recipients. Clearly, encryption must be done using the public keys of
the privileged users in a way that only they can decrypt the message.

Following the introduction of IBE, the notion of broadcast encryption was soon extended to the
identity-based setting. Identity-based broadcast encryption (IBBE) can be seen as an extension of
PKBE. As in IBE, there is a PKG which issues decryption keys. A message can be encrypted to
a set of privileged identities. The motivation of IBBE is to reduce the communication overhead
when the same message is to be sent to a group of identities. Initially studied as multi-receiver
identity-based encryption (MR-IBE) in [11] and independently in [10], IBBE has received a lot of
attention from the cryptography community.



Message: M
Bob’s attributes/credentials: ¥

®4: Alice’s access policy | ALICE [¢

Decrypt(C,SKs ) C = Encrypt(PP, M, V)
= Miff R(U,®) = 1

Figure 1.4: Attribute-Based Encryption.

Attribute-Based Encryption. Attribute-based encryption (ABE) is a sophisticated form of
public key encryption that provides access control on secret data based on certain policies. A more
general form called functional encryption (FE) also provides the ability to compute functions over
encrypted data (formalised in [32]). In attribute-based encryption, a ciphertext encrypts a message
M and an associated attribute or index W that describes the user’s credentials. In the public index
model, the quantity W is revealed in the ciphertext. A key encodes a predicate or an access policy
® under a relation R. Decryption succeeds and outputs M if a relation R(W,®) holds. Similar to
IBE, user secret keys are issued by a trusted authority called the private key generator (PKG). The
form of ABE described above is called key-policy ABE since the policy is encoded in the key. A
complementary form called ciphertext-policy ABE is also studied where the policy is embedded in
the ciphertext and index in the key. Starting from its introduction in [141, 91, 126], ABE schemes
supporting different kinds of access policies have been studied using both bilinear maps and lattices.

The main focus of this work is building efficient IBE, HIBE, IBBE and ABE systems from
bilinear pairings that are provably secure.

1.2 Issues Related to the Design of Identity-Based Primitives

Before summarising our results, we present a discussion on some issues to keep in mind while
designing IBE and related primitives. This will help the reader better understand the central
theme of our work. The features that a system is required to have is determined by the application
where it is deployed. On the other hand, features such as implementation efficiency is universally
important. We broadly categorise these into two types — efficiency and security — and discuss each
in detail.

1.2.1 Efficiency Measures
The efficiency of a particular (H)IBE scheme is usually measured in terms of the following mea-

sures — execution time of encryption, decryption and key generation algorithms; sizes of public
parameters, ciphertext and secret key. Given below are some remarks regarding an IBE scheme.



e Public parameters are created just once and so are the secret keys corresponding to different
users.

e The encryption and decryption algorithms are executed more often than other algorithms.

e As ciphertexts are communicated more often, they consume a significant portion of the com-
munication bandwidth.

e Any user who wishes to send an encrypted message must download the public parameters
and the number of such users may be “large”.

From the above points, one can infer that an important goal of (H)IBE research is to obtain
constructions that have shorter public parameters and ciphertexts as well as faster encryption and
decryption algorithms. Towards this goal, a first step would be to choose a suitable mathematical
structure to work with for the construction. Most practical constructions of identity-based schemes
are obtained from structures called pairings and the efficiency of a pairing-based scheme depends
on the choice of pairing to a considerable extent.

Choice of Pairing. A pairing is a bilinear, non-degenerate and efficiently computable map e from
G1 x Gg to Gp, where G1, Gy and G are groups of the same order. Practical instantiations of such
maps are obtained by suitably choosing G; and G2 to be groups of elliptic curve points and G to be
a subgroup of the multiplicative group of a finite field. Three kinds of pairings are identified in the
literature: Type-1, where Gy = Gg; Type-2, where an efficiently computable isomorphism from Go
to 7 is known; and Type-3, where there are no known efficiently computable isomorphisms from
G1 to Gg or vice versa. It has been reported in the literature [153, 76, 44], that among the different
types of pairings, it is the Type-3 pairings which provide the most compact parameter sizes and
the most efficient algorithms. Further, Type-1 pairings are usually defined over low characteristics
fields and recent advances [12, 101, 92, 3, 93] in algorithms for discrete log computations over such
fields have raised serious question marks about the security of Type-1 pairings [75]. From both
efficiency and security considerations, constructions based on Type-3 pairings are desirable. Less
efficient alternatives are when G; and Go are same (called Type-1 pairings) or when the common
group order is a composite number (called composite-order pairings).

Constant-Size Ciphertexts. Among efficiency issues that arise specially in the hierarchical
setting (HIBE), the most important is the size of the ciphertexts. Recall that in a HIBE scheme,
an individual entity can obtain a private key from either the PKG or from a lower-level entity. In the
later case, the complete identity of the entity is obtained by appending its individual identity to the
identity of the entity from which it obtains the private key. As a result, identities consist of tuples
of varying lengths. Encryption of a message is done for a specified identity tuple. In many HIBE
schemes, as the length of the identity tuple increases, so does the length of the resulting ciphertext.
Consequently, the bandwidth requirement for communicating the ciphertext also increases. For an
individual user, this may actually lead to a disincentive for obtaining decryption keys from lower-
level entities. The net result may be in opposition to the basic motivation for a HIBE which is the
ability to off-load work to lower-level entities. The solution to this issue is to require the ciphertext
size to be independent of the length of the identity tuple. Then, irrespective of the length of the



identity tuple, the bandwidth required for the ciphertext would be the same. Such a scheme is
called a constant-size ciphertext HIBE.

Throughout the thesis, we use the abbreviation CC-HIBE to denote HIBE schemes with constant-
size ciphertexts. We clarify that the constant size here only refers to the number of group elements
in the ciphertext. The size of representation of the group elements, however, needs to increase if
the value of the security parameter increases.

Broadcast Setting. Below we discuss some efficiency measures specific to the design of (IB)BE
schemes.

Header size: In all BE schemes, the actual message undergoes a single encryption with a session
key. In addition to this, the ciphertext contains some additional information which allows a
privileged user to obtain the session key and recover the message. This additional information
constitutes the header of the ciphertext. To reduce the communication overhead it is desirable
to reduce the size of the header as much as possible. So, BE schemes with lower header sizes
are preferable.

User key size: The amount of key material that a user has to store is an important parameter.
Practical deployment may require storing such material in smart cards. Consequently, it is
of interest to try and reduce the size of user keys as much as possible.

1.2.2 Security

All security proofs are reductionist arguments i.e., “breaking the security” of a system is reduced
to the problem of solving some “computationally hard” problem. What it means to break the
security of a particular primitive is defined in terms of a security model which more or less captures
real world attacks. Once the model is defined, concrete schemes are proved secure based on the
hardness of certain problems. Normally these problems are related to the mathematical structure
based on which the scheme is constructed. A security reduction for a concrete scheme 7 based
on a problem IT would proceed in the following way. An algorithm % asked to solve a particular
instance of II simulates the real world system 7 in an attacker’s view. The attacker’s ability to
break the security of the cryptosystem will be used to #’s advantage in solving II. Essentially %
uses the attacker’s ability to break the security of 7 in solving II.

Degradation. Security guarantee for particular scheme is stated as follows. If an algorithm
running in time ¢ breaks the security of the scheme with “advantage” e, then some computational
problem II can be solved in time ¢’ with advantage ¢’. The ratio § of t'/¢ to t/e is the tightness
gap and the reduction is said to have a degradation of . Depending upon the scheme and the
reduction, ¢ could be a constant or could depend on quantities such as the security parameter, the
maximum number of corrupt users, the maximum length of an identity tuple (in case of HIBE),
number of privileged users (in the broadcast setting) and possibly other parameters. Designing
schemes that have low degradation is important.



Hardness Assumptions: As mentioned above, the proof of security of a (id-based) primitive is
based on the assumption that some well formulated problem is computationally hard. There is a
small subset of such problems which are considered to be standard. Apart from standard hardness
assumptions, designers sometimes have to create new hard problems to effect a reduction. These
problems are often parametrised by a quantity arising either in the construction or the proof. If
not, they are termed static. Since such non-standard problems are less studied, a basic theme of
research is to try and obtain schemes which can be proved secure under standard and/or static
assumptions.

Modelling Security. Proving security of an identity-based encryption scheme involves many
subtleties. In traditional PKE, each user creates her own set of keys independent of other users.
Hence, while modelling security it is enough to consider malicious behaviour on part of just one
individual user. But in case of IBE, all secret keys corresponding to individual users are generated
from a single master secret key. A possible attack scenario is when a group of users collude to
compromise the privacy of another user outside of the group. Also, this group can grow with
time. A strong notion of security must consider such collusion attacks. This attack is modelled
by providing an adversary access to a key extraction oracle and the freedom to query the oracle
with identities chosen adaptively. The adversary chooses the target identity at some point and
then continues to extract keys. Naturally, the attacker is not allowed to extract a key for the
target identity. This security model is called the adaptive identity model (formalised by Boneh
and Franklin [25]). A central goal in building identity-based schemes is to ensure security in the
adaptive model.

Anonymity. Another important security notion is anonymity which requires that a ciphertext
does not reveal any information about the recipient’s identity. Abdalla et al. [1] first formalised
the notion of anonymity and used anonymous IBE to construct public key encryption with key-
word search (PEKS). PEKS enables search on encrypted documents based on some keywords and
this capability for search is delegateable. Anonymous HIBE schemes provide means to extend
PEKS to more sophisticated primitives such as public key encryption with temporary keyword
search (PETKS) and identity-based encryption with keyword search (IBEKS). Obtaining anony-
mous HIBE schemes is one of the main objectives of this thesis.

Proving Security. While proving security of a system within the adaptive identity model, the
simulator should be designed in a way that it can answer the adaptive key extraction queries and
simultaneously challenge that adversary to break the security of the target identity.

Initial constructions for IBE and related primitives were proved secure in the random oracle
model (ROM). The ROM is an idealised model in which every hash function is replaced by a truly
random function. In attempts to prove security without random oracles, researchers considered
weaker security goals modeled as selective security. In this model, the attacker chooses the target
identity before looking at the public parameters. Although unrealistic, the selective model was an
important step towards proofs without random oracles. A proof technique used in earlier works
partitions the identity space into two sets — one for which the simulator can create secret keys
and the other containing possible target identities. This is known as the partitioning approach.



The partition is either hard coded in the public parameters during setup or programmed into the
random oracle. The former method is particularly easy in the selective setting — the target identity
(known apriori) is the only identity for which the simulator cannot create a secret key.

Adaptively secure IBE without random oracles was first obtained by Boneh and Boyen [23] and
later on by Waters [157]. Both proofs rely on the partitioning approach. The simulator actually
guesses the partition and aborts if the target identity does not fall in the corresponding set. When
extended to more sophisticated primitives such as HIBE or IBBE this approach introduces an
exponential factor in security degradation.

After a long gap, in 2009, Waters [158] introduced a new proof technique called dual system
encryption. Using the new technique, Waters presented the first IBE scheme with constant-size
public parameters achieving adaptive security under standard assumptions. This IBE was further
extended to adaptively secure HIBE and BE schemes. The dual system methodology was indeed a
paradigm shift in provable security and has lead to many adaptively secure encryption schemes with
more sophisticated structure. Examples include predicate encryption, inner product encryption and
attribute-based encryption.

We use dual system technique in all our proofs. Our proofs rely on static assumptions (number
of elements in the instance is independent of the parameters pertaining to the construction). Fur-
thermore, an exponential loss in security is avoided in case of primitives with richer structure such
as HIBE, IBBE and ABE.

1.2.3 Prefix Decryption

We discuss an important feature of HIBE schemes that cannot be really classified as an efficiency
or security property. In some HIBE schemes, a ciphertext for an identity vector can be decrypted
by any entity possessing a secret key for a prefix of that identity. Let us name this property
prefix decryption. In constructions with separate ciphertext elements corresponding to individual
components of the identity tuple, such as the one in [86], prefix decryption is facilitated — the
ciphertext can be truncated to obtain a valid ciphertext under the prefix identity vector and thus
can be decrypted using the corresponding key. Prefix decryption in a CC-HIBE could be done
as follows: the key for the prefix is used to create a key corresponding to the recipient identity
via delegation; the resulting key is used to decrypt the ciphertext. The latter method fails when
the scheme is anonymous i.e., when the recipient identity is hidden. Delegation can no longer be
done without knowledge of the recipient identity. The above discussion suggests that achieving
constant-size ciphertexts and anonymity simultaneously results in the loss of prefix decryption.
Although it may seem that this restriction is somehow tied to the property of anonymity, we would
like to emphasise that this is a definitional issue. That is, whether prefix decryption is allowed or
not must reflect in the HIBE definition. The definition we provide does not explicitly allow prefix
decryption. We stress that the prefix decryption property is absent in all known HIBE constructions
that concurrently attain constant-size ciphertexts and anonymity. Furthermore, all known HIBE
schemes possess at most two out of the three features — constant-size ciphertexts, anonymity and
prefix decryption.

On the other hand, not having prefix decryption guards against key escrow to some extent. An
entity has the power to delegate keys to lower level entities but cannot decrypt ciphertexts sent



to the lower-level entities. This feature may be useful in applications such as email. If the higher
level entities are key generating servers, user privacy will not be compromised in the event that any
of these servers is corrupted. Further, in primitives such as identity-based searchable encryption
obtained from anonymous HIBE schemes [1], this limitation does not make any difference.

We provide a more detailed discussion on prefix decryption in Section 6.6.

1.3 Thesis Organisation

This thesis is a collection of results from five papers [136, 137, 139, 138, 135] organised into nine
chapters. Chapter 1 is an introduction to identity-based cryptographic primitives. Chapter 2
contains notation, definitions and mathematical preliminaries required for later chapters. Chapter 3
discusses the evolution of techniques for proving security of identity-based systems. Chapter 4
presents a survey of previous and related works.

In Chapter 5, we have systematically simplified Waters 2009 IBE scheme in the setting of asym-
metric pairing. Waters’ dual system IBE scheme [158] was described in the setting of symmetric
pairing. A key feature of the construction is the presence of random tags in the ciphertext and
decryption key. The simplifications retain tags used in the original description. This leads to
several variants, the first one of which is based on standard assumptions and in comparison to
Waters original scheme reduces ciphertexts and keys by two elements each. Going through several
stages of simplifications, we finally obtain a simple scheme whose security can be based on two
standard assumptions and a natural and minimal extension of the decision Diffie-Hellman problem
for asymmetric pairing groups. The scheme itself is also minimal in the sense that apart from the
tags, both encryption and key generation use exactly one randomiser each. This final scheme is
more efficient than both the previous dual system IBE scheme in the asymmetric setting due to
Lewko and Waters and the more recent dual system IBE scheme due to Lewko. We extend the
IBE scheme to hierarchical IBE (HIBE) and broadcast encryption (BE) schemes. Both primitives
are secure in their respective full models and have better efficiencies compared to previously known
schemes offering the same level and type of security.

In Chapter 6, we consider the problem of constructing constant-size ciphertext HIBE (CC-
HIBE) schemes based on asymmetric pairings within the dual system framework. We present a
HIBE scheme denoted LW-AHIBE, with constant-size ciphertexts that can be implemented using
the most efficient bilinear pairings, namely, Type-3 pairings. In addition to being fully secure, this
scheme is anonymous. LW-AHIBE is obtained by extending the asymmetric pairing based IBE
scheme due to Lewko and Waters [114]. The extension uses the approach of Boneh-Boyen-Goh [24]
to obtain constant-size ciphertexts. Anonymity comes as a by-product of the dual system proof.
In fact, a technique introduced by Boyen-Waters [36] to achieve anonymity is used implicitly. At
the time it was proposed, LW-AHIBE was the only known scheme using Type-3 pairings to achieve
constant-size ciphertexts, security against adaptive-identity attacks and anonymity under static
assumptions without random oracles.

We then present two more HIBE schemes, denoted as JR-AHIBE and JR-HIBE, from Type-
3 pairings, also with constant sized ciphertexts. Scheme JR-AHIBE achieves anonymity while
JR-HIBE is non-anonymous. The constructions are obtained by extending the IBE scheme recently
proposed by Jutla and Roy [103]. Security is based on the standard decisional Symmetric eXternal



’ Chapter ‘ Schemes Category

IBEL, IBE2, IBE3, IBEA4, IBE5, IBEG IBE
4 HIBE6 HIBE
BE6 BE
5 IR -HIBE Non-anonymous CC-HIBE
LW-AHIBE, IR-AHIBE Anonymous CC-HIBE
6 IBBE,, IBBE,, IBBETM, IBBESM IBBE
7 B-ABE, F-ABE Bounded DFA-Based ABE

Table 1.1: Summary of schemes proposed.

Diffie-Hellman (SXDH) assumption. In terms of provable security properties, previous direct con-
structions of constant-size ciphertext HIBE had one or more of the following drawbacks: security
in the weaker model of selective-identity attacks; exponential security degradation in the depth
of the HIBE; and use of non-standard assumptions. The security arguments for JR-AHIBE and
IR-HIBE avoid all of these drawbacks. These drawbacks can also be avoided by obtaining HIBE
schemes by specialising schemes for hierarchical inner product encryption; the downside is that the
resulting efficiencies are inferior to those of the schemes reported here. Currently, there is no known
anonymous HIBE scheme having the security properties of J®-4HIBE and comparable efficiency.
Based on the current state-of-the-art, I8 -AHIBE and IR -HIBE are the schemes of choice for efficient
implementation of (anonymous) HIBE constructions.

Chapter 7 describes the first constructions of efficient identity-based broadcast encryption
(IBBE) schemes which can be proved secure against adaptive-identity attacks based on standard
assumptions. The constructions are obtained by extending the currently known most efficient IBE
scheme proposed by Jutla and Roy [103]. Ciphertext size and user storage compare favourably to
previously known constructions. The new constructions fill both a practical and a theoretical gap
in the literature on efficient IBBE schemes.

In Chapter 8, we consider ABE constructions form bilinear maps. Most of the known bilinear-
map-based ABE schemes have one property in common — the functions only deal with fixed-size
inputs. Waters [160] went beyond fixed-size inputs and proposed an ABE scheme that operates
over arbitrary-sized inputs. In this system, a secret key is associated with a deterministic finite
automaton (DFA) M and the index V¥ is a string w over the input alphabet of the DFA. Decryption
succeeds if M accepts w. As a result, the system supports the class of regular languages. This
construction was shown to be selectively secure without random oracles based on the eXpanded
Decisional Bilinear Diffie-Hellman Exponent (XDBDHE) assumption parametrised by ¢, the length
of the challenge string. Over arbitrary sized inputs, there are no known schemes that achieve
adaptive security from static assumptions.

We present an adaptively secure DFA-based ABE scheme. The construction uses composite-
order bilinear pairings and is built upon the selectively secure DFA-based FE scheme of Waters
(Crypto 2012). The scheme is proven secure using the dual system methodology under static
assumptions. A dual system proof requires generating semi-functional components appropriately
during simulation. In addition, these components must be shown to be properly distributed in an
attacker’s view. This can be ensured by imposing a restriction on the automata and strings over
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which the scheme is built i.e., every symbol can appear at most once in a string and in the set of
transition tuples of an automata. First a basic construction with the aforementioned constraint is
obtained and proved to be adaptively secure. With the restrictions, our system supports a sub-class
of regular languages. We then show how to extend this basic scheme to a full scheme where the
restrictions can be relaxed by placing a bound on the number of occurrences of any symbol in a
string and in the set of transitions. With the relaxed restrictions, our system supports functionality
defined by a larger subset of regular languages.

Finally, Chapter 9 provides a conclusion along with a discussion on open problems and directions
for future work. Table 1.1 provides a tabular summary of the different schemes proposed in this
work. Most of our constructions, at the time they were proposed, advanced the state-of-the-art
in terms of efficiency while providing strong security guarantees. Some of them are to this date
among the most efficient schemes known.
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Chapter 2

Definitions and Mathematical
Preliminaries

In this chapter, we present notation, definitions and a discussion on pairings. First, we define
HIBE, PKBE, IBBE and FE schemes followed by the corresponding security models. We provide
definitions for both IBE and HIBE but discuss security only for HIBE. The security of IBE can be
seen as a special case of HIBE with the number of levels set to one. In case of HIBE schemes, there
are different formalisations of security. We discuss them in detail.

2.1 Definitions of Primitives

. . R ..
Before proceeding, we fix some notation. z1,...,z; <— X indicates that elements x1,...,x; are
sampled independently from the set X according to some distribution R. We use U to denote

the uniform distribution. For a (probabilistic) algorithm A, y 2 A(zx) means that y is chosen
according to the output distribution of A on input xz. A(x;r) denotes that A is run on input z
with its internal random coins set to r. For two integers a < b, the notation [a,b] represents the set
{xeZ:a<x<b}.

2.1.1 Identity-Based Encryption

The notion of IBE was proposed by Shamir in [145] and later formalised by Boneh and Franklin [25].

Definition 2.1.1 (IBE). An IBE scheme consists of four probabilistic algorithms — IBE.Setup,
IBE.KeyGen, IBE.Encrypt and IBE.Decrypt — each of which has runs in time upper bounded by a
polynomial in the security parameter, denoted k. The first two algorithms are run by the PKG,
IBE.Encrypt by the sender and IBE.Decrypt by the receiver. Formally, the security parameter is
input to the IBE.Setup algorithm as 1% indicating that the time complexities of the algorithms
should be polynomially bounded in the length of the input, which is kappa. For the sake of
simplicity, we write k in place of 17.

IBE.Setup(k): takes as input the security parameter x and outputs the public parameters PP along
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with the master secret key MSK. PP is made publicly available. MSK is kept secret and
known only to the PKG. The public parameters PP also include descriptions of the identity
space .#, the message space .# and the ciphertext space %.

IBE.KeyGen(MSK,id): takes as input an identity id and MSK and returns a secret key SKiq cor-
responding to id. The communication of id and SK;q happens through a secure authenticated
channel between the PKG and the user identified by id.

IBE.Encrypt(PP,id, M): takes as input a message M, identity of the intended recipient id, the
public parameters PP and produces as output a ciphertext C.

IBE.Decrypt(C,id, SKiq): takes as input a ciphertext C, an identity id, the corresponding secret key
SIKCig, the public parameters PP and returns either the corresponding message M or returns
L indicating failure.

IBE.Setup is a probabilistic algorithm that picks a random pair of public parameters and master
secret. The I'BE.Encrypt algorithm is randomised. It essentially samples a ciphertext from the set
of possible ciphertexts corresponding to a given identity and message. Any ciphertext that can be
produced by the I'BE.Encrypt algorithm is said to be valid. The IBE.KeyGen algorithm, on the other
hand, could be either deterministic or probabilistic. In the latter case, the algorithm can be seen
as choosing a key at random from the set of all possible keys for a given identity. The algorithm
IBE.Decrypt, by definition, can be probabilistic. While most IBE constructions have deterministic
decryption, there are a few known constructions in which decryption can fail with some probability.
Typically all sampling is done according to the uniform distribution over the respective domains.
However, the definition of IBE does not require this.

Technically, the public parameters PP may be required for IBE.KeyGen and IBE.Decrypt algo-
rithms depending on the construction. In the sequel, we do not explicitly mention this and whether
IBE.PP must be provided as input or not will be clear from the context.

We now formally state the standard correctness criterion for IBE schemes.
Correctness. An IBE scheme consisting of the above four algorithms is said to satisfy the cor-
rectness condition if for all (PP, MSK) 2 IBE.Setup(k), for all SKiq 2 IBE.KeyGen and for all
c X IBE.Encrypt(id, M), with probability 1, it holds that M = IBE.Decrypt(C,id, SKiq).

2.1.2 Hierarchical Identity-Based Encryption

As mentioned in Chapter 1, HIBE is an extension of IBE where users/entities are organised in a
tree-like structure with the PKG at the root. The basic motivation for imposing such a structure
is as follows. In the IBE setting, the PKG has to generate keys for every user. In addition, each
key needs to be transmitted to the corresponding user through a secure channel. Clearly, when
the number of users is large, this will create a huge computation and communication overhead on
the PKG. Suppose the entities are organised into a rooted tree and higher level entities have the
ability to delegate key generation to lower level entities without the involvement of the PKG. This
reduces the load on the PKG significantly.
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In a HIBE system, each user is associated with a vector of identities. Let HIBE denote a HIBE
scheme with a hierarchy of maximum depth h. Let .# denote the identity space of IBE. Then each
user in HIBE will be associated with a vector id = (idy,...,id;) where 1 </ < h and id; € .# for each
j€[1,£]. A vector id’ = (idy,...,idy) with ¢’ < £ is called a prefix of id. The PKG can generate
secret keys for any identity vector. The public parameters remain the same for all entities and
fixed by the PKG during setup. Individual entities are not allowed to have their own parameters.
Moreover, the master secret is known only to the PKG. So the question arises as to how delegation
of key generation is enabled. A secret key for id can be generated either by an entity corresponding
to a prefix (say, id’) of id or obtained directly from the PKG. In the former case, any secret key
SK;q corresponding to id’ contains sufficient information required to generate a key for id. In
fact, SK;q' enables key generation for any id containing id" as a prefix.

Definition 2.1.2 (HIBE). We now proceed to the formal definition. A HIBE scheme HIBE consists
of five probabilistic algorithms — HIBE.Setup, HIBE.Encrypt, HIBE.KeyGen, HIBE.Delegate and
HIBE .Decrypt.

HIBE.Setup(k): based on an input security parameter x, generates and outputs the public param-
eters PP and the master secret MSK.

HIBE . KeyGen(MSK,id): inputs an identity vector id and master secret MSK and outputs the
secret key SKiq corresponding to id.

HIBE.Encrypt(PP,id, M ): inputs an identity id, a message M and returns a ciphertext C.

HIBE .Delegate(PP,id = (idy, . ..,ids),SKiq,id): takes as input PP, a depth ¢ identity vector id =
(idq,...,idp), a secret key SK;q and an identity id; returns a secret key for the identity vector
(id1,. .., ides1) where idgs; = id.

HIBE.Decrypt(C,id, SK;q): inputs a ciphertext C, an identity vector id, secret key SKiq and returns
either the corresponding message M or 1 indicating failure.

As in IBE, all the above algorithms run in time polynomial in the k. Furthermore, the other
comments regarding the algorithms for IBE hold even in the hierarchical case.

Correctness. The HIBE scheme is said to satisfy the correctness condition if for all
(PP, MSK) 2 HIBE.Setup(k), for all SKiq generated by a sequence of calls to HIBE.KeyGen

and HIBE.Delegate algorithms and for all C 2 HIBE.Encrypt(PP,id, M), with probability 1, it
holds that M = HIBE.Decrypt(C,id,SKiq).

2.1.3 (Public Key) Broadcast Encryption

A broadcast encryption scheme allows an entity to send an encrypted message to a set N of users
such that only a subset S € A can decrypt. The ciphertext is, however, broadcasted to all the users.
We call S the set of privileged users and R = A\ S as the set of revoked users. In a public key
broadcast encryption (PKBE) scheme, anyone is allowed to encrypt. Traditionally, each user has a
pair of keys — public and private. A sender needs the public keys of all users in order to broadcast
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a ciphertext. In addition these public keys must be certified. We consider a variant where, a set
of common public parameters is associated to a PKG (as in IBE) and keys for individual users are
generated by the PKG, thus removing the need for certification. In this setting, encryption is done
using the public parameters. In addition, we are interested in a static system (the composition
of N does not change with time) with stateless receivers (users are not required to update their
private keys). Note that the number of users n = |[NV] is fixed in the static setting. We require n
to be polynomially bounded in the security parameter . We write broadcast encryption and omit
the prefix “public-key” for simplicity.

For the definition of BE, we refer to [87]. Prior to this work, 3—algorithm definition was used,
variants of which were introduced in [69, 33]). In case of dynamic BE [69, 65] another algorithm

called Join or Register would be included to enable new users to join the system at any point of
time.

Definition 2.1.3 (PKBE). A broadcast encryption scheme BE is defined by four probabilistic
algorithms — BE.Setup, BE.KeyGen, BE.Encrypt, BE.Decrypt whose run times are bounded above
by a polynomial in the security parameter x. The first three are executed by the broadcasting
entity and the last one by a recipient of the broadcast message.

BE.Setup(k,n): takes as input the security parameter x and the number of users n = poly(x). Let
N =[1,n]. It outputs a public/secret key pair (P, SK).

BE.KeyGen(SK, j): takes as input SK, a user index j € A and returns a private key SK; for user
7.

BE.Encrypt(PK,S, M): inputs a subset S € N of users to whom the message is to be broadcast,
the public key PX and the message M. It outputs a ciphertext C.

BE.Decrypt(S, j,SK;,C): takes as input a ciphertext C, a set S of users to whom C is encrypted
and the user’s secret key SK;. If j € S then the corresponding message M is returned.

Correctness: The BE scheme is said to satisfy the correctness condition if for all (PX,SK) i

BE.Setup(k,n), for all S € N, for all j € S, for all SK; < BE.KeyGen(SK, j) and for all € <
BE.Encrypt(PK,S, M), with probability 1, it holds that M = BE.Decrypt(C,S,SK;) if j€S.

2.1.4 Identity-Based Broadcast Encryption

An identity-based broadcast encryption (IBBE) is similar to the public key broadcast encryption
defined in Section 2.1.3 except that each user is associated with an identity. Additionally, the
number of users/identities is allowed to be exponential in the security parameter. However, we
consider a variant where the maximum number of users in any recipient set S is fixed at the time
of setup.

Definition 2.1.4 (IBBE). An IBBE scheme IBBE is defined by four probabilistic algorithms —
IBBE.Setup, I'BBE.KeyGen, 'BBE.Encrypt, I'BBE.Decrypt whose run times are bounded above by a
polynomial in the security parameter k. The identity space is denoted ..
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IBBE.Setup(k, m): Takes as input a security parameter x and the maximum number m of identities
in a privileged recipient group. It outputs the public parameters PP and the master secret

MSK.

IBBE.KeyGen(MSK,id): On input an identity id and the master secret MSK, this algorithm
generates and outputs a secret key SIC;q for id.

IBBE.Encrypt(PP,S c ., M): Takes as input a set of identities S that are the intended recipients
of the message M. If |S| < m, the algorithm outputs a ciphertext C.

IBBE.Decrypt(PP, S,id, SKiq,C): Inputs the public parameters, a set S = {idy,...,id;}, an identity
id, a secret key SK;q corresponding to id, a header Hdr and outputs the message M.

Correctness. The IBBE scheme satisfies the correctness condition if for all sets S € . with |S| <
m, for all id; € S, if (PP, MSK) < IBBE.Setup(k, .7, m), SKig, - IBBE.KeyGen(MSK, id;),
¢ < I1BBE Encrypt(PP, S, M), the Pr[M = I13BE.Decrypt(PP, S, id;, SKia,,C)] = 1.

IBBE is usually defined following the hybrid encryption (KEM-DEM) paradigm. The IBBE
key encapsulation mechanism (KEM) produces a session key along with a header. This session key
is used to encrypt the message via the data encapsulation mechanism (DEM). The DEM can be
instantiated to any secure symmetric key encryption scheme. The security of the IBBE would then
rely on the security of the KEM. Our main interest is in designing secure IBBE-KEMSs. The details
of the symmetric encryption portion (DEM) is omitted and also not considered in our security
proof.

Definition 2.1.5 (IBBE-KEM). An IBBE-KEM is defined by four probabilistic algorithms —
IBBE-KEM .Setup, IBBE-KEM .Encap, IBBE-KEM.KeyGen and IBBE-KEM.Decap. The identity
space is denoted .# and the key space for the symmetric encryption scheme is denoted by .Z .

IBBE-KEM .Setup(k, m): Takes as input a security parameter x and the maximum number m of
identities in a privileged recipient group. It outputs the public parameters PP and the master
secret MSK.

IBBE-KEM .KeyGen(MSK,id): Input is an identity id and master secret MSK; output is a secret
key SKiq for id.

IBBE-KEM .Encap(PP,S c .#): Takes as input a set of identities S that are the intended recipients
of the message. If |S| < m, the algorithm outputs a pair (Hdr, K') where Hdr is the header
and K € 7 is the session key.

IBBE-KEM .Decap(PP, S,id, SKiq, Hdr): Inputs the public parameters, a set S = {idy,...,ids}, an
identity id, a secret key SKjq corresponding to id, a header Hdr and outputs the session key
KifideS.

The message to be broadcast is encrypted using a symmetric encryption scheme Sym =

(Sym.Encrypt, Sym.Decrypt) with key space #". Let C Rl Sym.Encrypt(K, M) where M is the mes-
sage to be broadcast and K is the session key returned by IBBE-KEM.Encap algorithm. The
broadcast consists of the triple (S, Hdr,C). The full header is given by (.S, Hdr). During decryption,
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the key K output by the IBBE-KEM .Decap algorithm is used to decrypt C to obtain the message
M as M = Sym.Decrypt(K,C).

Correctness. The IBBE scheme satisfies the correctness condition if for all sets S ¢
7 with |S| < m, for all id; € S, if (PP,MSK) < B8z-%xEM.Setup(r,.7,m),
SKia, < IBBE-KEM.KeyGen(MSK, id;), (Hdr,K) < IBBE-KEM.Encap(PP,S), the Pr[K =
IBBE-KEM .Decap(PP, S, id;, SKiqg,, Hdr)] = 1.

2.1.5 Attribute-Based Encryption

The literature contains several variants of attribute-based encryption (ABE) and in many cases
the definition and security model for ABE depends on the functionality being studied (i.e., the
type of access policies realised). Since our constructions are based on the policy of acceptance
by deterministic finite automata, we provide the corresponding definition only. We begin with a
discussion on deterministic finite automata.

2.1.5.1 Deterministic Finite Automata

Definition 2.1.6 (Deterministic Finite Automaton). A deterministic finite automaton (DFA) M
is a 5-tuple (Q, >, qo, F, ) where Q # @ is a finite set of states, ¥ # @ denotes the input alphabet,
qo € Q is the start state, @ # F' € @ is the set of final states and 0 : Q x X — @ is called the transition
function.

An automaton M is said to accept a string w = wi---wy € X° if there is a sequence of states
Po, - --,p¢ such that py = qo, d(pi—1,w;) = p; for each i € {1,...,¢} and py € F. The set L = {w €
¥* : M accepts w} is the language accepted by M. Languages accepted by DFAs are called regular
languages.

It is well-known [95] that any DFA M, one can construct M’ such that M’ has a unique final
state and both M and M’ accept the same set of languages. This is achieved by introducing
a special symbol $ at the end of the string and adding a transition from each final state in M
to a new unique final state in M’ based on the $. More precisely, if M = (Q, %, qo, F,0), then
M = (Q", Y qo, f,8") where Q' = Qu{f}, ¥’X u{$} and the new transition function §’ is given
by §'(q,0) = 6(q,0) for each (¢q,0) € Q@ x X, §'(f,0) = f for all 0 € X2, §'(q,$) = f for ¢ € F and
0'(q,8) = q for g € Q' ~ F. Note that the states in F' are not final states in M’. Also observe that
on input w € ¥* to M’, f is not reachable (even in an intermediate step) if M does not accept w.

Our constructions in Chapter 8 are based on DFAs that have a unique final state. We thus
use the notation M = (Q, %, qo,qf,0) with g being the final state. Transitions of an automaton
M =(Q,%,q0,q¢,0) are represented as 3-tuples of the form ¢ = (q.,qy,0) where §(qz,0) = {gy}.
Let 7 denote the set of all transition tuples t.

2.1.5.2 DFA-Based ABE

The definition of DFA-based attribute-based encryption (described in [160]) is provided here.
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Definition 2.1.7 (DFA-ABE). A attribute-based encryption scheme ABE over DFA’s consists of
four probabilistic algorithms - ABE.Setup, ABE.KeyGen, ABE.Encrypt and ABE.Decrypt.

ABE.Setup(k,X): takes as input a security parameter k, generates the public parameters PP and
the master secret MSK based on the input alphabet X. ¥ is part of PP.

ABE.KeyGen(MSK, M): receives the description of a DFA M and master secret MSK and outputs
a secret key SK g corresponding to M.

ABE.Encrypt(PP,m,w): inputs a message m, a string w = wjws:--wy over X and returns a cipher-
text C (which also contains w).

ABE.Decrypt(C,SKq): inputs a ciphertext C and secret key SKuq. If Accept(M,w) = 1, the
algorithm returns m; otherwise, returns 1 indicating failure.

Correctness. 4BE satisfies the correctness condition if for all (PP, MSK) R ABE.Setup(k, X),

for all M, SK 2 ABE . KeyGen(MSK, M), for all w e ¥, C 2 ABE.Encrypt(PP,m,w), the
Pr[K = ABE.Decrypt(C,SKr)] = 1.

This is a key-policy attribute-based encryption scheme. One can also define a ciphertext-policy
scheme but we do not provide the definitions.

2.2 Formalising Security Goals

A natural goal of an attacker against any encryption system would be to learn, given a ciphertext,
anything meaningful about the message. We call the system secure if it can guard against such
attacks i.e., a ciphertext must not reveal any information about the plaintext'. This concept was
first formalised by Goldwasser and Micali [89] and termed as semantic security. They further
showed that semantic security is equivalent to a notion called indistinguishability of ciphertexts
(also defined in [89]). An important requirement for discussing indistinguishability in the context
of public key systems is that the encryption algorithm be probabilistic. This will apply to (H)IBE
and (IB)BE schemes as they are public key systems with richer structure.

We now define the notion of indistinguishability of ciphertexts in identity-based systems. An
attacker has access to all public information (public parameters PP). In order to model collusion
attacks, the attacker is provided the secret keys (SKiq,,...,SKiq,) corresponding to a group of
identities (idq,...,id;) of the attacker’s choice. Now, let .# denote the message space for the
encryption scheme. Since encryption is probabilistic, there could be several possible ciphertexts
corresponding to a single message for a fixed target identity. Let %s denote the ciphertext space
for a message M € .#. The encryption algorithm, on input PP and M, can be viewed as sampling
a ciphertext from %) according to some distribution. The attacker specifies two messages My and
M. A ciphertext for one of the two messages is given back to the attacker and asked to guess which

message was encrypted. That is, a bit Z {0,1} is picked and C generated as an encryption of
Mg under PP. The attacker is given only C and asked to guess 3. The system is said to be secure if

"We assume that the attacker is only passive i.e., it only tries to learn information rather than tampering with
ciphertexts whence it is termed active
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the attacker is unsuccessful in guessing 8 with probability significantly away from 1/2. This notion
of security is termed IND-ID-CPA (short for indistinguishability under the chosen plaintext attack).

An even stronger setting is when the attacker is provided access to a decryption oracle i.e., it is
allowed to make decryption queries on ciphertexts of its choice. Security against such an attacker
is termed IND-ID-CCA (indistinguishability against chosen ciphertext attacks). IND-ID-CCA is
considered the strongest notion of security. In Chapter 4, we will discuss generic and non-generic
transformations from CPA-secure schemes to CCA-secure scheme in the identity-based setting.
Most of these methods are reasonably efficient. Hence only consider only CPA-security and provide
the corresponding definitions here.

We now present the formal security definitions for the various primitives we consider in this
work. The security definition for IBE is omitted. It can be derived as special case of HIBE security
with the number of levels set to 1.

Note. The terms attacker and adversary are used interchangeably throughout this work.

2.2.1 HIBE
2.2.1.1 The Standard Model for CPA-Security

CPA-security for IBE schemes was formalised in [25]. The corresponding model for HIBE schemes
was first described by Gentry and Silverberg [86]). This model is based on the assumption that
the distribution of secret keys generated by KeyGen algorithm is identical to the distribution of
keys output by Delegate algorithm. The assumption applies to a large number of schemes. We now
describe the model via the following security game, called ind-cpa (depicted in Figure 2.1).

PP
PP
idy, ..., idy
S’Cidl
SKia, ..., SKia,
id, Mo, M,
Challenger — — Adversary
C = Encrypt(Mpg, id) SKia
q
idg+1,...,idg
[
SICidk+1 goee ,S}Cidq
Guess: 3’

Figure 2.1: HIBE Security Game

There are several stages of the game which are described as follows. An attacker/adversary is an
algorithm denoted throughout this work as 7.

Setup: The challenger runs the Setup algorithm of the HIBE and gives the public parameters to
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o

Phase 1: & makes a number of key extraction queries adaptively. For a query on an identity
vector id, the challenger responds with a key SKiq.

Challenge: o provides two message My, M7 and identity id as challenge with the restriction that
no prefix of id has been queried in Phase 1. The challenger then chooses a bit § uniformly at
random from {0,1} and returns an encryption C of Mg under id to <.

Phase 2: &/ issues more key extraction queries as in Phase 1 with the restriction that no queried
identity id is a prefix of id.

Guess: & outputs a bit 3.

If B =p', then & wins the game. The advantage of & in breaking the security of the HIBE
scheme in the game ind-cpa given by

ind-cpa ’ 1
AdviisP?(o7) = |Pr[B = B'] - 5|

The HIBE scheme is said to be (g, t, q)-IND-ID-CPA secure if every ¢-time adversary making at most
¢ queries has Advi]-P?(o7) <e.

Selective Identity Model. The definition of IND-ID-CPA security is adaptive in nature since
the adversary is allowed to choose the target identity at any point during the game. The choice
could depend on the secret keys received earlier. A weaker notion called selective security requires
the attacker to commit to the target identity before even looking at the public parameters. The
analogous game, named ind-cpa, consists of a stage Initialise before Setup in which & commits
to the target identity vector id. Advantage is defined similar to the adaptive setting. We call a
HIBE scheme selectively secure or (e,t,q)-IND-sID-CPA secure? if any adversary running in time
at most ¢ has Advgfgé)a(sz/) <e.

For all the security definitions discussed in the sequel, selective versions can be defined similar
to IND-sID-CPA. None of our schemes are selectively secure. We require this notion only in our
discussions on the development of the subject in Chapter 4.

2.2.1.2 Shi-Waters Model for CPA-Security

Shi and Waters [146] consider a complete security definition for HIBE schemes where the distri-
bution of a secret key actually depends on the delegation path. We name this notion of security
IND-ID-CPA2 and provide a description here. It is used for proving security of a HIBE scheme we
present in Chapter 5.

As usual, the security for a HIBE scheme is modelled as a game ind-cpa2 between an adversary
&/ and a simulator. Following are the different phases of the security game.

Setup: The challenger runs the Setup algorithm of the HIBE and gives the public parameters to
/. It also initialises a set S = @ which denotes the set of secret keys it has created but not revealed.

Phase 1: o7 makes a number of queries of the following types adaptively.

245ID” denotes that the challenge identity is chosen selectively.
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e Create: The adversary &/ provides an identity id for which the challenger creates a key
SKia but does not give it to &/. The challenger adds the secret key to S.

e Delegate: of specifies a secret key SKiq in S and provides an identity id to the challenger.
The challenger runs the delegation algorithm of the HIBE with inputs PP,SK;q,id and adds
the resulting key for (id,id) to S.

e Reveal: o specifies an element SK in S. The challenger removes SK from S and returns it
to .

Challenge: & provides a challenge identity id and two equal length messages My and M; to the
challenger with the restriction that id should not have been queried in Phase 1. The challenger
then chooses a bit # uniformly at random from {0,1} and returns an encryption C of Mg for id to

o .

Phase 2: .o/ issues more key extraction queries as in Phase 1 with the restriction that any identity
tuple for which the key is revealed is not a prefix of id.

Guess: ./ outputs a bit 3’. &7 wins the above game if § = 3’. The advantage of &/ in breaking
the security of the HIBE scheme in the above game is given by

AdviTEepe?(o7) = ‘Pr[ﬁ =p'- %‘ :

We say that the HIBE is (e,t, qr, ga)-IND-ID-CPA2 secure if every ¢-time adversary making at most
qr reveal queries and g4 create and delegate queries has Advgfggaz(d )<e.

2.2.1.3 Anonymity

Another important notion of security for a HIBE scheme is that of ciphertext anonymity. The
fundamental requirement for a scheme to be called anonymous is that looking at a ciphertext and
public parameters, one must not be able to guess the identity to which the ciphertext is encrypted.
Anonymity is also modelled in terms of an indistinguishability game similar to CPA-security. The
difference lies in the challenge phase — instead of providing two messages and an identity vector,
the attacker specifies two identity vectors and a single message. The challenge ciphertext is created
under one of the identities. The goal of the attacker is to guess which of the two identities was used
to encrypt the challenge ciphertext.

Anonymity in HIBE schemes was first introduced and formalised by Abdalla et al. in [1]. Instead
of treating anonymity separately, we follow a combined model which captures both anonymity and
CPA-security simultaneously. The game corresponding to this model, which we call ano-ind-cpa, is
equivalent to the standard security notions for IND-ID-CPA-security and anonymity taken together
and has been used earlier in [70, 63].

Setup: The challenger runs the Setup algorithm of the HIBE and gives the public parameters to
.

Phase 1: & makes a number of key extraction queries adaptively. For a query on an identity
vector id, the challenger responds with a key SKiq.
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Challenge: / provides two message-identity pairs (Mp,idg) and (M7,id;) as challenge with the
restriction that neither idy, id; nor any of their prefixes should have been queried in Phase 1. The
challenger then chooses a bit § uniformly at random from {0,1} and returns an encryption C of
Mg under the identity i?lg to <.

Phase 2: ./ issues more key extraction queries as in Phase 1 with the restriction that no queried
identity id is a prefix of either idy or id;.

Guess: 7 outputs a bit .

If B =p', then & wins the game. The advantage of & in breaking the security of the HIBE
scheme in the game ano-ind-cpa given by

AV (o) -

Prp =613

The HIBE scheme is said to be (e,t,q)-ANO-IND-ID-CPA secure if every t-time adversary making
at most ¢ queries has Adv?{'}ggd'c"a () <e.

2.2.2 PKBE

Again, security is defined in terms of indistinguishability of ciphertexts. The target of an attacker
is a set of users S ¢ A/. The model must also capture collusion attacks. In other words, the attacker
gets hold of secret keys for some users outside of 8. Described below is adaptive CPA security of
a PKBE scheme is defined via the ind-be-cpa between an adversary ./ and a challenger.

Setup: The challenger runs the Setup algorithm and gives the public key PK to <.

Phase 1: 7 adaptively issues private key queries for a number of users from {1,...,n}.
Challenge: < specifies two messages My, M, and a challenge set S such that, for every private
key query 7, i ¢ S. The challenger chooses /3 Z {0,1} and returns to &/ the encryption of Mg for
the set S.

Phase 2: & issues more private key queries but with the restriction that for every query i, i ¢ S.
Guess: The adversary outputs its guess 3’ for S.

The adversary wins the above game if 3 = 8’. The advantage of &7 in breaking the security of
the BE scheme is defined in terms of the probability of the event that 3 = 8" in the ind-be-cpa as
shown below.

ind-be-cpa
Advpype P(A) =

Pig =15,

The BE scheme is said to be (e, t, q)-IND-B-CPA? secure if every t-time adversary making at most
q queries has Advggbe{pa(d ) <e.

2.2.3 IBBE

The security model for PKBE schemes naturally extends to IBBE schemes ([10, 48]). The IBBE
security model allows an adversary to specify a target set of identities that it wishes to attack. The

3«B” indicates broadcast setting.
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model also allows the adversary to corrupt entities and obtain the decryption keys corresponding
to their identities with the restriction that the corrupted set of identities is disjoint from the target
set of identities. Depending on when the adversary specifies the target set leads to two different
security notions. The weaker notion, called selective-identity security (summarised sID), requires
the adversary to specify the target set before it can corrupt any entity. The stronger notion, called
adaptive-identity security (summarised aID), allows the adversary to specify the target set after it
has corrupted a set of identities (and also allows it to corrupt identities after specifying the target
set). It is desirable to obtain schemes which are secure against adaptive-identity attacks. Since
our constructions will be defined within the KEM-DEM framework, we only provide the security
definition for IBBE-KEM systems which can be obtained from that of IBBE with a bit of tweaking.

Adaptive security against chosen plaintext attacks in IBBE-KEM systems is defined via the
following game ind-ibbe-cpa between an adversary &/ and a challenger.

Setup: The challenger runs the Setup algorithm of the IBBE and gives the public parameters to
o

Key Extraction Phase 1: & makes a number of key extraction queries adaptively. For a query
on an identity vector id, the challenger responds with a key SKi4.

Challenge: ./ provides a challenge set S with the restriction that if id is queried in the key
extraction phase 1, then id ¢ 5. The challenger computes (Hdr, K) £ Encap(PP,S) and chooses
K, & #. 1t then chooses a bit 8 uniformly at random from {0,1} and returns (Hdr, K3) to <.

Key Extraction Phase 2: & makes more key extraction queries with the restriction that it
cannot query a key for any identity in .S.

Guess: &/ outputs a bit .
If 3 =p', then &/ wins the game. The advantage of &/ of the IBBE scheme in winning the

ind-ibbe-cpa is given by
AdViEE () =

Pr{s =513

The IBBE scheme is said to be (e,t,q)-IND-BID-CPA secure if every t-time adversary making at

most ¢ key extraction queries has Advil'gjggbe{pa (o) <e.

2.2.4 DFA-Based ABE

Security is modelled based on the notion of indistinguishability of ciphertexts under a chosen
plaintext attack (CPA) ([160]). It is defined via a game ind-abe-cpa between an adversary .o/ and
a challenger consisting of several stages.

Setup: The challenger runs the ABE.Setup algorithm of the ABE scheme and gives the public
parameters to 7.

Phase 1: &/ makes a number of key extraction queries adaptively. For a query on automaton M,
the challenger runs the ABE.KeyGen algorithm of the ABE scheme and returns its output SKaq to
o .

Challenge: &/ provides two messages pairs mg, m1 and a challenge string @ = @ @s- Wy subject
to the condition that </ does not request keys for any automaton that accepts @ in Phase 1 or
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Phase 2. The challenger then picks 3 < {0,1} and returns an encryption C of mg under the
string @ to <.

Phase 2: .« issues more key extraction queries as in Phase 1 with the restriction that none of
the automata that are queried accept @.
Guess: &/ outputs a bit .

In the selective model, there is a stage Initialise before Setup in which the adversary commits
to the input alphabet ¥ and the challenge string @. Call this game ind-abe-cpa.

If 3=/, then &/ wins the game. The advantage of &/ in breaking the security of the ABE
scheme in the ind-abe-cpa game is given by

AdVTEe P (o) = [Pr5 = 5] - 2.

The ABE scheme is said to be (e,t,1)-IND-STR-CPA secure? (secure under chosen plaintext attack)
if for every adversary &/ making at most v queries and whose running time is ¢, it holds that
AdegéSTR'CPA(JZf ) < e. Similarly for the selective case, the notion of IND-sSTR-CPA-security can
be defined.

2.3 Mathematical Preliminaries

We define some notation first. The finite field of order ¢ is denoted as ;. For a positive integer IV,
Zy denotes the ring of integers modulo N. If G is a finite cyclic group, then G* denotes the set
of generators of G. Let P ¢ G* for some additive cyclic group G. For a vector (Qq,...,Qq) € G,
d > 1, define dlogp(Q1,...,Qq) as (z1,...,xq) € (Z|G|)d such that Q; = z; P for all i € [1,d]. For an
asymmetric pairing function e : G; x Gy - G, elements of Gy will be identified by subscript 1 and
elements of Go by subscript 2.

2.3.1 An Overview of Elliptic Curve Pairings.

A bilinear pairing is a 7-tuple G = (N, G1, G2, Gy, e, Py, P») where Gy = (P1), Go = (P») are written
additively and G is a multiplicatively written group, all having the same order N and e : Gy xGy —
Gr is a map with the following properties.

1. Bilinear: For P;,Q1 € Gy and Ps, Qs € Go, the following holds:
e(P1, Py + Q2) = e(P1, P2)e(P1,Q2) and e(Py + Q1, P2) = e(P1, P2)e(Q1, Pr).

2. Non-degenerate: If e(Py, P») = 17, the identity element of G, then either Pj is the identity
of Gy or P; is the identity of Go.

3. Efficiently computable: The function e should be efficiently computable.

Practical examples of such maps are the Weil pairing and Tate pairing on elliptic curves over finite
fields. G1 and Gy are groups of elliptic curve points and Gp is a subgroup of the multiplicative

4The abbreviation “STR” stands for string. “sSTR” denotes that the challenge string is chosen selectively.
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group of a related finite field. Let E denote an elliptic curve over a finite field IF,. The group G,
is a subgroup of E(IF;) and Gy is typically chosen to be a subgroup of E(F ). Group Gr would
be a subgroup of F;k. The integer k is called the embedding degree of the pairing. A lot of factors
influence the choice of a pairing. These include

e size of representation of elements in the three groups G, Go, Gr,
e complexity of group operation in G; and Go,

e efficiency of evaluating the pairing function e.

These factors are determined chiefly by the size of the base field ¢, the embedding degree k£ and the
size of the groups IN. These quantities are chosen keeping in mind the desired security level and
various algorithms to solve the discrete logarithm problem in G, Gy and Gr.

Types of Pairings. Pairings can be broadly categorised into two types based on the common
group order N.

Prime-order pairings: In this case, IV is a prime number. This type of pairing is further classified
into three types in the literature [153, 76].

Type-1 In this type, the groups G; and Gy are the same.
Type-2 Gi # Gy and an efficiently computable isomorphism 9 : Go - G is known.

Type-3 Here, G # G2 and no efficiently computable isomorphisms between G and Go are
known.

It has been reported in the literature [153, 76, 44|, that among the different types of pairings,
it is the Type-3 pairings which provide the most compact parameter sizes and the most
efficient algorithms. Further, Type-1 pairings are usually defined over low characteristics
fields and recent advances [12, 101, 92, 3, 93] in algorithms for discrete log computations
over such fields have raised serious question marks about the security of Type-1 pairings [75].
From both efficiency and security considerations, constructions based on Type-3 pairings are
desirable.

Composite-order pairings: Here the common group order is a composite number and the pairing
is symmetric (G; = Gz). This type of pairings were first introduced by Boneh, Goh and
Nissim [29]. Their construction requires the group order to be square-free and not divisible by
3. Also, there are no known asymmetric variants of such pairings. Composite-order pairings
have the property of orthogonality described next. Let G = (N = pip2,G,G,Gr,e, P)° is a
composite-order pairing. P; € G, , the subgroup of G of order p;. Similarly define Gy, and let
P, € Gp,. The orthogonality property is that e(P;, P>) = 17, the identity of Gr. In general, if
N = p1pa---pk, then for any two subgroups Gy, ,Gy, of G (of order Ny, N2 respectively) with
ged (N1, Na2) =1, any two points P € Gy, and () € Gy, would be orthogonal i.e., e(P,Q) = 17.

SWe consider the group order to be a product of two primes for simplicity. The group order could be any square
free integer.
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Due to this property, composite order groups are very useful for obtaining schemes with dual
system proofs. On the other hand, they are very inefficient in comparison to Type-1 prime
order groups, let alone Type-3 pairings. reasonable security level, N must be chosen to be
quite large.

Note: We write p as the order (in place of N) for a prime-order pairing in the rest of the material.

2.3.2 Hardness Assumptions
2.3.2.1 Type-3 Pairings

Most of our constructions are based on Type-3 pairings. We state some hardness assumptions in
Type-3 pairings that are used in our proofs. Let G = (p,G1,Gs,Gr, e, P1, P») be an asymmetric
pairing. All the assumptions are decisional in nature. We first define a generic static decision
problem II over a G.

Let o7, a probabilistic polynomial time (PPT) algorithm </ that outputs 0 or 1. Denote by
D, a distribution consisting of a constant number of elements from G, Gy and G7. Let 71,73 be
two distributions over one of the three groups. The goal of & is to distinguish between the two
distributions — (D, 7;1) and (D, T2). The advantage of & in solving II is given by

Advg () = |Pr[/ (D, Ti) = 1] - Pr[«/(D, T2) = 1]|.
We say that (e,t)-II assumption holds if for any t-time algorithm <7, Advg(szf ) <e.

Next the required assumptions are stated as instantiations of II by suitably defining D and

T, T

DDH1: Decisional Diffie-Hellman in G;.

Fy LGT; Py <lG§, x,y,/win;
D= (nglaxFlnylvFZ)a
Ti=ayF1, Tp=(zy+p)k.

DDH2: Decisional Diffie-Hellman in Gs.

Fl (iGi(a FQLGS) JUay,’Y‘lZpQ
D= (g7F1;F27xF27yF2)5
Ti=xyly, Ta=(xy+v)F.

SXDH: Symmetric eXternal Diffie-Hellman.
SXDH in G is DDH1 and DDH2 assumptions combined.

DDH2v: A variant of DDH2.

Fl <i Gfa F2 L G;, xlvl‘Qudaz)’y (lZp’
D= (G, F1,dF,dzFy, zz1 Fy, Fo, dFa, 21 Fp, 20 Fy),
T = z122Fs,  To = (z122 +7)Fo.
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LW1: Assumption 1 of Lewko and Waters [114].

Fy LGI; FQ‘LGE, a,b,sLZp, ,u<in;
D= (Q,Fl,bsFl,sFl,aFl,abQFl,bFl,b2F1,asF1,bstl,bSFl,b3sF1,F2,bF2),
Ti = ab’sFy, Ty = (ab’s+ p)Fy.

LW2: Assumption 2 of Lewko and Waters [114].

Fy <~ G}; Fy <G, d,b,c,x <~ Z,,, 7 «— Ga;
D =(G,Fi,dFy,d*Fy,bzFy,dbxFy,d*cFy, Fy, dFs, bFy, cFy),
Ti =bcFy, Tg=(bc+7)Fs.

Assumption Al.

Fy <~ G}; Fy <= G}; a,z,d, 5,2, ju < L
D=(G,F1,zF,dzF\,azF\,adzFy,szF\, Fy, 2F5, aFy, x Fy, (dz — ax) Fy),
Ti=sdzFy, Ta=(sdz+p)Fy.

DLinl: Decision Linear in group G;.

Py, Fy, Hy < GY; P, Fy, Ho L G3; x1, 72, 1 < L
D= (G, P, F1,Hy, P, Fy,Hy, 21 Py, 20F7),
Ti= (21 +x2)H1, To=(x1+x2+p)H;.

DLin2: Decision Linear in group Gs.

Py, Hy < GY; P, F2, Ho < G3; z1, 72, < Ly
D:(g,Pl,Fl,Hl,PQ,FQ,HQ,l’lPQ,l’QFQ),
Ti=(z1+22)Ha, To=(x1+x2+7)H>.

DBDH: Decisional Bilinear Diffie-Hellman.
Fi <= Gf; Fo <= G3; w1, 02,23, < Z,;
D=(G,Fi,x1F,x0F 1, x3F, Fo,x1Fo, w0 Fy, x3F3),
Ti = e(F1, )™, Ta = e(Fy, Fp)™72est,

DBDH-3: Decisional Bilinear Diffie-Hellman in Type-3 pairings [44].
Fy < G; Fy < G3; x1, 72,23 . Zy; m < Gr;
(G, F1, 211, mo B, 2381, Fo, 21 Fy, 12 Fy),
Ti= e(Fi, )73, T = o B, Fy) 1000,

2.3.2.2 Composite-Order Pairings

Our ABE construction (described in Chapter 8) is build upon composite-order pairings. We now
state the complexity assumptions used in our security proof. Before proceeding, we introduce some
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notation.

A composite order pairing is represented as a tuple G = (p1,p2,p3,G, Gr,e,G) where p1,p2,ps3
prime, |G| = |Gp| = N = pipeps, G = (G) and e : G x G — Gy is the pairing function. Define
Gpub = (N, G,Gr,e,G) where N = p1pops. Also let Gp denote the subgroup of order B of G. This
representation is particular to those pairings where the group order is a product of three distinct
primes. In general, the order could be any composite number that is hard to factor. We denote
elements of groups Gy, , Gp, with subscripts 2 and 3 respectively. Elements of G,, and G are written
without a subscript. The meaning will be clear from the context.

We state two Decisional SubGroup (DSG) assumptions followed by an assumption that we term
SubGroup Diffie Hellman (SGDH) in composite order groups equipped with a bilinear pairing. We
stick to the notation used in Section 2.3.2.1 for presenting the assumptions.

Assumption DSG1
PLGM; P LGPS;
D= (gpub7P7 Pg),

8] 8]
7-1 — Gpla 7-2 — GPlPZ'

Assumption DSG2

PvXLGpl; P27X2 LGZU; P37X3 LGPB;
D= (gpu‘baf)vPZ};)(‘*‘-F)Q,AXVQ‘f‘)(g)7

U U
'Tl N GP1P37 'T? —G.

Assumption SGDH

Oz,s&ZN; P£GP1; P2’X27Y2‘1Gp2; P3‘£Gp3§
D= (gpub7P7P27P37aP+X2,SP+Y2),

Ti=e(P,P)*, T <— Gr.

2.3.3 Discussion on the SXDH Assumption

For both the DDH and the DLin problems there are no know efficient algorithms to solve these
problems in a suitable subgroup of the points on an elliptic curve. The situation changes when we
move to pairing groups. For Type-1 pairings, i.e., in the case G; = G2, DDH becomes easy to solve,
whereas DLin is still conjectured to be hard. On the other hand, for Type-3 pairings, the situation
is different. As mentioned earlier, for such pairings, there are no known efficiently computable
isomorphisms from G to Gg or from Gs to Gi. A consequence of this is that the easy algorithm
for solving DDH in Type-1 pairings no longer applies and for Type-3 pairings there are no known
efficient algorithms to solve DDH1 or DDH2.

The DDHI1 (resp. DDH2) problem would become easy if one were able to find an efficiently
computable isomorphism from G; to Go (resp. Gy to Gi). The non-existence of such isomor-
phisms is an underlying assumption required for the SXDH assumption to hold. Presently, the
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isomorphism problem has perhaps not been studied in detail and so, considering SXDH to be a
standard assumption may not be universally accepted. On the other hand, we do mention that
there is evidence [156, 77] that SXDH is indeed hard. Further, starting from Waters’ remarks about
the possible efficiency improvements of his dual-system IBE using the SXDH assumption, several
schemes have been proposed whose security relies on this assumption [52, 53, 103]. In view of
the above discussion, we consider SXDH to be a ‘natural’ assumption which has been used earlier
and has some evidence to support the assumption. In the current state of knowledge, there is no
evidence to suggest that for Type-3 pairings, SXDH problem is easier than DLin.

2.3.4 Generic Security of DDH2v

The generic group model is an idealised model introduced by [148] in which lower bounds on
computational complexity of solving certain problems can be obtained without looking into the
structure of the actual groups that are used in a protocol. Let G = (p,G1,Ga,Gr, e, P1, P2) be a
Type-3 bilinear group. The elements of groups Gi, G2 and G are encoded as uniform random
strings so that the adversary can only test for equality of group elements. Four oracles are provided
to the adversary out of which three simulate the group actions in Gy, Gs and G and the fourth
one simulates the bilinear map e. The group encodings are modelled as three injective maps
o1 : 2, > X1, 03 : L, > ¥y and o7 : Z,, > X where Eq,Eg, Ep ¢ {0,1}*. The following theorem
provides an upper bound on the advantage of an adversary that solves the DDH2v problem in a
generic bilinear group.

Theorem 2.3.1. Let &/ be an algorithm that attempts to solve the DDH2v problem in
the generic group model making at most m queries to the oracles computing the group
actions in Gy, Go, Gp and the bilinear map e. If d,z,x1,29,y L Ly, b «—
{0,1} with y, = mxo and y1-p = y and o1,02,00 are random encodings, then given
p,01(1),01(d),01(dz),01(2x1),02(1),02(d),02(21),02(x2),02(y0), 02(y1) the advantage € of & in
solving the problem is bounded above by

2
2p

Proof. Let & denote an algorithm that simulates the generic bilinear group for &/. % maintains
three lists

Ly ={(F1;,014):1=0,1,...,01 -1},
Ly ={(F2;,024):1=0,1,...,02 -1},

Ly ={(Fr;,0or;):i=0,1,...,0p0 -1}

such that at each step d of the game the relation d; +d2+d7 = 6+10 holds. Here F\ .’s are multivariate
polynomials over 6 variables d, z,x1, x2,yo,y1 and o, .’s are strings from {0,1}*. At the beginning
of the game i.e., § = 0, the lists are initialised by setting d; = 4, do = 6 and d7 = 0. The polynomials
1, d, dZ, ZXT1 are assigned to FLO’ F171, FLQ, F173 and 1, d, T1,22,Y0,Y1 to FQ’(), F271, ngg, F273, FQA7 F275
respectively. The encodings for these polynomials are strings uniformly chosen from {0, 1}* without
repetition. We assume that o/ queries the oracles on strings previously obtained from £ and the
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index of a given string o;; in the list L; can be obtained easily by %. The oracles are simulated as
follows.

Group actions in G;,G2 and G7: Consider the group G;. & submits two strings o1; and
o1,; and a selection bit indicating addition or subtraction. % first computes Fy 5, = Fy; + Iy ;. If
there exists an index & with 0 < k < 01 such that Fy s, = Fj then & sets 015, = 014; otherwise
it sets 015, to a uniform random string from {0,1}* \ {01,0,...,01,6,-1}. % then adds the pair
(Fi5,,01,5,) to Ly, returns oy 5, to &/ and increments d; by one.

Group actions in Go and Gp are simulated similarly with the selection bit indicating multipli-
cation or division in case of Gr.

Bilinear map: &/ submits two operands o1,;,02;. % fetches the corresponding polynomials
Fy;, F> j and computes Fr s, = Fy ;- Fy ;. If for some k with 0 <k <67, Fr s, = Fry, then set o7, =
o7 k; otherwise o7, is set to a random string chosen uniformly from {0,1}* N\ {o10,...,075,-1}-
% then adds the pair (Frs,,075,) to Ly, returns or 5, to «/ and increments 67 by one.

&/ makes at most m oracle queries, terminates and returns a bit b’ to the simulator. Let
v = (d,z,x1,72.90,y1) denote the vector consisting of variables over which the polynomials are
defined. Now the simulator chooses at random d*,z",z1", 22", y" € Z, and b € {0,1} and sets
y" = a1 w1t = y*. Let ©F = (d*, 2,217, 22", Yo", 11 *). P assigns ¥* to the variables v. The
simulation provided by £ is perfect unless this assignment causes any of the following to hold.

1. F1;-Fy1 ;=0 for some i # j and Fy; # Fy ;.
2. Fgﬂ‘ - FQJ‘ =0 for some 7 # ] and FQJ‘ * FQJ‘.

3. Fr;—Fr ;=0 for some i+ jand Fr; # Fr ;.

Let F denote the event that at least one of the above holds, indicating failure. The following
result by Schwartz [143] will be used in arguing that the event failure occurs with low probability.
Let p be a prime number and F(Z1,...,Z) be a non-zero polynomial in Z,[Z1, ..., Z;] of degree
d. Then, if z1,..., 2, are uniform elements of Z,, , the probability that F'(21,...,2;) =0 is at most
d/p.

First, we show that if F does not occur, then the bit b is information theoretically hidden from the
adversary. Observe that all variables except ¥, and y;_p are independent of the bit b. Since y; = x122,
a polynomial of degree 2, the adversary will win if it somehow produces a polynomial consisting of
2129 in Ly using combinations of polynomials from L; and Lo (through applications of the bilinear
map) and generate the same polynomial by combining y;, and elements of L;. Polynomials in Ly are
of degree at most 3. The degree two polynomials that can be constructed are d?,dxz:,dxs,dz, zx1
and sums of these, but none of them contain x1x2. The only degree 3 polynomial consisting of
X129 is zrixg which can be constructed using oy (zx1) and o2(x2). However, to find out the bit b,
</ will need to engineer the same polynomial using ¥, for which it needs o1(z), but this element is
not available in the instance. Therefore, we have Pr[b=b'|-F] = 1/2.

We now only need to obtain a bound on the probability that F occurs. For fixed ¢ and j,
F1 ;- Fyj is a polynomial of degree at most 2 and hence is zero at a random ¢* with probability at
most 2/p. Similarly F5; — Fb ; vanishes at ¢* with probability at most 1/p. The list L3 consists of
polynomials of degree at most 3 which implies that the third case holds with probability at most
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3/p. There are totally (621), (522), (62T ) pairs of polynomials from Lq,Lo, Lp respectively. Also since

there are at most m queries we have §1 + do + d7 = § + 10 < m + 10. It now follows that

P () ()5 (55

L 3(m+ 10)2
< Pa

We have

Pr[b=b'] = Pr[b = b'|-F] Pr[-F] + Pr[b = b'|F] Pr[F]

and
Pr[b = '] > Pr[b = '|<F](1 = Pr[F]) = % - %Pr[F]

together resulting in the required bound on the advantage as follows.

1| Pr[F 10)2
Pr[b:b’]—§’§ il ]33(7”; 0°
D
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Chapter 3

Evolution of IBE Proof Techniques

Identity-Based Encryption was first formalised by Boneh and Franklin [25]. They also defined a
security model for IBE (discussed in Section 2.2.1.1) and proved security of their construction in
this model. The proof relied on the DBDH assumption. This work stimulated further research on
IBE and a huge body of work emerged targeted at obtaining fully secure and efficient IBE schemes.
Arguably, the strongest notion of security for IBE schemes is security in the adaptive identity
model without random oracles. It would not be inappropriate to say that a significant amount of
research on IBE following [25] was driven by the goal of achieving adaptive security under simple
assumptions.

3.1 Early Attempts at Achieving Full Security

The most tricky part in proving security of an IBE scheme is the generation of keys in response
to adaptive key extraction queries while being able to provide the adversary a ciphertext on the
target identity. It must be ensured that the simulator cannot

e answer key extraction queries on the challenge identity,

e create a secret key for the target identity.

Random Oracles. Initial constructions of IBE [25, 59] were proved secure using random oracles
(ROs). Random oracle model (ROM) is an idealised model where some or all hash functions used
in a system are modelled as (black-box) random functions. In case of Boneh-Franklin IBE the
hash function that maps identities to a pairing group is modelled as a random function during
simulation. Proof follows a partitioning strategy wherein the identity space .# is divided into two
subsets — one containing identities for which the simulator can create secret keys and the other
containing identities for which challenge ciphertexts can be generated. For systems within the
ROM, the partitioning is done at random (i.e., the subset of identities is chosen at random) during
simulation.

Random oracles allows security proofs for systems that may not have a proof otherwise. Also,
using ROs may lead to more efficient constructions. As a matter of fact, Boneh-Franklin IBE is
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still one of the most efficient systems known till date. However, a limitation of the ROM is that a
truly random function/oracle cannot be implemented by a poly-time algorithm. In addition, there
have been some schemes [39, 14] known to be secure in the ROM but insecure when a concrete
function is used in place of the RO. Schemes which show such separation may be artificial or the
insecurity may arise from certain implementation or “structural” flaws (as pointed out in [18]).
Nevertheless, these results place random oracles on shaky ground. So an important question that
arises is whether there exist systems that can be proved secure without random oracles?

Identity space .

Figure 3.1: The Partitioning Technique

Towards Security without Random Oracles — Selective Model. The problem of construct-
ing IBE schemes without ROs was first addressed by Canetti, Halevi and Katz [41]. For proving
security of their proposed construction, they had to stick to a weaker notion of security, called the
selective identity model (refer to Section 2.2.1.1 for details). In this model, the attacker commits
to the target identity id before seeing the public parameters. id is then used by the simulator to
create the public parameters in such a way that keys can be created for identities other than id
and challenge ciphertext can be created for id. In other words, the selective model allows a tight
partition of the identity space. Two more IBE constructions in the selective identity model were
proposed by Boneh and Boyen [22]. We refer to the as BB-IBE-1 and BB-IBE-2. The schemes were
efficient and the algebraic techniques introduced in their works have greatly influenced later works
on (H)IBE. The first scheme uses the following identity hash: H(id) = U +idV where U,V € G
(here G is the source group of a pairing (p, G, Gr, e, P)) and the identity is mapped to id € Z, using
a collision resistant hash function. This method of hashing the identity has since been used in a
number of different works.

Adaptive Security. The first adaptively secure IBE without random oracles was proposed by
Boneh and Boyen [23] via a modification of their selectively secure scheme BB-IBE-1. However,
the scheme is too inefficient to be used in practice. The problem of constructing a practical
adaptively secure IBE without ROs remained open until Waters [157] gave an elegant solution
to this problem. Waters used a new identity hash defined as follows. Identities are mapped to
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{0, 1}" via a collision resistant hash function. H(id) = Up+ X7, i;U; where id = (i1, ... ,in) € {0,1}"
and Uy, Uq,...,U, € G. The elements Uy, ...,U, must be provided in the public parameters to
enable creating the hash during encryption. This makes the size of the public parameters rather
large. But some trade-offs were obtained by Chatterjee-Sarkar [47] and Naccache [116] between the
size of the public parameters and the security loss.

The proof of security of Waters’s IBE follows a partitioning strategy. The partition is created
during the setup phase and hard-wired into the public parameters. The proof uses an “artificial
abort” step which introduces a significant security loss. Bellare and Ristenpart [17] showed how to
eliminate this step and obtained a different proof of security for Waters’s IBE, also following the
partitioning approach.

Limitations of the Partitioning Approach. The partitioning strategy introduces a high se-
curity degradation, especially when used for proving security of schemes with richer structure such
as HIBE, ABE, etc. This holds true even in the random oracle model. In case of HIBE, the loss in
security would be exponential in the maximum depth of the hierarchy h. This makes the reduction
less meaningful for large values of h. The basic problem is that HIBE has more structure on the
identity space. In addition, delegation in HIBE requires that if an identity vector falls within the
key generation partition then all its descendants must also belong to that partition. Taking care of
these constraints makes the partitioning reduction very inefficient.

Adaptive Security without Partitioning. In order to avoid the problems introduced by the
partitioning paradigm, Gentry [83] proposed an efficient IBE scheme with a tight reduction to an
assumption parameterised by the maximum number of key extraction queries ¢ (called g-Augmented
Bilinear Diffie-Hellman Exponent). The simulator in the reduction algorithm can generate exactly
one secret key for each identity. For an attacker that makes at most ¢ key extraction queries, a
degree-q polynomlal f(id) is embedded in the secret key corresponding to the id. The challenge
ciphertext for id is constructed in way that it decrypts only with the single key for id that the
simulator can generate. But this provides no information about the distribution of the message
to the simulator. These techniques were then extended by Gentry and Halevi [84] to HIBE. They
proposed the first adaptively secure HIBE scheme without the exponential security degradation
present in earlier HIBE systems. The drawback was that the underlying hardness assumption is
more complex. A tight security reduction to an assumption parameterised ¢ is not known to be
any better than a loose reduction (with degradation ¢) to a static assumption.

3.2 Dual System Encryption

Dual system encryption was introduced by Waters in [158] to tackle the innate challenges involved
in proving security of identity-based systems in the adaptive identity model. As mentioned in
the previous section, a simulator must answer key extraction queries made by the adversary and
at the same time be able to use the adversary’s success to solve some hard problem. Moreover,
in the adaptive identity setting, the simulator must be prepared to produce a secret key for any
identity even before looking at the challenge identity. Dual system encryption precisely addresses
this problem and prepares the simulator to respond to adaptive key requests in addition to creating
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the challenge ciphertext. We now define the dual system paradigm.

3.2.1 Semi-functional Ciphertexts and Keys

In a dual system, there are two forms of ciphertexts and keys — normal and semi-functional. The
normal form corresponds to their definitions in the actual construction and semi-functional forms
are used only in the security proof. A normal ciphertext can be decrypted by a normal or semi-
functional key and a normal key can decrypt a normal or semi-functional ciphertext. But decryption
of a semi-functional ciphertext by a semi-functional key fails with high probability. Such a decryp-
tion causes the message to be blinded by an additional factor determined by the semi-functional
components of the key and ciphertext. A proof of security in the dual system framework is usually
a hybrid argument over a sequence of games in which the challenge ciphertext and all the keys
provided to the adversary are turned into semi-functional. At this point, proving security (in the
sense of indistinguishability of ciphertexts) becomes easy as the simulator no longer needs to give
out real keys or ciphertext. In other words, none of the keys returned to the adversary provide any
information which could possibly assist in decrypting the challenge ciphertext.

In case of Waters’s IBE and many other systems, the number of games in the hybrid is ¢ + 3
where ¢ the number of key extract queries. The first game G,y is the real ind-cpa game and in
the second game (Gg), the challenge ciphertext is semi-functional. In Gi (for k£ = 1,...,q), the
challenge ciphertext is semi-functional, the first k keys are semi-functional and the rest of the keys
are normal. All keys and challenge ciphertext are semi-functional in G,. At this stage, the burden
on the simulator is greatly reduced as it no longer needs to create any normal keys. The last game
is G fina Where the challenge ciphertext is a semi-functional encryption of a random message. In the
proof, one needs to argue that the subsequent games are indistinguishable either computationally
or information theoretically. There are essentially three stages in the proof which we term as the
first, second and third reductions.

First Reduction: Here we show that the adversary cannot distinguish between a normal and a
semi-functional ciphertext so that G,., and Gg are indistinguishable.

Second Reduction: where is it is argued that normal and semi-functional keys are indistinguish-
able in the adversary’s view or equivalently Gi_; and Gy, are indistinguishable (for k € [1,¢]).

Third Reduction: to show that G, and Gy, are indistinguishable.

The most crucial step in the dual system proof is the second reduction where it is required to
argue that the adversary cannot detect the change of the k-th key (say for idy) from normal to
semi-functional. The simulator embeds the instance of some hard problem in the k-th key so that
the attacker’s success can be used to solve the problem instance. The simulator could itself create
a semi-functional ciphertext for idg, test whether it decrypts with the k-the key and find out the
nature of the k-the key. This must be disallowed. On the other hand, the simulator should be able
to create a semi-functional ciphertext for the challenge identity which requires the simulator to have
the power to create semi-functional ciphertexts! To deal with this paradox, Waters adopted the
following strategy: a single-degree polynomial F'(z) = Ax + B is embedded in both the challenge
ciphertext and the k-th key where A, B are chosen during setup and information theoretically
hidden in the public parameters. The scheme uses random tags in ciphertexts and keys so that
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decryption succeeds only when the tags are unequal; decryption fails unconditionally otherwise.
During simulation the tags in SKig, and C are set to F((z) evaluated at idg and id respectively (i.e.,
the tags are set to F(id;) and F(id) respectively). Since A, B are statistically hidden from the
adversary, the tags will appear uniformly and independently distributed in the attacker’s view. If
the simulator attempts to create a semi-functional ciphertext for idy, its tag is set to F'(idx) thus
ensuring that encryption with SKiq, fails unconditionally. The simulator thus gains no information
about the nature of SKig, .

3.2.2 Nominal Semi-functionality

Lewko and Waters [114] introduced a new way to tackle the issue discussed above. In contrast to
Waters’ strategy, the functionality of the public random tags was transferred to the semi-functional
space. Instead of allowing the decryption algorithm to fail when tags are equal, the Lewko-Waters
method allows decryption to succeed in the presence of a different form of semi-functionality, called
nominal semi-functionality. A pair of ciphertext and key for a particular identity are nominally
semi-functional if they are distributed as semi-functional objects and also correlated to each other
in a way that the semi-functional components cancel out and lead to successful decryption. Using
nominal semi-functionality, the problem encountered in the second reduction is dealt with in a
more elegant manner by designing the simulator as follows. Consider the transition from Gg_; to
Gy where the secret key SKiq, for the k-th query idj is turned semi-functional. The simulator can
only create a nominally semi-functional ciphertext for id;. Using such a ciphertext, the simulator
does not get a clue about the nature of SKiq, since decryption would succeed anyway.

The Lewko-Waters method helped in getting rid of tags and the complications they introduce.
One is the (negligible) probability of decryption failure and the other being the difficulty of extend-
ing to HIBE with constant-sized ciphertexts.

3.2.3 Structuring Semi-Functional Spaces

Discussed here are some basic principles underlying the design of semi-functional objects. Consider
an IBE scheme and a ciphertext-key pair C,SK;q for an identity id. In the following, we use
the abbreviation ‘sf’ for semi-functional. Unless both are semi-functional, decryption must be
successful. Suppose C is semi-functional and SK;q is normal. For the decryption to be successful,
the sf-components of C upon interaction with the normal components of SKjq must cancel out.
Similar condition must hold in case SKiq4 is semi-functional and C is normal. (Figure 3.2 shows the
required interaction between ciphertexts and keys). In a sense, the sf-spaces for ciphertext and keys
are orthogonal to each other. This is usually achieved by mimicking the structure of the normal
components in the corresponding semi-functional terms. Some secret randomness (independent
of the public parameters) is used to define these sf-terms. The entropy provided by these terms
plays an important role in the security proofs. We discuss the randomness-related issues further in
Section 3.2.4. Now we discuss sf-spaces are designed in the pairing setting.

Composite-Order Pairings: The orthogonal property of composite order pairings provides a

clean way of defining semi-functional spaces. Let G = (N = pipops, G,G,Gp,e, P) be a
composite order pairing. The group G,, provides the space for normal ciphertexts and keys.
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Figure 3.2: Interaction between ciphertexts and keys.

Group G,, may be defined as the sf-space. This will ensure that sf-terms cancel out with
normal terms (by the orthogonality property). Indistinguishability arguments can be based
on the so-called subgroup decision assumptions. In a subgroup decision problem, an element
is sampled from one of two subgroups of G and the task is to decide which group the element
was chosen from. Hardness of the problem relies on the fact that N is hard to factor and
without the factors there is no trivial way to test membership of the given element.

We need the order to be a product of at least three primes for the following reason. Suppose
we take N = pyps. Then to argue that normal and semi-functional ciphertexts are indistin-
guishable we would need assumption DSG1 (refer to Section 2.3.2.2 for definition), where the
subgroups involved are G, and Gy,p,. But given another element from either G,, or Gy, ,,
this problem can be solved easily by just testing orthogonality with the challenge element.
Hence the group G,, is required to additionally randomise either ciphertext or keys.

We use composite-order pairings to design our attribute-based encryption schemes based on
deterministic finite automata.

Dual Pairing Vector Spaces: These are elegant mathematical structures that can be instanti-
ated with Type-3 pairings having properties that are found in composite order pairings thus
being suitable for constructions within the dual system framework. The first DPVS-based
constructions of primitives appeared in [119, 120].

A typical construction for a DPVS V, = (p,V,V* Gr,e,A, A*) is via a direct product over

a pairing (p, G1,Go,Grp,e, P1, Py), where V = Gy x -+ x G; and V* = Gg x --- x Go are vector
Y— ~—
n times n times

spaces of dimension n over Z,,. A, A* form the canonical bases of V, V* respectively. The func-
n

tion € is defined as e(x,y) = [ [ e(X;,Y;) where x = (X1,...,X,) e Vandy = (V1,...,Y,) e V*.
i=1

One can observe that a form of orthogonality exists between the vectors in V and V*. This
provides a way to simulate the orthogonality property of composite order groups in the prime
order setting. For a DPVS V,,, let B = (by,...,b,) and B* = (bj,...,b}) be bases of V and
V* such that é(b;,by) =1 for i # j and é(b;,b]) = e(Py, Py)Y¥ for all i€ {1,2,...,n} where 1
is an element of Z;. Then (B,B*) are called dual bases of V.

Security proofs mostly rely on the decisional subspace assumptions in V (or V*) wherein a
random basis B (or B*) is provided in the instance. The task is to decide whether a vector

U . * *
v = Y% x;b; for some 1 <m <n or v «— V. Of course, if vectors b} ,;,...,b;, of the dual
basis B* of B are provided, this problem becomes easy to solve - just pair a linear combination

of these vectors with v and check whether the result of the pairing is the identity in Gr.
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Details of how features of composite order groups can be obtained in the prime order setting
using DPVSs can be found in [111]. Although DPVS-based constructions facilitate more
compact dual system proofs and better intuition behind design of ciphertexts and keys, many
small details are hidden. For most of these constructions, the dimension n needs to be fixed
during system setup. This limits the flexibility in designing ciphertexts and keys in order to
optimise efficiency measures. We do not use DPVSs in any of the constructions reported in
this thesis.

Prime-Order Bilinear Groups: Most of our constructions are based on Type-3 pairings. We use
a more 'ad-hoc’ approach to design semi-functional spaces (as first followed by Waters [158]).
Typically, a linear relation involving elements from the source groups is embedded in the
construction distributed between the public parameters and the master secret. Randomised
forms of these elements would then be present in ciphertexts and the keys. During decryption,
components containing these elements are paired and cancelled out on obtaining the embedded
relation. The sf-space would contain parallel copies of this relation defined via some secret
randomness.

In order to ensure that the embedded relation is recovered only upon decryption, more el-
ements may be required in the ciphertext and keys. Due to this reason most dual system
constructions obtained via the ad-hoc approach have larger ciphertexts and keys compared
to the composite-order constructions. On the other hand, prime-order pairings are faster
and have more compact representations. Furthermore, this approach offers more flexibility
in designing various objects in the construction to facilitate further efficiency improvements.
For these reasons, we mainly follow this approach in our constructions.

3.2.4 Tackling Randomness Issues

In the second reduction, the correlation between challenge ciphertext and the key turned semi-
functional is hidden from the attacker by making use of the randomness present in the corresponding
semi-functional terms (as mentioned in Sections 3.2.1 and 3.2.2). But this entropy is not enough
to deal with more than one key at a time. For this reason, the proof is organised into a hybrid of a
sequence of ¢ + 3 games so that only one key is dealt with in each game. But in case of primitives
with richer structure, the entropy present in sf-terms may not be sufficient to argue about the
independence of the ciphertext-key pair. This can be dealt with in either of the following ways —
introduce more intermediate types of semi-functionality and devise a way to turn normal objects
to semi-functional objects via the intermediate forms. The intermediate forms should be defined
in a way that it provides sufficient entropy to argue about independence.

We discuss below the main randomness issues involved in our constructions and the steps taken
to resolve them.

Anonymous HIBE: In our HIBE construction LW-4HIBE, a key for an identity vector id consists
of two copies of #(id) separately randomised. (Here, # denotes the identity-hash used in
the construction.) Semi-functional terms are required to be defined for both components. It
is precisely here that the randomness issue arises. Dealing with the entire key at once, along
with the challenge ciphertext in the proof, becomes a problem as the entropy in the semi-
functional terms is not sufficient. We introduce partial semi-functional keys to tackle this
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issue. The transition from a normal to semi-functional key is now via a partial semi-functional
key. As a result the security degradation increases by a factor 2.

DFA-based ABE: Consider a system with X as the alphabet. For “small” alphabets, we may
associate one group element, say H,, in the public parameters to each symbol o € ¥ (in
contrast to using a hash for “large” alphabets). One can view “small” and “large” to be
polynomial and super-polynomial /exponential in the security parameter. These H,’s appear
in both ciphertexts and keys and the components containing them further have sf-components.
Since H, is fixed during setup, there would be only one way to generate the corresponding
sf-terms. For each occurrence of a symbol ¢ in either a string or an automaton (defining some
transition), a copy of sf-terms corresponding to H, are revealed. With more than one copy
of the sf-terms they no longer remain uncorrelated to other information that an attacker is
allowed to obtain.

The solution is to restrict the number of occurrences of symbols in transitions and strings dur-
ing system setup (first used in [112]). As a result the parameters can be appropriately chosen
to accommodate the (fixed) maximum number of occurrences of each symbol. A drawback is
that with the restriction only a limited class of regular languages can be supported.

3.3 Recent Developments

Tight Reductions. Chen and Wee [53] proposed a new approach for structuring semi-functional
objects as well as organising dual system proofs leading to IBE schemes with a tighter security
reduction. The basic idea is to replace Boneh-Boyen hash [22] (that was used in most dual system
IBE’s) by Waters’ hash [157] wherein identities are elements of {0,1}" and the hash for id =
(id1,...,id,) € {0,1}" is of the form 7', id;X;. Elements X; may belong to some pairing group
or a dual pairing vector space or more generally to a dual system group (also introduced in [53])
designed specially for constructions with proofs in the dual system framework. Then by plugging
in the Naor-Reingold pseudorandom function (NR-PRF) [118] taking identities as inputs, sufficient
randomness can be generated for handling ¢ (polynomial in the security parameter) key extraction
queries over a hybrid of just n games. Consequently, the security degradation is O(n). The
drawback in the Chen-Wee IBE scheme was that public parameters contain O(n) group elements.
Furthermore, their instantiations for dual system groups were based on composite order pairings
and dual pairing vector spaces over prime order pairings leading to a a blow up in the exact size of
the public parameters.

A recent work by Blazy, Kiltz and Pan [21] present a method to generically transform message
authentication codes (MAC) to (H)IBE. An instantiation of the MAC using NR-PRF leads to
an IBE scheme which is more efficient than Chen-Wee scheme while retaining the same security
properties. Moreover, they propose the first (almost) tightly secure HIBE scheme i.e., with a
security degradation of O(hn) where h is the maximum depth of the hierarchy as opposed to O(q)
security loss in previous dual system HIBE constructions.

It is not known whether these techniques are applicable to the broadcast setting or attribute-
based encryption. Furthermore, the problem of obtaining an anonymous HIBE scheme with a tight
security reduction remains open.
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General Framework for Dual System Encryption. Any predicate encryption (PE) scheme
is defined by a predicate P. A ciphertext in a PE scheme is associated to an attribute x in addition
to the message that it encrypts. Decryption by a secret key associated to attribute y succeeds
if and only if P(x,y) = 1. The predicate can be suitably chosen according to the application.
Wee[161] proposed an information-theoretic primitive called predicate encodings that characterise
the underlying algebraic structure of a number of predicate encryption schemes, including known
IBE and attribute-based encryption (ABE) schemes. Furthermore these primitives facilitate dual
system proofs. In a sense, they provide an abstraction where the functionality achieved is separated
from the design and security analysis. A secure PE scheme for predicate P can be obtained by
appropriately instantiating a predicate encoding scheme with P.

In a similar and independent work [8], Attrapadung proposed a generic framework for applying
dual system encryption techniques. At the core is a new abstract primitive called pair encoding
scheme for predicates. As an application of the techniques introduced, some predicate encryption
schemes that were known to be only selectively secure have been shown to be adaptively secure.
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Chapter 4

A Brief Survey of Identity-Based
Cryptography

In this chapter, we provide a brief review of previous and related works on identity-based encryp-
tion, hierarchical identity-based encryption and identity-based broadcast encryption. Since most
constructions are based on pairings, the survey is broadly divided into two sections — with and
without pairings. At the end, a short discussion of other primitives related to IBE is presented.
For a more comprehensive treatment of identity-based cryptography, the reader may consult [51]
and [102].

4.1 Pairing-Based Schemes

As mentioned in earlier chapters, most practical constructions of identity-based systems are ob-
tained from bilinear pairings. In the following section, we shall take a look at various pairings-based
constructions of IBE and related primitives.

4.1.1 Identity-Based Encryption

Initial pairing-based constructions of IBE are by Sakai, Ohgishi, Kasahara [142] and Boneh,
Franklin [25].  The latter also provided formal definitions of IBE and IND-ID-CPA and
IND-ID-CCA-security along with two constructions, one achieving IND-ID-CPA-security and the
other IND-ID-CCA-security in the random oracle model based on the decisional bilinear Diffie-
Hellman (DBDH) assumption. A flaw in their security proof was pointed our by Galindo [78] who
also presented a corrected version of the proof. A problem that remained open was to construct
IBE schemes provably secure without random oracles. Early attempts at building such schemes
include the of Canetti, Halevi and Katz [40] which introduced the notion of selective security mod-
elling a weaker security goal. A more efficient selectively secure scheme was proposed by Boneh
and Boyen [22]. Evidence [23] suggested the existence of an adaptively secure IBE scheme with a
polynomial time security reduction without random oracles but the scheme was too inefficient to
be of practical use.
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In 2005, Waters [157] presented the first IBE scheme provably secure in the adaptive identity
model without random oracles (under DBDH assumption). This scheme is one of the most impor-
tant and efficient schemes known so far with decryption requiring only 2 pairings in addition to
having short ciphertexts and keys. Total Size of the public parameters was O(n) where n represents
the length in bits of an identity. Security loss was O(q) where ¢ is the number of key extract queries
made by an attacker and the proof required an ‘artificial abort’ step that leads to weaker concrete
security. Bellare and Ristenpart [17] provided an alternate proof of security without the artificial
abort. With adaptive security without random oracles being the basic target, few other problems
remained open.

1. Are there constructions of IBE with tight security reductions?

2. Is it possible to construct IBE schemes with constant sized public parameters, ciphertexts
and keys?

An efficient solution to both problems was first proposed by Gentry [83]. The work proposed
a CPA-secure IBE scheme followed by a CCA-secure variant obtained using the techniques of
Cramer and Shoup [62]. However, Gentry’s scheme was proved secure based on a non-standard
assumption parameterised by g. Problem 2 was addressed by Waters [158] who introduced dual
system encryption leading to a fundamental change in proof techniques. The resulting IBE had
short parameters, ciphertexts and keys with security from the standard and static decisional linear
and DBDH assumptions. Security loss, however, was still O(q).

An immediate follow-up work [114] took the route of composite-order pairings. The inherent
structure of such pairing groups possibly help in getting a clearer understanding of the technique.
(Waters remarks that his scheme [158] was first obtained for composite order groups.) The approach
taken by [114] is to look at a realization of the IBE scheme of [22] in the setting of composite order
groups so as to obtain adaptive-id security. They also gave a conversion of their composite-order
IBE scheme to an IBE scheme using prime-order asymmetric pairing with six elements in both
ciphertexts and keys requiring six pairings for decryption. Security was based on 2 static but non-
standard assumptions LW1, LW2 (Section 2.3.2.1) and DBDH. Later work by Lewko [111] proposed
methods to simulate the features of composite order groups in prime order pairings via dual pairing
vector spaces more powerful than earlier techniques of Freeman [73]. Using these methods, Lewko
presents a conversion of the composite order pairing-based IBE scheme of [114] into the prime-
order setting primarily motivated by efficiency considerations. However the resulting IBE scheme
was based on symmetric pairings and consisted of six elements in the ciphertext as well as keys.
Decryption required six pairing operations making the scheme rather inefficient. Chen et al. [52]
proposed an adaptation of Lewko’s technique in the asymmetric prime order pairing setting leading
to an IBE construction with 4 group element in ciphertexts/keys with 4 pairings for decryption. The
efficiency improvement mainly stems from the fact reductions in asymmetric setting can be based
on SXDH as opposed to DLin in the symmetric pairing groups. Further optimisations were not
possible as the dual pairing vector space had to be of dimension 4 in order to simulate the properties
of composite order pairing groups. A concurrent work by Ramanna, Chatterjee and Sarkar [136]
took a different approach — they first converted Waters’ IBE [158] to the asymmetric setting and
via detailed analysis obtained several simplifications. As a result, they obtained an IBE scheme
with 4 group elements plus a tag component (as in Waters’ scheme) in ciphertexts/keys with only 3
pairing operations used for decryption. Security was based on DDH1, the static but non-standard
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DDH2v (refer to Section 2.3.2.1) and the DBDH assumptions. The most efficient dual system IBE
scheme with security based on standard assumptions is due to Jutla and Roy [103]. They take the
route of quasi adaptive non-interactive zero knowledge (NIZK) proofs. They obtained short NIZK
proofs for linear subspaces leading to efficient signatures from the SXDH assumption. Then using
Naor’s observation regarding the relationship between IBE and signatures [25], they constructed
an IBE scheme with ciphertexts and keys containing 3 and 5 group elements respectively.

An interesting solution to Problem 1 was proposed in a recent work by Chen and Wee [53]. Their
main result was an IBE scheme with a security degradation of O(n) where n is the bit-length of
identities. Instantiations were provided using both composite order groups and (asymmetric) prime
order pairings. The prime order variant is secure under d-linear assumptions. The proof involves a
novel use of Naor-Reingold pseudorandom functions (PRFs) [118] to simulate polynomially many
key extraction queries with just n instances of d-Lin. However, public parameters in the asymmetric
pairing variant contain O(n) many vectors of dimension 2 thus making it inefficient in comparison
to the scheme of Jutla and Roy [103]. On the other hand, this work introduced a new method
for parameter hiding in dual pairing vector spaces which led to the first efficient DPVS-based
HIBE scheme with constant sized ciphertexts. Another work by Blazy et al. [21] presented a
generic transform from affine message authentication codes (MACs) to (H)IBE. They presented
two instantiations of affine MACs — one from Naor-Reingold PRFs and the other from hash proof
systems [61]. The first kind of MACs lead to IBE schemes with a tight security reduction to
d-Lin assumptions with shorter ciphertexts and keys compared to [53]. The transform applied
on the latter kind of MACs gave rise to efficient IBE schemes with O(q) degradation from d-Lin
assumptions. However, for the case d = 1 (i.e., SXDH) the scheme is less efficient than that of Jutla
and Roy [103]. The authors further defined the notion of delegateable affine MACs that can be
transformed to HIBE schemes. The most interesting aspect of this work is the construction of an
asymmetric key primitive (HIBE) from a symmetric key primitive (MAC).

CCA-Security. While all the aforementioned works aim primarily at obtaining IND-ID-CPA-
secure IBE schemes, an important goal is to obtain efficient IBE schemes secure in the sense of
IND-ID-CCA. Boneh and Franklin [25] use the Fujisaki-Okamoto transform [74] to convert their
basic IND-ID-CPA-secure scheme to a IND-ID-CCA-secure scheme. This technique, however, ap-
plied only in the random oracle setting. An elegant method to obtain CCA-security without ROs
was introduced by Canetti, Halevi and Katz [41] (CHK-transform). The core idea was a generic
transformation from an (h + 1)-level HIBE to an h-level HIBE using a strongly unforgeable one-
time signature scheme where h is the maximum depth of the hierarchy. Boneh and Katz [30]
suggested using MAC in place of the one-time signature for improved efficiency. Another (non-
generic) transformation that applies specifically in the pairing based setting is that of Boyen, Mei
and Waters [35]. They described a method to convert (pairing-based) IBE schemes with some struc-
ture to PKE schemes. But their method can be extended to obtain h-level HIBEs from (h+1)-level
HIBEs.

Due to the existence of efficient generic methods to obtain CCA-security, little research has
been carried out on obtaining direct constructions of IND-ID-CCA-secure IBE schemes. Two recent
works by Jutla and Roy [103, 104] propose quasi-adaptive NIZKs based on which they construct
publicly verifiable CCA-secure IBE schemes. Public verifiability is a notion which requires the
well-formedness of the ciphertext to be publicly verifiable. This can be useful in applications where
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malformed ciphertexts can be filtered at a network level. Earlier generic techniques did not support
public verifiability and moreover the CCA-secure scheme of [104] had shorter ciphertexts compared
to what is obtained by the CHK-transform [41] applied on the IBE of [103].

4.1.2 Hierarchical Identity-Based Encryption

The concept of hierarchical identity-based encryption was introduced (by Horwitz and Lynn [96]) to
reduce the burden of key generation on the PKG by arranging the users into a tree structure rooted
at the PKG. An entity with a secret key can generate keys for any lower level entity. HIBE and its
security was then formalised by Gentry and Silverberg [86] who also proposed the first HIBE scheme
provably secure based on the DBDH assumption using random oracles. As mentioned earlier, the
security degraded exponentially with the length of the challenge identity. Canetti, Halevi and
Katz [40] obtained the first HIBE whose security did not depend on the use of random oracles.
They defined a primitive called binary tree encryption and used it to construct HIBE. However,
the trade-off was that the scheme was only secure in the selective identity model. Moreover, the
decryption was too inefficient to be of practical use. The first efficient HIBE schemes within the
selective model was proposed by Boneh and Boyen [22] with ciphertext length being proportional
to the identity depth. Out of the two schemes they propose, security of the first construction is
based on the DBDH assumption. The second one is more efficient and is proved secure under
the non-standard decisional bilinear Diffie-Hellman inversion (DBDHI) assumption. Boneh, Boyen
and Goh [24] considered the problem of constructing HIBEs with constant-sized ciphertexts and
provided an elegant solution. The idea was to extend the Boneh-Boyen hash U + idV for vectors
of identities id € #=" with length at most h, the maximum depth of the hierarchy. The resulting
hash, which we refer to as BBG-hash, is defined as U + Z§:1 id; where id = (idy,...,id;) with £ < h.
The BBG-hash has proved extremely useful in designing schemes with constant sized ciphertext.
Almost all known CC-HIBE schemes that appeared later have either used this hashing technique
or a variant. Furthermore, the constant size ciphertexts were particularly useful in cryptographic
applications such as forward secure encryption [40] and broadcast encryption [117]. The only
problem was that the scheme was selectively secure.

The first HIBE that attained adaptive security without random oracles was the one proposed
by Waters [157] as an extension of an efficient IBE scheme. However, the size of the public pa-
rameters was too high — O(hn) where n is the length of each individual identity. Later, Chatterjee
and Sarkar [45] and Naccache [116] independently showed how to obtain trade-offs between the
public parameter size and the security degradation. Another work by Chatterjee and Sarkar [49]
combined the BBG technique with Waters’ hash and obtained a constant size ciphertext HIBE with
adaptive security without random oracles. In all the above schemes, proofs of security relied on
the partitioning strategy as a result of which security degraded exponentially with the maximum
depth of the HIBE. The degradation was O(qh) where ¢ is the number of key extraction queries
made by the attacker.

Gentry and Halevi [84] presented the first HIBE scheme to achieve adaptive security without
an exponential loss in security. Although the reduction was tight, the assumption on which it was
based on a very complex parameterised assumption.

The first practical method of constructing HIBE schemes where security does not degrade with
the depth of the HIBE is due to Waters [158] who introduced the very important technique of dual-
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system encryption. Security was based on the decisional linear (DLin) assumptions and DBDH with
a security degradation of O(q). Lewko and Waters [114] provided the first CC-HIBE scheme based
on composite-order pairings following the dual-system approach. The main disadvantage of this
scheme is that it uses composite order pairings. A translation of their HIBE into the asymmetric
pairing setting was obtained independently in [137, 107]. Security of both constructions were based
on static but non-standard assumptions in Type-3 pairing groups. The most efficient HIBE schemes
achieving constant sized ciphertexts were proposed by Ramanna and Sarkar [139] and Chen and
Wee [53] with security under the SXDH assumption. While the former has shorter ciphertexts
and public parameters, the latter has shorter keys and faster algorithms for key generation and
delegation in addition to security from the progressively weaker d-linear assumptions. A recent
work by Blazy, Kiltz and Pan [21] proposes a HIBE scheme with a tighter security reduction to
d-linear assumptions. More precisely, their reduction incurs a security loss of O(hk) where £ is the
security parameter.

Anonymous HIBE schemes provide means to extend PEKS to more sophisticated primitives such
as public key encryption with temporary keyword search (PETKS) and identity-based encryption
with keyword search (IBEKS). The first construction of anonymous HIBE without random oracles
was given by [36] with security in the selective-id model. Later constructions by [144, 63] could
achieve security in the adaptive-id setting but were based on composite-order pairings. Two other
constructions [70, 129] were based on asymmetric pairings but with security in the selective-id
model. The first efficient anonymous CC-HIBE schemes were the ones proposed in [137, 107]. Both
the schemes are based on Type-3 pairings and obtain security from non-standard assumptions.
The first efficient anonymous CC-HIBE with security from standard assumptions (SXDH) was
obtained in [139]. The work [21] also proposes an anonymous HIBE with adaptive security with
O(q) degradation from the d-Linear assumptions.

HIBE schemes also be derived as special cases of attribute based encryption (ABE) schemes
and predicate encryption (PE) schemes with delegation capabilities [120, 146]. Delegatable PE
schemes with linear-sized ciphertexts include the delegateable hidden vector encryption scheme of
Shi and Waters [146] based composite order pairings and hierarchical inner product encryption
(HIPE) schemes proposed in [120, 112, 121, 122, 124] based on dual pairing vector spaces. Some
of these schemes achieve constant-sized ciphertexts and prefix decryption while others have prefix
decryption and anonymity.

4.1.3 Identity-Based Broadcast Encryption

The notion of broadcast encryption was introduced by Fiat and Naor in [72]. They describe a
symmetric key scheme that achieves bounded collusion resistance. The first fully collusion secure
BE (for stateless receivers) was proposed by Naor, Naor and Lotspiech [117]. They describe two
symmetric key based BE constructions. Dodis and Fazio [68] used techniques from (hierarchical)
identity-based encryption to instantiate the subset cover framework thereby leading to the first
fully collusion resistant public key broadcast encryption (PKBE) schemes. The ciphertext size in
their constructions is linear in the number of privileged users.

Boneh, Gentry and Waters [28] proposed the first PKBE system achieving constant size cipher-
texts. The scheme can be proved secure without random oracles but in the weaker selective model.
Delerablee, Paillier and Pointcheval introduced dynamic broadcast encryption in [65] and proposed
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two (partially) adaptively secure constructions. In dynamic BE schemes, a (new) user can join at
any point of time. The confidentiality of a broadcasted message prior to joining of the new user
must not be compromised after the join. The join operation requires that the sender is made aware
of the public key corresponding to the new user.

The first adaptively secure schemes were proposed by Gentry and Waters [87] in both the
public key and identity based settings. They describe two kinds of schemes — one achieving security
without random oracles with ciphertext size linear in the number of privileged users and the other
consisting of constant size ciphertexts with security relying on the use of random oracles. More
recently, the case of adaptive CCA-security was considered in [132, 131]. The construction proposed
in the later work has the constant-size ciphertext feature while the former allows users to join the
system dynamically.

All the schemes mentioned so far are secure under some non-standard and parametrised as-
sumptions. The first BE scheme secure proved secure under static assumptions was proposed by
Waters [158] using the dual system encryption method. The scheme has constant size ciphertexts
but the user key size is linear in the total number of users. A revocation system with constant sized
keys was proposed in [113] with ciphertext size growing linearly in the number of revoked users and
security from static assumptions.

The concept of identity-based broadcast encryption (IBBE) was formalised by Barbosa,
Farshim [11] and independently by Baek, Safavi-Naini, Susilo [10]. They called it multi-receiver
identity-based encryption (MR-IBE). The work [10] described a pairing based construction based on
the Boneh-Franklin IBE [25] that could be proved selectively secure in the random oracle model.
A key encapsulation scheme for multiple parties obtained by extending the OR-construction of
Smart [152] to the identity-based setting was presented in [11]. Security relies on the use of random
oracles.

The construction in [128] (a corrected and improved version of [48]) achieves a trade-off between
the ciphertext size and the user key size. Ciphertexts are of size |S|/N, and user secret keys are of
size N where N is a parameter of the protocol (representing the maximum number of identities that
the adversary is allowed to corrupt during simulation). This was the first scheme with sub-linear
sized ciphertexts.

Abdalla et al. [2] provided a generic construction from “wicked IBE” with constant-sized ci-
phertexts but user storage quadratic is m, the maximum number of recipients of a ciphertext. Both
schemes ([128] and [2]) are selectively secure without random oracles. In 2007, Delerablee [64], pro-
posed an IBBE construction with constant size ciphertexts and secret keys. The public parameters
have size O(m). Security was proved in the selective identity model.

Gentry and Waters [87] were the first to propose adaptively secure IBBE systems achieving linear
and sub-linear sized ciphertexts. However, their proofs were based on non-standard assumptions
parameterised by m.

Note: A basic functionality of any identity-based system is that it is dynamic. The PKG should
be able to generate keys for any identity from the identity space; further, an identity-based system
should allow for encryption to be possible to an identity even before a key for that identity has
been generated. By extension, any proper identity-based broadcast encryption scheme should also
be dynamic and this is true of the schemes that we describe.
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4.1.4 Attribute-Based Encryption

Attribute-Based Encryption (ABE) systems are the most well studied candidates of functional
encryption systems with public index. There is a huge body of work on ABE. Since the main focus
of this work is not ABE, we only mention some works on ABE relevant to the problem addressed
in Chapter 8.

Fuzzy Identity-Based Encryption, introduced by Sahai and Waters [141], was as an initial
step towards attribute-based encryption. Goyal, Pandey, Sahai and Waters [91] introduced two
complimentary forms of ABE named Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
and Key-Policy Attribute-Based Encryption (KP-ABE). In a CP-ABE system, keys are associated
with sets of attributes and ciphertexts are associated with access policies. In a KP-ABE system,
the situation is reversed: keys are associated with access policies and ciphertexts are associated
with sets of attributes. Subsequent constructions of ABE schemes focused on one of the following
goals - efficiency gains, stronger security guarantee, functional capabilities, security in standard
model.

Then followed several constructions of key-policy ABE (KP-ABE) systems [126, 112, 121] and
ciphertext-policy ABE (CP-ABE) systems [19, 112, 121, 159, 110]. ABE schemes in the public
index model include [91, 126, 159, 110] and the works [105, 147, 120, 123] consider ABE systems
without public index.

The first adaptively secure CP-ABE and KP-ABE schemes for monotone access structures
without random oracles were proposed by Lewko et al. [112]. This construction was based on
composite-order groups. Later, Okamoto and Takashima [121] proposed ABE schemes for non-
monotone access structures that are adaptively secure under a the standard DLin assumptions in
prime order pairing groups. Both the works obtained adaptive security from static assumptions by
imposing a bound on the maximum number of times an attribute can occur in access policies and
indices at the cost of losing out on efficiency compared to selectively secure schemes. Later work
by Lewko and Waters [110] showed how to remove this restriction. However, their proofs had to
rely on non-static assumptions.

All the above mentioned works only considered functions over fixed size inputs. Waters [160]
first considered ABE over arbitrary sized inputs and proposed a KP-ABE scheme over regular
languages. Here the index is a string and policy is a deterministic finite automaton, both over
a common alphabet. Since DFA’s accept regular languages that may contain strings of any size,
Waters” ABE system can support access control over messages of arbitrary size. The KP-ABE
scheme of [160] is selectively secure under the non-static decisional ¢-expanded bilinear Diffie-
Hellman assumption.

4.2 Identity-Based Constructions without Pairings

Number-theoretic constructions. Among the first constructions of IBE, Cocks IBE [59] did
not use pairings. The scheme was based on quadratic residues. A drawback was that ciphertexts
were rather large due to the bit-by-bit encryption strategy used. Boneh, Gentry and Hamburg [26]
proposed an IBE scheme based on quadratic residues that had shorter ciphertexts at the cost of
losing out on efficiency in comparison to Cocks IBE. Furthermore, security relied on the use of
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random oracles. However, this line of research sparked little interest and hence not followed up in
later works.

Lattice-based constructions. With the introduction of lattices for cryptanalysis, researchers
began to explore the possibilities of their use in building cryptographic primitives. Lattices are
discrete subgroups of the n-dimensional Euclidean space R,,. Lattices used in cryptography are
mostly defined as subgroups of vector spaces over a finite field. An example of a hard problem over
a lattice is the shortest vector problem wherein the lattice is specified by a basis and the task is
to find a lattice point closest to the origin or equivalently, the shortest vector in the lattice. Other
examples include closest vector problem, learning with errors, and so on. The main motivation for
using lattices is three-fold.

e Security can be based on worst-case hardness of lattice problems
e Lattice algorithms have efficient and parallel implementations

e There are no known quantum algorithms (until now) to solve lattice-based hard problems

Initial cryptographic constructions included public key encryption and collision-resistant hash func-
tions. Later, techniques were introduced to realise IBE from lattices. The first IBE was obtained
via a notion called pre-image sampling introduced in by Gentry, Peikert and Vaikuntanathan [85].
They started with a signature scheme from pre-image sampling and derived an IBE from it on
the basis of Naor’s transform. Cash et al. [42] showed how to delegate lattice bases and hence
obtain lattice-based hierarchical IBE schemes. Following this work, many improved constructions
of (H)IBE were proposed by Agrawal, Boneh and Boyen [4, 5]. While lattices provide theoretically
satisfying security, they are far less efficient compared to pairing-based constructions.

Multilinear maps from lattices. The concept of multilinear maps in cryptography was first
used by Boneh and Silverberg [33]. They showed the possibility of realising certain primitives
more efficiently using such maps and further conjectured that such maps would be hard to find
at least in the realm of algebraic geometry. Garg, Gentry and Halevi [79] introduced the notion
of graded encoding schemes based on ideal lattices, which are approximations of multilinear maps.
Soon afterwards, graded encoding schemes found several applications in cryptography including
some primitives that could not be instantiated with pairings. An important application presented
in [33, 79] is a single round n-way Diffie-Hellman key exchange where n users share a secret key
in a single round with each user receiving a message. Further applications include constrained
pseudorandom functions [34], broadcast encryption with short parameters [79, 33, 34], attribute
encryption schemes for general circuits [81, 90], indistinguishability obfuscation [80] and many
more. Multilinear maps have opened up many avenues for cryptographic constructions and some of
these constructions subsume the functionalities we try to achieve in this work. However, very little
cryptanalysis has been done on them. Furthermore, the implementation issues related to lattices
mentioned in the previous paragraph also apply here.
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4.3 Other IBE-Related Primitives

A number of primitives apart from HIBE, IBBE and ABE are related to identity-based encryption.
Examples include key agreement protocols [142, 151, 56, 130], searchable encryption [1], etc. More
abstract constructs includes identity-based (lossy) trapdoor functions [15]. Out of these we touch
upon only three topics — signatures and methods to deal with the key escrow problem.

Signatures A signature scheme allows a user to sign a message using a secret signing key. The
message-signature pair can be checked for validity using a (related) public verification key. Moni
Naor observed (in [25]) that any identity-based encryption scheme gives rise to a signature scheme.
The basic idea is as follows: the message space for the signature scheme is nothing but the identity
space of the IBE. The signature for a message m is the secret key generated with m as the identity.
Verification of the signature is done by generating a random ciphertext for identity m and testing
whether decryption is successful or not with the key/signature. Verification key and signing key
correspond to the public parameters and master secret (respectively) of the IBE scheme.

Naor’s strategy has been applied on a number of different IBE schemes. Boneh, Lynn and
Shacham [31] signatures were the first of this kind obtained from Boneh, Franklin IBE [25] with
security in the ROM under the Gap Diffie-Hellman assumption. This construction was further
used in constructing aggregate signature schemes [27]. Waters [157] converted the his IBE scheme
to a signature scheme that achieved security under the computational Diffie-Hellman assumption
without random oracles. Interestingly, the dual system encryption methodology lead to signatures
schemes [158, 52, 103] with security under decisional assumptions as opposed to computational
assumptions on which previous constructions were based.

In a traditional (public-key) signature scheme, the verification key of a user is certified by some
central authority. To eliminate the need for certification, the concept of identity-based signatures
(IBS) was proposed by Shamir [145]. The problem of constructing IBS seems relatively easy com-
pared to constructing IBE schemes. Shamir himself proposed an IBE construction whereas the
first IBE construction appeared years later. Similar to IBE, there is a setup and key generation
algorithm. In addition there are two algorithms for signing and verification. Further constructions
of identity-based signature schemes appeared in [94, 13, 16].

Dealing with Key Escrow All IBE schemes suffer from one common problem. The PKG can
generate key for any user and hence decrypt all ciphertexts sent to that user. This is the so-
called key escrow problem. Among the many solutions proposed for dealing with this problem,
the most interesting ones are certificate-less encryption (CLE) and certificate-based encryption
(CBE). AlRiyami and Paterson [6] introduced the notion of CLE in which the secret key for an
identity is generated based on two quantities — the PKG’s master secret and the corresponding
user’s secret information. The term certificate-less stems from the search for a PKE without the
need for certificates and at the same time not have the key escrow problem of IBE. They formalise
the security model for CLE and also propose a construction secure in that model within the random
oracle model. However, constructing schemes without random oracles remained a difficult task and
thus lead to several alternative security models for CLE that are weaker than the original model [6].
Dent [66] provides a summary of these models. Early works [97, 115] trying to obtain CLE without
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random oracles could not achieve security in the full model. The first scheme achieving security
without ROs in the full security model was by [67]. There have been several follow up works on
certificateless encryption.

Certificate-based encryption (introduced by Gentry in [82]) is reminiscent of public key encryp-
tion but with implicit certification on user public keys using identity-based techniques. Gentry also
provided an instantiation of CBE based on Boneh-Franklin IBE. Subsequent work [162] established
equivalence results between IBE, CBE and CLE schemes. Their generic transformations of do not
rely on random oracles but at the same time do not hold even in the weaker security definitions for
CLE, let alone the full security model of AlRiyami and Paterson. Later work [7] showed a generic
transformation from CLE to CBE along with improved constructions for CLE and hence CBE.
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Chapter 5

Efficient Dual System IBE and
Related Primitives

As mentioned in the earlier chapters, dual system encryption introduced by Waters is an important
technique for proving adaptive security of identity-based encryption and related primitives. Waters
IBE scheme in [158] is based on symmetric pairings. Security of the scheme is based on the DLin
and DBDH assumptions. It is of interest to convert this to asymmetric pairings. For one thing, this
will enable faster and smaller implementations which will arise from the advantages of asymmetric
pairings over their symmetric variants. There is, however, another reason. Use of asymmetric
pairings brings forward the possibility of reducing the number of group elements in ciphertexts and
keys. In fact, Waters [158] himself mentions: “using the SXDH assumption we might hope to shave
off three group elements from both ciphertexts and private keys”. The rationale for this comment
is that in Type-3 pairings, the DDH assumption holds for both G; and Gg (collectively called the
SXDH assumption). Using SXDH will potentially lead to a simpler scheme requiring a smaller
number of group elements.

Following up on the above mentioned remark by Waters, we have systematically investigated
the various possibilities for using asymmetric pairings. To start the study, we performed a straight-
forward conversion to the setting of asymmetric pairings. The scheme in [158] is quite complex.
Several scalars are used in the public parameters, encryption and key generation. These have defi-
nite and inter-connected roles in the security proof. Our first task was to pin down the relationships
between these scalars and separate them out. This enabled us to work with one group of scalars
with minimal changes to other groups.

With a good understanding of the roles of the scalars, we are able to apply simplifications in a
stage-wise manner. The first simplification gives an IBE scheme (IB£1) which shrinks ciphertexts
and keys by two elements each and whose security can be based on DDH1 (DDH assumption in
G1), DLin and the DBDH assumptions. We argue that the DDH2 assumption cannot be directly
used. So, the afore-mentioned suggestion by Waters cannot be fulfilled. On the other hand, we
show that using a natural and minimal extension of the DDH2 assumption, a significantly more
efficient scheme (IBE6) can be obtained.

Waters’ original scheme [158] used random tags in the ciphertext and the decryption key. Sim-
plification of this scheme by both Lewko-Waters [114] and Lewko [109] yielded IBE schemes which
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did not use such tags. In contrast, all our simplifications retain the tags used in the original descrip-
tion [158]. Even then, we are able to obtain significant simplifications and efficiency improvements.

IBE6 has the interesting feature that exactly one randomiser each is used for encryption and
key generation which is minimal in case of ciphertext. However, it is not known whether the key
generation could be made deterministic within the dual system framework.

To show that our simplification retains the flexibility of the original technique by Waters, we
present an analogue of the HIBE scheme along with a security proof in Section 5.7. This HIBE
scheme, denoted HIBE6 inherits all the security properties from [158], but, provides improved
efficiency. From this HIBE scheme we construct an adaptively secure BE scheme BE6 with constant-
size ciphertexts. The construction is given in Section 5.8.1 and the security proof in Section 5.8.2.

5.1 Framework for Conversion

Our goal is to transform Waters-2009 IBE scheme to the asymmetric setting so that we can reduce
the number of components both in the ciphertext and the key. To that end, we first perform a
straightforward conversion of Waters IBE from the setting of symmetric pairing to the setting of
asymmetric pairing. (See [158] for the original description of Waters 2009 scheme.)

Let G = (p,G1,Ga,Grp, e, F1, Fy) be a Type 3 pairing. Since elements of G have shorter repre-
sentation compared to G2, we choose ciphertext elements to be from G; and secret key components
from Go. The public parameters will consist of elements of G whereas the master secret key will
consist of elements of Go. We note that if the final goal were to construct a signature scheme, one
would choose the secret key from Gj.

A straightforward conversion (named W-IBE) will have the same structure as the one described
in [158]. Message space is G7 and identities are elements of Z,. The algorithms would be defined
as follows.

W-IBE.Setup(x) Choose P; 2 GY, P 2 G5, a,b,a1,as 2 Z,. Let v,v" and v" be random
elements of Z, and define Vo = vP, Vg =v'Py and Vi = 0v"Py. Let 7 = v+a1v and 77 = v +
agv”. Set Ty = 7P, and T] = 7'P;. Pick elements Qq,U;, W3 L G1 and Q9,Us, Ws € Go with
dlogp,(Q2, Uz, W3) = dlogp, (Q1,Ur, W1). The structure of the PP and the MSK are as follows.

PP : (P1,bP1,a1Py,a2Py,bay Py bas Py, Ty, T, T, 6T, Q1, Wi, Uy, e( Py, Py)P@).
MSK: (P, aPs,a10Po, Vo, V3, VY, Qa, Wa, Us).

W-IBE.Encrypt(M,id, PP): Randomisers s1, 9,1, ctag L Z,, are chosen. Define s = 51 + s3. The
ciphertext is (Cy,C1,...,C7, E1, E3, ctag) with the components defined as follows.

Co=M- e(Pl, Pg)balm;2

C1=0bsPy, Cy =bays1Pr, C3 = a1s1P1, Cy = bagsa P,
C5 = a232P1, 06 = 81T1 + SQT{, C7 = 81bT1 + SQlel — th
Fy = t(ldQl + ctaglVy + Ul), E>=th

W-IBE.KeyGen(id, MSK, PP): Choose 11,79, 21, 22, ktag L Z, and define r = r1 +72. The key
SKiq is (K1,..., K7, ktag) where the elements are defined as follows.

54



K1 = alozPQ + 7"‘/2, K2 = _OZPQ + T‘VQI + 21P2, K3 = —ZleQ, K4 = T"/QH + ZQPQ,
K5 = —20bP2, K¢ = r2bPs, K7 =11P,
D= Tl(idQQ + ktagWs + UQ)

The decryption algorithm W-IBE.Decrypt (as described by Waters) requires 9 pairings and succeeds
only if ctag in the ciphertext is not equal to ktag of the decryption key, an event which occurs with
overwhelming probability. See [158] for the details.

We now look at the definition of semi-functional ciphertext and key for Waters’ scheme.
W-IBE.SFEncrypt(PP, MSK,C"): Let C' = (Cy,...,C%, Ef, EY, ctag) be a ciphertext normally gen-

erated by the Encrypt algorithm for message M and identity id. Choose p 2 Z,. Let Vi=v'P
and V{" = 0" Py so that V] ~ V3 and V{" ~ V;’. The semi-functional ciphertext generation algorithm
will modify the normal ciphertext as: Cyp = C, C1 =C1, Ca=CY, C3=C4, Ey = E], Ey = Ey and

C4 = Cz’i + baguPl, C5 = Cg’) + ag,uPl, C(g = Cé — a2,u,V1”, C7 = C; - bag,uvl".

W-IBE.SFKeyGen(PP, MSK,SKiq): Let SKI; = (K7,..., K}, D' ktag) be the secret key normally

generated by the KeyGen algorithm for identity id. Choose ~ 2 Z,. The semi-functional key
generation algorithm will modify the normal key as: K3 = K, K5 = K!, K¢ = K§, Ky = K,, D =D’
and

K1 = K{ - alagfyPg, KQ = Ké + ag’yPQ, K4 = Kz’l + CLl’)/PQ.

It is easy to see that one can decrypt a semi-functional ciphertext with a normal key and a normal
ciphertext with a semi-functional key. However, decryption of a semi-functional ciphertext with a
semi-functional key will fail because the message will be blinded by the factor e( Py, Py)ba192#7,

Security proof. The security argument for the scheme proceeds through ¢ + 3 games where q is
the number of key extraction queries made by the adversary. These games are

Greala G07 [ERE) an Gfinal‘

The transition between these games can be seen as three different reductions.

First reduction: The transition from G,., to Gg is made by replacing the challenge ciphertext
by a semi-functional ciphertext. It is argued that detecting this change is hard.

Second reduction: There is a sequence of ¢ changes from Gy_1 to Gy (for k = 1,...,q). The
k-th change is as follows. For the queries numbered 1 to k — 1, the adversary is given a
semi-functional key; for queries numbered k+1 to g, the adversary is given a normal key. The
k-th key is changed from normal to semi-functional. It is required to show that the adversary
cannot detect this change with non-negligible probability.

Third reduction: This tackles the transition from G; to Gpine. At this point, all responses
to key queries are semi-functional and so is the challenge ciphertext. In the last transition,
the challenge ciphertext is changed so that it encrypts a random message such that deciding
whether it is the encryption of a message or whether it is statistically independent of the PP
and the responses is hard.
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The first and second reductions are based on the hardness of the DLin problem whereas the third
reduction is based on the hardness of the DBDH problem. In the proof, the second reduction is
the most complex step. The subtle point is that the simulator should not be able to generate
a semi-functional ciphertext for the k-th identity which will allow it to easily determine whether
the key for this identity is semi-functional or not. This is ensured by using algebraic techniques
from [22] to create ktag using a pair-wise independent function so that the simulator is able to
create a semi-functional ciphertext for idg only with ctag = ktag, in which case decryption fails
unconditionally and hence the simulator gains no information.

5.2 An Analysis

Our conversion to asymmetric pairing and subsequent simplifications are based on an analysis of
the various scalars used in the scheme and their respective roles in the proof. Based on the scheme
itself and a study of the three reductions used by Waters, we make the following observations.

1. PP uses the scalars a1, as and b, while MSK uses the scalars a and ay.

2. Key generation uses scalar randomisers r1,79 and z1,z2. The scalar r is set to r1 + 9. We
will call this the split of r.

3. Ciphertext generation uses the scalar randomisers s1, so and t. The scalar s is set to s1 + ss.
We will call this the split of s.

4. The first two reductions in Waters proof are based on the DLin assumption. The first reduc-
tion uses the split of s whereas the second reduction uses the split of r.

For simplification using asymmetric pairings, the following points are to be noted. These have been
inferred from a study of the security proof in [158].

1. The scalar o needs to be retained.

2. There are three basic possibilities for simplification: remove the split of s; remove the split of
r; remove 2q, 29.

3. Getting rid of a; and as and using a single a will eliminate the requirement of the split of s.
This also means that the separate z; and zo are not required and instead a single z can be
used.

4. Removing the split of r does not have a direct influence on the other scalars.
5. Removing the split of r and also z1, 25 means that the scalar b is no longer required.

6. In all but one of our schemes, the scalar t is kept either as part of the ciphertext or as
part of the key. In the final scheme, we show that the scalar ¢ can also be removed. For this
scheme, there is a single randomiser s for the ciphertext and a single randomiser r for the key.
Note that further reduction in randomness for the ciphertext is not possible as otherwise the
ciphertext becomes unique. However, it may be possible to make key generation deterministic.
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7. If the first reduction is to be based on DLin, then the split of s and a7,a0 must be retained.
If the split is removed, then we can base the first reduction on DDHI.

8. If the split of r is retained, then the second reduction has to be based on DLin. If it is
removed, we can no longer base the second reduction on DLin. However, it can neither be
based on DDH2 for the following reason. An instance of DDH2 will provide P; and some
elements of Go. Apart from P; no other element of G; is provided. The PP consists of
elements of G; which have to be related to the instance in some way. Just having P; does
not provide any way to construct the PP in the second reduction. So, removing the split of r
implies that the second reduction can be based on neither DLin nor DDH2. The assumption
DDH2v introduced in Chapter 2 provides the necessary mechanism for carrying the proof
through. We provide a discussion on DDH2v in Section 5.5.2.

9. The tags are chosen randomly and they play a crucial role in the security argument. We do
not consider removing tags. If the tags are removed, then it will be necessary to introduce
copies of the identity-hash (as done in [114]) to obtain the functionality of tags in the semi-
functional components. This leads to an increase in the number of elements in the ciphertext
and key.

Based on the above points, we explore the different natural ways in which W-IBE can be simplified.
These are discussed below.

IBE1: Remove the split of s. This eliminates the requirement of having separate a1, as and z1, z5.
Reductions of ciphertext and key are by two elements each. Removing the split of s allows
the first reduction to be based on DDH1. Since the split of r is retained, the second reduction
is still based on DLin.

IBE2. Retain the split of s; this means that separate a; and as are required. Remove the split
of r and also remove z; and zy; this means that b can be removed. Leads to reductions of
ciphertext and key by 3 elements each. The first reduction of the proof can be based on DLin,
but, the second reduction cannot be based on either DLin or DDH2.

IBE3: Remove the split of s; retain the split of r but, remove z. Reductions of ciphertext and key
are by 3 elements each. In the proof, the first reduction can be based on DLin. The second
reduction cannot be based on DDH2. Neither can it be based on DLin. This requires a more
involved reasoning which we provide in Section 5.4.

IBE4: Remove the splits of both r and s, but, retain z. Ciphertext and key are reduced by 3
elements each. In the proof, the first reduction can be based on DDHI1, but, the second
reduction cannot be based on either DLin or DDH2.

IBE5: Remove the splits of both r and s and also remove z. Ciphertext and keys are reduced by
4 elements each. As in the previous case, the first reduction of the proof can be based on
DDHI1, but, the second reduction cannot be based on either DLin or DDH2.

IBE6: In Schemes 1 to 5, the randomiser ¢ is present in the ciphertext. In IBE6, the splits of
both r and s are removed; z is removed and the role of ¢ is played by s. This leads to a
scheme where there is exactly one randomiser for encryption and exactly one randomiser for
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key generation. Compared to Waters’ IBE [158], reduction of the ciphertext is by 5 elements
and the reduction of the key is by 4 elements. The first reduction of the proof can be based
on DDHI1, while the second reduction is based on assumption DDH2v.

In Table 5.1, we provide the use of scalars in the various schemes. This illustrates the manner in
which the simplification has been obtained.

scheme PP MSK key gen enc
Waters-09 [158] | a,a1,a2,b | «o,a1 | r1,7r2,(r=r1+7r2),21,22 | S1,82,(s =51 +82),1
IBE1 a,a,b a,b r1,72, (r=r1+ry),z s, t

Scheme 2 a,al,a o r $1,82,(8 =81+ 82),t
Scheme 3 «,a,b a,b ri,7o, (r=r1+12) st

Scheme 4 Qa,a,b a,b T,z s,t

Scheme 5 a,a « T s, t

I'BE6 a,a a T S

Table 5.1: Usage of scalars in various schemes. Note that all the schemes use ktag for key generation
and ctag for encryption.

5.3 Scheme IBE1

We describe here our first construction IBE1 and its proof of security.

5.3.1 Construction

IBE1.Setup(k): Choose P Ll G and P Ll G3; elements Qq, W1, Uy L G1 and Q9, Wo,Us € Gy
such that dlogp, (Q2, Uz, Wa) = dlogp, (Q1,U1,W1). Let v,v" be chosen randomly from Z, and set
Vo =vPy, V) =0v'Py. Pick a,a,b at random from Z,. Set T=v+ av’ so that 7Py = Vo +aVj.

PP : (Pi,aP;,bP;,abPy, TPy, b Py, Q1, Wy, Uy, e( Py, P2)™®).
MSK: (PQ,(XPQ,ng,VQ,VZI,QQ,UQ,WQ).

IBE1.Encrypt(M,id, PP): Choose random  s,t,ctag from Z,. Ciphertext C is
(Co,C1,...,C5, Eq, Fy, ctag) where the elements are computed as follows.

C() =M- €(P1,P2)bas,
Cl = bSPl, CQ = baSP1, 03 = CLSP1, 04 = —TSPl, 05 = —bTSP1 + th,
Eq =t(idQ1 + ctagWy + Uy), Eo = tP;.

1BE1.KeyGen(id, MSK, PP): Choose random 71,72, 2, ktag from Z, and let r = rq + 2. SKig is
(Ki,...,Ks, D, ktag) where the elements are computed as follows.

K1 = OéPQ +rV2, K2 = TV2,_ZP2, Kg = bZPQ, K4 = b’I“QPQ, K5 = 7“1P2,
D =T1(idQ2+ktagWQ+UQ).
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IBE1.Decrypt(C,id,SKiq, PP): Decryption succeeds only when ctag # ktag, an event which occurs
with overwhelming probability. Let ) = (ctag —ktag)~!. The masking factor is computed as follows.

B(Pl, P2)bas = e(Cla Kl)e(027K2)e(C3a K3)6(04, K4)6(05 - 19E1a K5)€(19E2, D)

By breaking down the computation into several stages, we can show the correctness of decryp-
tion. Using the relations r = r; + 79 and Vi + aVy = 7P», we have

Ay = e(C1, K1)e(C2, Ka)e(Cs, K3)e(Cy, Ka)e(Cs, Ks)
_ e(Pl, Pg)base(Pl, VQ)bSTe(P]_7 V2/)absre(P1’ P2)—basz€(P17P2)basz
« e(Pl,PQ)_TbSTQG(Pl,PQ)_Tbsrle(Wl,PQ)tTl
= e(Py, Py)"e(Py, Va + aVy — 7Py e(W1, Py)'™
= e(Py, P2)"*%e( Py, Wy)™

The last step follows from the fact that Wy ~ Ws. Also, we have

e(E, D)

e(t(idQl + CtagW1 + Ul), 7"1P2) 1/(ctag-ktag)
e(tPy,r1(idQs + ktagWs + Us))

e(Wl P2)t7‘1ctag 1/(Ctag—ktag)

e( P, Wz)tﬁktag)

= e(Ph W2)tr1

AQ _ e(E‘lal(vf)))l9

The masking factor is given by A;/As.

5.3.2 Security Proof

Before proving security, we define algorithms that generate semi-functional ciphertexts and keys.
These are used only in the security reduction and they cannot be computed without knowledge of
the secret elements.

IBE1.SFEncrypt(PP, MSK,C"): Let C' = (C{, Cy,C5, C4, E'  ctag) be a normal ciphertext. Choose

1 Ll Z,. The semi-functional ciphertext is (Cy,C1,C2,C3, E,ctag) where Co = Cp, C1 = (7,
CQZCé-i‘,LLPl, CgZCé—/ﬂ/l’ and E =FE'.

IBE1.SFKeyGen(PP, MSK,SKi,): Let SKiy = (K, K}, K}, D, ktag) be a normal key. Choose a
random < from Z,. The semi-functional key is (K1, K9, K3, D, ktag) where K; = K| —ayP,, Ko =
Ky +~P,, K3=Kj5 and D =D’.

One can decrypt a semi-functional ciphertext with a normal key and a normal ciphertext with
a semi-functional key. This is easily seen by verifying that

e(buPy, Ka)e(puPr, K3)e(—puVy, Ky)e(-buVy,Ks) = 17
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and e(Cy,-ayPy)e(Co,vPy) = 1p where Ky, K3, K4, K5 and C7,Cy are normal key and cipher-
text components respectively. However, decryption of a semi-functional ciphertext with a semi-
functional key will fail because the message will be blinded by an additional factor of e( P}, Pg)b’”.

Theorem 5.3.1. If (¢ppui, t1)-DDHI, (€ppins, t2)-DLin2 and (¢pppwu, ts)-DBDH assumptions hold
in G1, Go and G respectively, then IBE1 is (e,t,q)-IND-ID-CPA-secure where € < eppuy + ¢ Eppina +
epppn, t1 =t +0(qp), ta =t+O(qp) and tz =t + O(qp). p is the maximum time required for one
scalar multiplication in Gy and Go.

Proof. As is usual, the proof goes through a sequence of games. Let G,., denote the real security
game. Gq is just like G, except that the challenge ciphertext is a semi-functional encryption of
the chosen message. Let ¢ be the number of key extraction queries made by the adversary during
the attack. Define G for 1 < k < ¢ such that the first k& keys returned to the adversary are semi-
functional and the rest are normal. Let Gy;y,q; be defined similar to G, except that now the challenge
ciphertext is a semi-functional encryption of a random message. Let X5 denote the event that the
adversary wins in Gg. Note that since the message is chosen at random, the bit 5 (in ind-cpa)
would be information theoretically hidden from the attacker and therefore Pr[X ¢inq] = 1/2.

Using lemmas 5.3.1, 5.3.2 and 5.3.3, we have for any polynomial time attacker <7,

- 1
Adv'T4P (7)) = Pr[ X, em] - =

IBE1 2
= Pr[XTeal] - Pr[Xfinal]
q
<|Pr[Xrea] - Pr[Xo]|+ > (JPr[Xpo1] - Pr[Xp]|) + | Pr[X,] - Pr[X finalll
P

< €ppu1 t ¢€DLin2 T €DBDH-

O]

In what follows, let %7 denote a DDHI1-solver, %5 a DLin2-solver and %3 is a DBDH-solver.
Lemma 5.3.1. Pr[X,.q] - Pr[Xo] < eppm:-

Proof. We will show how to build a DDH1-solver %) using o7’s ability to distinguish between G,..q;
and Gg. The algorithm %) receives (G, P1,sPy,aPy, Po, (as+ pu)P;) as an instance of DDH1. The

goal is to decide whether =0 or pu L Z,,. We describe how #; will simulate each phase of the
security game.

Setup: # chooses random elements «, b, Yy, Yy, Yg, Yw, Yo from Z,, and sets the parameters as
follows.
Py =P,aPy =aPy,Q1 =y, Pr,Wh =y, P1,Ur = yu P,

P2:P27‘/Y2:yvp27v2,:yqup2-

This implicitly sets 7 = y,+ay,,. Using this, the element 7P, can be computed as y, P1+y, (aPy). The
simulator computes the remaining parameters using b, o and gives the following public parameters
to 7.

PP ={G, P, Py,aPy,bP;,baPy, 7Py, br Py, Q1, W1, Up, e( Py, P2)™}.
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Note that a and s (randomiser for challenge ciphertext) come from the assumption and are not
known to %A.

Phase 1: & makes a number of key extract queries. % knows the master secret and using that
it returns a normal key generated using the KeyGen algorithm for every key extract query made by

o

Challenge: & receives the target identity id and two messages My and My from 7. It chooses
B € {0,1} at random. To encrypt Mg, % chooses t,ctag at random from Z,, and computes the
ciphertext elements as follows.

Co = M/j . €(SP1,P2)ba,

C1=b(sP1), Ca=blas+ )P, Cs = (as+ p)P1, Cy = —y,(sP1) -y, (as + u) Py,
Cs = =byy(sPy) - by, (as + p) Py + tW

E1 = t(i/an +(§;’%W1 + Ul), E2 = tPl.

A returns C = (Cy,C1,Ca,Cs,Cy, Cs, By, By, ctag) to /. If 1 = 0, it is easy to see that C a a
normal ciphertext. Otherwise, we have

Cg = basP1 + b,u,Pl, 03 = asP1 + /Lpl

Cy = —(yo +ay,)sPy — yyuPy = -7sP1 — pVy
Cs = —b(yy + ay,)sPy — by, uPy +tWy = =brsP; +tW7 — buVy.
Then C is a semi-functional encryption of Mpg. If C is normal then %; simulates G,.y and if it is
semi-functional, %; simulates Gy. Note that, to check whether C is semi-functional or not, 4 itself

could try to decrypt it with a semi-functional key for id. However since aP, is not known to 4, it
cannot create such a key.

Phase 2: As in first phase, % returns a normal key for every query.
Guess: The adversary returns its guess 3’ to 4.

If 3=/, then %) returns 1 and otherwise returns 0. We have,

U
| Pr[Xyear] - Pr[Xo]| = [Pr[8 = 8| =0] = Pr[B = f|u < Z,]|
= |Pr[% returns 1|u = 0] = Pr[%; returns 1|u 2 /|
= Advg"M (%)

< EppH1

Lemma 5.3.2. For ke [1,q], |Pr[Xk_1] — Pr[Xk]| € €ppine-

Proof. The algorithm %y receives (Py, Fi, Hi, Py, Fy, Hy, 21 Ps, ko Fy, (21 + w2)Hy + vP3) as an in-
stance of the DLin problem. The task is to decide whether v =0 or ~ 2 L.

Setup: A chooses random elements «,a,\, v, Yy, Yq, Yuw, Yu from Z, and sets the parameters as
follows.
Py =P|,bP, = F1,Py = P),bPy = F5, Vo = —aHy,Vy = Hy + y, P
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Q1= -1 +y P, Uy = —vFy + 4, PL, Wy = Fy +y, Py

This sets 7 = ay,, which is known to the simulator. The remaining parameters required to provide
PP to &/ are computed using a, @ and 7 and other elements of the DLin instance as shown below.

abPy = aFy, TP; = ay), Py, br Py = ay, Fy, e(Pr, P2)™ = e(Fy, Py)”

Phases 1 and 2: Let idy,ids,...,id, denote the identities for which &/ requests the corresponding
secret keys. In G, % changes the answer to k’th query from a normal key to a semi-functional
one. Let SKiy = (K7, Ky, K3, K}, K3, D', ktag) be a normally generated key for id;. Note that %
can create such a key because it knows the master secret. For i < k, the simulator should return a
semi-functional key for id;. % chooses 7 € Z,, at random, sets

Kl = K{ —GVPQ, KQ = Ké +’)/P2, Kg = Ké, K4 = K!L, K5 = Ké, D= D,
and then returns the modified key SKiq, to &/. For ¢ > k, % returns the normal key generated

using the algorithm KeyGen.

When i = k, i.e., for identity idx, suppose that a normal key SKCiy, is generated with 71,75, 2" as
the randomisers and ktag = Aid; + v. The simulator then modifies the key elements as follows.

K1 = Ki—a((z1+22)Hy +vPy), Ky = Ky + (21 + 22) Ho + YPy + y, (21 P2), K3 = K3+, (22F3)

K, = Kz’l + $2FQ, K5 = KE{) + a:ng, D=D"+ (yqidk + ywktag + yu)(:cng)
implicitly setting ry = r] + 1, ro = rh + 29, r =1’ + 21 + 22 and z = 2’ + y,z9. Now £ returns the
secret key SKiq, = (K1, ..., Ks, D, ktag).
If v =0, we have

Ki=aPy+7'Vy—a(xy +x9)Ho
=aPy —ar'Hy — a(xy + 22) Ho
=aPy - (r' + 21 +22)aHs
=aPy+1rVs
and
Ko =K+ Zy+y, (21P)
=7'Vy = 2' Py + (w1 + 22) Hy + 4, (21 P)
=r'Hy+ 1"y, Py — 2 Py + (w1 + x2) Ho + 4y (21 P2) + Y20 Py — y, w0 Po
=(r'+a1+22)Ho+ (' + 21 + 20) Y, Po — (2 + YL 22) P
=rVy - 2P,

indicating that SKiq, is a normally distributed key and so % perfectly simulates Gr_;. When

Y <— Z,, it is easy to see that SKig, would be a semi-functional key for id in which case £ is
simulating Gg.

Challenge: % receives the challenge identity id and two messages My and M; from o. It

U . . . . .
chooses § <— {0,1}. It cannot generate a semi-functional ciphertext for the challenge identity
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without knowledge of bV but setting ctag = Aid + v enables it to do so. For a variable X over Ly,
AX + v is a pairwise independent function for uniform A and v. Since A and v are hidden from
the attacker, both ctag and ktag will be independently and uniformly distributed as required. %
first generates a normal ciphertext C' = (C, C1, C}, C}, Cy, Ct, EY, Eb, ctag) with randomisers s, t’
and ctag = \id + v using the Encrypt algorithm. Then it picks p € Z,, at random and modifies C’ as
follows.

Co=Cy, C1=C1, Cy =Cy+ pFy, C3=Cy+pPy, Cy=Cy— pHy — py, Py
Cs = Cf + pywHy - pyl, Fi, By = B + p(yqid + ywctag + yo ) Hy, By = B + pHy.

Since the simulator does not know bH; it has to construct C5 by setting tP; = t' Py + uH, implicitly.
We need only verify that C5 is well-formed; rest of the elements are constructed according to the
original semi-functional algorithms.

Cs = Ct + pywHy — py, Fy
= =brsPy +t'Wy + pyw Hy — py, Fy
= ~brsPy +t'(F1 + yuP1) + pywH1 — py, Fi
= ~brsPy +t'bPy + t'y, Py + py, Hy — ,qu’,Fl +buH; — buH,y
=-brsPy +b(t' Py + uHy) + vy (t' Py + pHy) — bu(y, Py + Hy)
=-brsP, +tWj — b,uVl'.

% returns C = (Co,01,02,03,04,05,E1,E2,67ca\g) to .

In the key extraction phase, in order to generate a semi-functional ciphertext for idg, the simu-
lator must be able to compute bVy or create t(id;Q1 +ctagWy+U;) = (ctag— Aidg —v) (t'F1 +buHy) +
(yqidi + ywetag + yy, ) (¢ P1 + pH) which is possible only when ctag = Aidy, + v. Decryption of this
ciphertext with SKiq, will fail unconditionally and hence the simulator gains no information.

If .o/ wins i.e., = [3', then %, returns 1 and otherwise returns 0. We have,

U
Py 1] - Pr{ Xy = [Pr[B = '}y = 0] = Pr(6 = 8y <2 7,
= | Pr[ %> returns 1|y = 0] = Pr[%, returns 1|y Z 8|
= Advg "2 (%)

< €DLin2

Lemma 5.3.3. Pr[X,] - Pr[Xfina] < €pson-

Proof. s receives (P, xPy,aPy,sPy, Po,xPy,aP,,sP, Z) as an instance of the DBDH problem.

Setup: With b, y,, ., Yq, Yuw, Yu chosen at random from Z,, $Bs sets the parameters as
P1 = Pl,PQ = PQ,CLbPl = b(aPl), V2 = vaQ,‘/Q, = y,ZPQ, TP1 = va1 + y;(apl)

Q1 = Yy P1, Wi = yuP1, Uy = y, P, e(Pr, Po)™ = e(x Py, aPy)°
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implicitly setting a = a, @ = xa and 7 = y, + ay,,. The remaining parameters can be computed easily.
HB3 returns PP to .

Phases 1 and 2: When .« asks for the secret key for the i’th identity id;, %3 chooses at random
71,72, 2' ktag, 7y’ € Z, with r = 71 +ro. Tt implicitly sets 4/ = x — and 2z = 2’ + . Here the simulator
knows +' and not 7. It then computes a semi-functional key for id; as follows.

Ky =~ (aPy) +rVa =xaPy — ayPy + Vo = aPy + 1V — ay P,
Ko=rVy—2'Py—~'"Po=rVy =2/ Py —xPo+ yPo =1Vy — 2Py + 7 Ps,
K3 = bZ,PQ + b(l’PQ) = bZPQ, K4 = bT’QPQ, K5 = T'1P2,

D= Tl(idiQQ + ktagWs + UQ).

Observe that %3 cannot create a normal key without knowing a.

Challenge: %5 receives the challenge identity id and two messages My and M, from 7. It chooses
B €{0,1} and ctag,y/,t € Z, at random and generates a semi-functional challenge ciphertext as
follows. Here %5 implicitly sets p’' = i + as and it does not know pu.

Co=Mg- 2% Cy =b(sPy)

CQ = bu'Pl = basP1 + b,uPl, 03 = /A’Pl = asP1 + ,LLPl

Cy =~y (sPr) - p'y, Py = —yysPy — asy, Py — py, Py = -7sPy - pV{

Cs = =byy(sPy) — by, Py + tW1 = =by,sPy — basy, Py — buy,, Py + tWq = —7sPy + tWq — uVy{
E1 = t(GQl + @Wl + Ul), E2 = tPl.

The challenge ciphertext C = (Co,C1,Cy,C5,Cy, Cs, By, Ey, ctag) is returned to 7. If Z equals
e( Py, Py)* then C will be a semi-functional encryption of Mp; if Z is a random element of Gr
then C will be a semi-functional encryption of a random message. %3 returns 1 if 8 = 3’; otherwise
it returns 0. We have,

|Pr[X,] - Pr{Xjina]| = |[Pr[B = B'|Z = e(P1, P)™] = Pr[§ = §/|Z < Gr]|
= Advg®PH (%)

< EpBpH

5.4 Intermediate IBE Constructions

In this section, we provide the descriptions of schemes IBE2, IBE3, IBE4 and IBE5. Only the
constructions are provided here. These schemes primarily serve the purpose of showing the stepping
stones in moving from IBEI to IBE6. Along with the construction, we also describe the semi-
functional ciphertexts and keys for all the schemes despite the fact that these are only used in the
security proofs. The reason is that the structure of semi-functional components provides an idea
of the kind of assumptions a security reduction might rely on. In addition, it provides a picture of
how different scalars (including the ones in the semi-functional portions) interact with one another.
We use a compact notation to denote normal and semi-functional ciphertexts and keys. The group
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elements shown in curly brackets { } are the semi-functional components. To get the schemes itself,
these components should be ignored.

We fix some common notation and parameters for all the four schemes. g =

(p, G1,Ga,Grp, e, F1, F3) is an asymmetric pairing chosen according to the security parameter .

P L G and P L G5 are generators chosen randomly. @1, W1, U3 Ll G1 and Q2, Wo, Uy «— Go
are chosen such that dlogp, (Q2, W2,Us) = dlogp, (Q1, W1,U1).

5.4.1 Scheme IBE2

U
Choose o, a1, as,v,v’,v" «— Z, and define V5 = VP, V) =0 Py, V3 =" Py. Define 7 = v + a1v" and
T2 =0V + GQ’U” so that 7’1P2 = V2 + a1V2' and TQPQ = V2 + a2V2".

The public parameters and master secret are given by

PP :(G,P1,a1P,a2 P, 71 P, 7o P, Q1,W1,Uy,e(Pr, P2)%),
MS/C (PQ,CKPQ,VQ,VQ,,VQH,QQ,WQ,UQ).

Ciphertext: Ciphertext is given by C = (Cy,Cy,Cs,Cy, F1, E9, ctag) where

51, 52,1, ctag & Zpa § =81 + 82, {/’L & Zp}
Co =M - e(Pl,PQ)O‘S,
Cl = 8P1, Cg = CL181P1, Cg = a282P1 {+a2,uP1}, 04 = —(7’181 + TQSQ)Pl + th {—ag,uVi"},

Eq =t(idQ1 + ctagWy + Uy), Eo = tP,

Here V{" € G, is such that dlogp, Vi’ = dlogp, V3’ and p <— Z,).

Key: Pick r, ktag 2 Zy,, {v L Z,} and generate the key SKiy = (K1, K2, K3, K4, D, ktag) as
follows.

Ki=aPy+1rVy {—a1a2")/P2}, Ky = 7"/’2, {+a2’yP2}, K3 = T’VQH {+CL1")/P2}, Ky=rP
D= T(IdQQ + ktagW2 + Uz)

Security: With the DLin assumption, it is possible to show that G,.q and Gg are indistinguish-
able. We give a brief sketch of the proof. Let (Py, F1, Hy,x1P1,xz9Fy, Py, F5, Hy, Z1) be an instance
of DLin that the simulator Z receives. It chooses &, Vg, Yw: Yu, Yo, Yuy, Yuy L Z,, and constructs the
parameters as P; = P,a1 Py = Fi,a0P = H1,Q1 = y, P, W1 = yoP1,U1 = yu P1,Va = yUPg,V2’ =
yr Py, V' =yl Py, implicitly setting 71 =y, + a1y, and 72 =y, + a1y, . Since £ has the master secret
it can create a normal key for any identity. It answers all the key extraction queries with normal
keys. In the challenge phase it receives two messages My, M; and an identity id. It then chooses

U 5 .
B «— {0,1}. A normal ciphertext Cy,...,Cy, E{, Ey,ctag for identity id and message Mg is first
generated using randomisers s/, s5,¢ and then modified as follows:

C() = Cé . e(l‘lpl,Pg)a, C1 = C{ + 1,‘1P1, CQ = Cé — .IQFl

C3=C3+ Z1,Cy = C) — you1 P + yyxoFy — yy Z1, E1 = E1, Es = E}
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implicitly setting s1 = 8] —x2, sa = s +x1 + 22 and s = 51 + 82 = 8’ + x1. If Z1 = (21 + 22) Hy then

. . . U . .
the ciphertext is normal; otherwise Z1 = (1 + x2 + ¢) Hy for some ¢ «— Zp whence the ciphertext is
semi-functional with p being set to c.

Now let’s take a look at the second reduction and it’s proof using DDH2 and DLin2 assumptions.
First consider the DDH2 assumption. Let (Py, Py, x1 P2, 9P, Z5) be an instance of DDH2. As
mentioned earlier, except for P; such an instance consists of elements of Gy. The PP, on the other
hand, consists entirely of elements of G;. There is no way that the PP can be based on the given
instance and so getting a reduction is not possible. Now consider the DLin assumption. In this
scheme, the randomiser r is not split. As such there is no way to base this reduction on the DLin
assumption.

5.4.2 Scheme IBE3

U U
Let a,a,b «<— Z,. Also, let Vo,Vy «— Gg and 7 € Z,, be defined such that 7P = V5 + aVy. The
public parameters and master secret are given by

PP : (G, Py, P2,bPy,abPy, 7Py, bT P1,Q1, W1, U, e( Py, P2)),
MS’C (OéPQ,bPZ"/Q,‘/g,QQ,WQ,UQ).

V{ will have the usual meaning,.

Ciphertext: Pick s,t,ctag Z Ly, {1t Z Z,} and set the ciphertext as C =
(00,01,... ,04,E1,E2,ctag) where

C() =M - €(P1,P2)bas,
Cl = bSPl, CQ = basP1{+buP1}, Cg = —TSP1 {—/LVi’}, C4 = —bTSP1 + th {—b,uVl’},
F = t(idQl + ctaglWy + Ul), FEy=th.

Key: Compute the key SKig = (K7, ..., K4, D) as follows.

r1,79, ktag Z Ly, m=11+712, {7 Z Ly}
Kl = OzPQ + 7“/2 {—a’yPQ}, Kg = T‘VQI {+7P2}, Kg = bTQPQ, K4 = 7“1P2.
D= Tl(idQQ + ktagW2 + UQ)

Security: The first reduction goes through with the DDH1 assumption. We provide a brief
sketch. Suppose that (Py,aP;,sPy, P>, Z1) is the instance of DDH1. It simulates the game in the

following way — choose «,b, Yy, Yy, Yq, Yu> Yw Z Z, and set Py = Pr,aPy = aP1,Q1 = y, P, Wy =
YwP1, U1 = yu P1, Py = PaVo =y, Po, V3 =yl Po. Construct the challenge ciphertext as
C() = Mg . e(sPl, Pg)ba, Cl = b(sPl), CQ = bZl, Cg = —yv(sPl) - y;Zl, 04 = —byv(sPl) - by;Zl + th.

Computing E; and Ej is straightforward. Note that the randomiser s comes from the assumption.

For the second reduction, we cannot rely on DDH2 assumption for the same reason as that for
Scheme 2. In this case, there is a split of the randomiser r. So, one may hope to base the reduction
on the DLin problem.
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Consider an instance of the DLin assumption: (Py, F1, Hy, Po, F5, Ho, 21 Py, x9F5, Z3). The sim-

ulator A chooses «,b, Y., Yq, Yu, Yuw Ll Z,, and computes the parameters as P; = Py, P, = P, 0P =
Fy,Va = —aHy,Vy = aHs +y, Py so that Z3 could be embedded in K; and Ks. Observe that 7 = ay,,.
We can successfully construct Ki, K3 and Ky setting r1 = 7] + 21, ro =75 + 29 and r = 1’ + 21 + x2,
but composing Ko with the same 7 is impossible. Any other way of using DLin assumption also
results in failure.

5.4.3 Scheme IBE4

. U . .
Pick o, a,b «— Z,,. 7,3, Vy are as defined in IBE3. The public parameters and master secret are
given by

PP :(G,P1,Py,aPy,abPy, 7P, Q1,W1,Ur,e(Pr, P2)%),
MSK: (aPo,bP2, Vo, V3, Qo, W, Us).

Ciphertext: Pick s,t 2 Ly, {1 2 Z,} and compute C = (C1,C1, ..., Cy, E1, Ey, ctag) as
C() =M - e(Pl,Pg)as,

Cy = sP, Cy =asPi{+pP}, C3 = basPi{+buPy}, Cy = —7sP; + tWy {-pV/'},
Eq =t(idQq + ctagWVy + Uy), Es = tP;.

Key: Let r, z Ll Ly v Ll Z,}. The secret key SKig = (K1, .., K4, D) is defined as follows.

Ki=aPy+1Vs {—a'yPQ}, Ky = T’VQI —bzPs {+7P2}, Ks=z2Py, Ky=rpPs,
D= T(IdQQ + ktagW2 + Ug)

Here, the first reduction goes through with the DDH1 assumption. The argument is similar
to that of Scheme 3. As before, the second reduction cannot be based on the DDH2 assumption.
Since there is no split of the randomiser r, there is no way to base the second reduction on the
DLin assumption.

5.4.4 Scheme IBES5

Choose a,a L Z,. Let Vs, Vy € Gy and 7P = Vo + aVy. V{ will have the usual meaning. The PP
and MSK are given by

PP (G, P, Py,aP, 7P, Q1,W1,Ur,e(Pr, P2)?),
MSIC (aPQaV27VY2,7Q2>W27U2)'

Ciphertext: Choose s,t,ctag Z Ly, {1t Z Z,} and set C = (Co,C1,C2,C3, E1, B, ctag) as
below.

Co =M - G(Pl,Pg)as, Cl = SPl, 02 = CLSP1 {+MP1}, 03 = —TSP1 + th {—,LLVY}7
FEi = t(idQl + ctagWy + Ul), Es =tP;.
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Key: Let r 2 Ly, {v L Z,}. The secret key SKiq is given by the tuple (K1, K, K3, D, ktag)
where

Ky =aPy +rVa{-ayPy}, Ko = 17Vy {+7yP2}, K3 = 1P,
D= ’I“(IdQQ + ktagWs + U2)

Security: The first security reduction can be based on DDH1 assumption but the second reduc-
tion does not hold with either DDH2 or the DLin assumption.

5.5 Scheme IBE6

We describe here the construction of I'BE6 = (IBE6.Setup, IBE6.KeyGen, IBE6.Encrypt, I'BE6.Decrypt)
and also provide a proof of security based on DDHI1, the new assumption DDH2v and DBDH.

5.5.1 Construction

IBE6.Setup(k): Choose Py Ll G, P Ll G5, Q1,Wh,U; Ll G1, Qo2,W5,Uy «— Go such that

dlogp, (Q1,U1,Wh) = dlogp, (Qa, Us, Wa). Also, pick o < Z,. Let a,0,v' <~ Z,. Set Vs = vP,
Vy =v'Py and 7 =v +av’ so that 7P = Vo +aVj. Set the parameters as follows.

PP : (Pr,aP, 7P, Q1,W1,Uy,e(Pr, P2)%).
MSK: (P27aP2aV27‘/2,7Q27W27U2)'

IBE6.Encrypt(M,id, PP): Choose random s, ctag from Z,; C is (Co, C1,C2,C3, F, ctag) where the
elements are defined as follows.

Co=M -e(Pr, P),
Ci=sP, Cy=asP, C3=-1sP, +sWq, E = S(idQl + ctagWy + Ul).

1BE6.KeyGen(id, MSK, PP): Choose random r, ktag from Z,; SKiq is (K1, K2, K3, D, ktag) where
the elements are defined as follows.

Ki=aP,+1rVs, Ko =TV2’, Ks=rP,, D =’I“(iC|Q2 + ktagW2+U2).

IBE6.Decrypt(C,id,SKiq, PP): As before, decryption succeeds only when ctag + ktag. Define 9 =
(ctag — ktag)~!. Decryption is done by unmasking the message as follows.

M = Co
N e(Cl, Kl + 19D)€(CQ, KQ)Q(Cg - 19E, Kg)

The correctness of decryption is shown by the following calculations. We break up the denom-
inator for unmasking the message into two parts - A; and Ao such that A1 A, gives the masking
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factor.

A1 =e(C1,9D)e(-0F, K3)
=¢(C1,D)’e(-E, K3)”
= e(sPy, r(idQy + ktagWy + Uy))Pe(~s(idQ; + ctagWy + Uy ), rPy)"?
= e(~(idQy + ktagW; + Uy), Py) "*?e(idQ, + ctagWy + Uy, Pp)™"s?
= e(¥(ctag — ktag) Wy, P»)"*

e(Wy, Py)™"*

e(C1, K1)e(Cy, K2)e(Cs, K3)

=e(sPy,aPy +1rVa)e(asPy,rVy)e(rsPy + sWy,rPy)

=e(Py, P2)*e(Py, Vo +aVy —17P) e(Wy, Py)"™

=e(Pr, P2)*e(Wh, P2)"™

Ay

Conversion to Signature Scheme: There is a “dual” of I'BE6 where the ciphertext elements
are in (o and decryption keys consist of elements of G;. Using Naor’s observation, this dual of
IBE6 can be converted to a secure signature scheme. The signatures will be composed of elements
of G1 and will be smaller than the signatures obtained by the conversion of Waters’ 2009 scheme
to a signature scheme. In a similar manner, one can convert the dual of the HIBE in Section 5.7
to obtain a HIBS scheme where signatures consist elements of Gj.

Extension to HIBE and BE: Waters extends the IBE scheme in [158] in a natural way to a
HIBE scheme. We show that our simplification of Waters scheme retains the original flexibility. In
Section 5.7, we describe a HIBE, named HIBE6, which extends IBE6. This HIBE scheme is secure
under the DDH1, DDH2v and the DBDH assumptions and provides lesser and smaller parameters
and better efficiencies of key generation, delegation, encryption and decryption compared to the
HIBE in [158].

The full version of Waters paper described a broadcast encryption (BE) scheme based on the
dual system IBE in [158]. In Section 5.8, we describe a BE scheme BE6 built upon on IBE6 along
with a security proof based on the hardness of the DDH1, DDH2v and DBDH problems. The new
BE scheme provides adaptive security and is more efficient (in terms of header size) than previously
known BE schemes providing adaptive security [87, 158].

5.5.2 On the Assumption DDH2v

Here, we present a discussion on why DDH?2 is not directly applicable to I'BE6 and explain the need
for using the new assumption (DDH2v). Consider an instance of DDH2 — (P, Py, x1 Py, x9Pa, Z1)

where Z1 = z129P or Z; Ll G1. The instance has a single element P; from Gy. For our proofs,
we will require some information about x1P; to be carried as part of the instance. If the instance
is directly augmented by x1 P, then the problem becomes easy, since one can compute the pairing
e(x1 Py, x2P2) and compare to e( Py, Z3). Suppose that instead of 21 P; we include the elements z Py
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and zx1P; where z is chosen randomly from Z,. This pair of elements carries some information
about 1 Py, but, not the element itself. An instance will now be (P, 2Py, zx1 Py, Py, x1Pa, w0 Po, Z5).
It, however, is easy to check whether Z; equals x129P, by checking whether e(zxz1 Py, 22P,) equals
e(zP1,Z3). This suggests that the information about zP; itself needs to be blinded by another
randomiser. So, instead of having zP; directly, the elements dP;,dzP; and dP, are included where
d is arandom element of Z,. The information about 1 P; is carried by the elements d Py, dz Py, zx1 Py
and dP,. Augmenting an instance of DDH2 with these elements embeds information about z1P;
but, does not seem to provide any way to use this information to determine whether Z is real or
random. The entire thing is formulated as DDH2v assumption.

In DDH2v, there is a two-level blinding of x1P;. We have seen that providing z; P, directly or
using a single-level blinding makes the problem easy. So, a two-level blinding is the minimum that
one has to use to get to an assumption about hardness.

The assumption DDH2v (the “v” stands for variant) is no harder than DDH2. This is because
an instance of DDH2v contains an embedded instance of DDH2 and an algorithm to solve DDH2
can be invoked on this embedded instance to solve the instance of DDH2v. On the other hand,
there is no clear way of using an algorithm to solve DDH2v to solve DDH2. Intuitively, this is due
to the fact that an instance of DDH2v contains some information about x1 P, whereas an instance
of DDH2 does not contain any such information.

In our security proofs, we will use the assumption DDH2v. Since assumption DDH2v does not
appear earlier in the literature, it is a non-standard assumption. Having said this, we would also
like to remark that DDH2v arises naturally as a minimal assumption when one tries to augment
an instance of DDH2 with some information about x1P; while maintaining the hardness of the
problem. For a formal definition of DDH2v, look at Section 2.3.2.1.

In Section 2.3.4, we provide a proof of the security of assumption DDH2v in the generic group
model. We feel that assumption DDH2v will have applications elsewhere for schemes based on
asymmetric pairings.

5.5.3 Security of Scheme IBE6

Now, we describe algorithms I'BE6.SFEncrypt and IBE6.SFKeyGen that generate semi-functional
ciphertexts and keys for IBE6.

IBE6.SFEncrypt(PP, MSK,C"): Let C' = (C{, C1,C4, C%, E' ctag) be a ciphertext normally gener-
ated by the Encrypt algorithm for message M and identity id. Let V] be an element of G; such

that dlogp, V{ = dlogp, V3. Choose 2 Z,. The semi-functional ciphertext generation algorithm
will modify the normal ciphertext as: Cy = C{j, C1 =C], E = E’ and

CQ = Cé + uPl, Cg = C:’), - ,uVl'.

IBE6.SFKeyGen(PP, MSK,SKi,): Let SKi, = (K7, K}, K}, D' ktag) be a normal secret key gener-

ated by the KeyGen algorithm for identity id. Pick Ll Z,. The semi-functional key generation
algorithm will modify the normal key as: K3 = K5, D =D’ and

K1 = K{ —ang, K2 = Ké +’)/P2.
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Below we state the security theorem for IBE6.

Theorem 5.5.1. If (eppui,t1)-DDHI, (epping, t2)-DDH2v and (epppu, t3)-DBDH assumptions hold
in G1, Go and G respectively, then I'BE6 is (g,t,q)-IND-ID-CPA-secure where € < eppu1 + G- Eppaay +
Epppu, b1 = t+0(gp), ta =t +O(qp) and t3 =t + O(qp). p is the mazimum time required for one
scalar multiplication in Gy and Go.

Proof. Let Gyeq, Gi (for 0 <k <q) and Gying be as defined in the security proof for scheme IBE1.
Using lemmas 5.5.1, 5.5.2 and 5.5.3, we have for any polynomial time attacker o7,

Advil';sdz-gpa(%) = |Pr[Xyear] - Pr[Xfinal”

< |Pr[Xyear] = Pr[Xo]| + é (|Pr[Xg-1] = Pr[Xg]|) + | Pr[Xy] - Pr[Xyinal]l

< €ppu1 + 4 ' €ppH2v T EDBDH

In the sequel, let %, denote a DDH1-solver, %> a DDH2-solver and %3 is a DBDH-solver.
Lemma 5.5.1. |Pr[X,cq] - Pr[Xo]| < eppm -

Proof. The algorithm % receives (Py, sPy,aPy, P2, (as+u)Py) as an instance of DDH1. We describe
how it will simulate each phase of the security game.

U
Setup: % chooses elements o, Yy, Y, Yq, Yuw, Yu <— Z,, and sets the parameters as follows.
Py =Pi,aPy =aPy,Q1 =y, P1, W1 =yuPr1,Ur =y P

Py = Py, Vo = yyPo, Vo = 4y, Po, Q2 = ygPa, Wa = 4y P2, Uz = yu Po

The element 7P; is computed as y, P, + y,(aP;) implicitly setting 7 = y, + ay,. The simulator
computes the remaining parameters using « and gives the following public parameters to <.

PP = (Q,Pl,Pg,aPl,TPl,Ql,Wl, U1,€(P1,P2)a)

Phase 1: & makes a number of key extract queries. #; knows the master secret and using that
it returns a normal key for every key extract query made by <.
Challenge: % receives the target identity id and two messages My and M; from <. Tt chooses

. U . — U .
a random bit 8 «<— {0,1}. To encrypt Mg, % picks ctag «<— Z, and computes the ciphertext
elements as follows.

C() =M5'6(8P1,P2)a,
C = ipl’ Cy = (as+p)Pr, C3 = -y,(sP1) =yl (as+ p)P1 + yu(sPr),
E= (idyq +6{a\gyw +yu)(8P1).
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%, returns C = (Co,C1,Cs,Cs, E, ctag) to .
If p = 0, the challenge ciphertext is normal; otherwise the ciphertext is semi-functional with p

coming from the instance.

Note that, to check whether C is semi-functional or not, %, itself could try to decrypt it with
a semi-functional key for id. However since aP» is not known to %, it cannot create such a key.

Phase 2: As in first phase, %4; returns a normal key for every query.
Guess: The adversary returns its guess 3’ to %;.

If 3 =p', then %) returns 1 and otherwise returns 0. We have,

U
| Pr[Xea] - Pr[Xo]| = |Pr[ = 8’| = 0] = Pr[B = B'|n «— Z,]]
=|Pr[# returns 1|p = 0] = Pr[#) returns 1|u 2 Z,]|
= AdvgPM (%)

< EppH1

Lemma 5.5.2. |Pr[X;_1] - Pr[X%]| < eppuo-

Proof. Let (Py,dPy,dzPy, zx1 Py, Py, dPs, 1 Ps, 29 Py, (x122 + ) P2) be the instance of DDH2v that
Py receives.

Setup: s chooses random elements a, a, \, v, Yy, Yg: Yu Yu 2 Z, and sets the parameters as
follows. P1 = Pl,PQ = PQ, Q2 = —)\(dpg)-i-quQ, U2 = —l/(dpg)-i-yupg, WQ = dP2+wa2, V2 = —a(.’Ileg)
and Vi = 21 Py + y, P» setting 7 = ay, using which one can compute 7P, = ay,P;. The public
parameters QQ1, W1,U; can be computed since %> has dP;. The remaining parameters required to
provide PP to o are computed using a, o and other elements of the problem instance.

Phases 1 and 2: A key extraction query for identity id; for i € [1,¢] is answered in the following
way. For ¢ < k, a semi-functional key is returned and for ¢ > k a normal key is returned. Note
that normal and semi-functional keys can be generated since %> has the MSK and knows a. For
i =k, anormal key K7, K}, K3, D" is generated using randomiser ' Ll Z,, ktag = Aidj, +v and then
modified as:

K1 = K{ - a(:clacg + ’y)PQ, K2 = Ké + (3715112 +")/)P2 + y{,(aﬁng), K3 = Ké + JZQPQ,
D = D + (y4id + yyktag + vy, ) (z2FP2),

thus implicitly setting r = r’ + zo. Since dxoP» is not known to % it can create D only when
ktag = Aidg, + . If g = 0 then the key for id; will be normal and otherwise it will be semi-functional.
Note that a semi-functional ciphertext for id; with any value of ctag except for Aidx + v cannot
be generated without the knowledge of dxizP; which is neither available from the assumption nor
can be computed by Hs. This rules out the obvious way of checking whether the key for idj is
semi-functional or not.
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Challenge: % receives two messages My, M1 and a challenge identity id during the challenge
phase. It chooses 3 Z {0,1}, generates a normal ciphertext with randomiser s’ «— Z,, ctag =
Aid + v and changes the ciphertext elements as follows. Since A and v are chosen independently
and uniformly at random, the function AX + v is a pairwise independent function for a variable X
over Z,. This causes the tag values of the challenge ciphertext and the k-th key to appear properly
distributed from the adversary’s view.

Co=Cf-e(zx1 P, P2)”
Ci=C{+zx1 P, Cy=Cy+a(zx1P1) +dzPy, C3 = C5 —ay,(z21P1) + yw (221 P1) -y, (dzP1),
E=FE+ (yqid + éjca\gyw + yu)(zwlpl)a

setting s = s’ + zwy and p = dz. It is easy to check that C5 is well-formed.

Cs=C4 —ay, (zx1P1) + yw(z21 P1) — yo (dzPy)
= —ay, (8" + 220) Py + s W1 + yy (221 P) + dzxy Py — dzxy Py - y,,dz Py
= —ay,sP) + W1 + 221(dPy + y P1) — dz(z1 Py + 9, P1)
= —ay;sPl +sWq - ,uVl'

In the event that < wins the game i.e., 8 =", %5 returns 1. Otherwise %5 returns 0.
|Pr[Xy_1] - Pr[X]| = |Pr[B =" in G,_1] = Pr[B =" in G.]|
U
=|Pr[B = p'ly = 0] = Pr[B = B}y «—Z,]|
= | Pr[ %2 returns 1|y = 0] = Pr[%, returns 1|y Z |
= AdvgPH? (%)

< €ppHav

Lemma 5.5.3. |Pr[X,] - Pr[Xtina]| < €npon-

Proof. Ps receives (Pr,xPi,aPy,sP, Py, xPo,aPs, sPy, e( Py, Py)**) as an instance of the DBDH
problem.

Setup: With vy, Yy, Yq, Yo, Yu Ll Z,,, P53 sets the parameters as
P1 = PI’PQ = Pg,aPl = aPl, V2 = yUP27 ‘/’2, = y;PQ, TP1 = yvpl + y;(aPl)

Q1 =YgP1, W1 =y P1, Ui =y, Pr,e(P1, P2) = e(xPy,aP)

implicitly setting a = a, @ = xa and 7 = y, + ay,,. The remaining parameters can be computed easily.
PB3 returns PP to .

Phases 1 and 2: When &7 asks for the secret key for the 2’th identity id;, %3 samples r, ktag, v’ Z
Z,, implicitly setting 7' = x — . It then computes a semi-functional key for id; as follows.
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Ky =~'"(aPy) +rVa =xzaPy — ayPy + Vo = aPy + 1V — ay P,
Ky=1Vy —y'Po+aPy=1Vy —aPy+ yPy+ Py = 17Vy + 7Py,
Ks=rP, D= T(ldeQ + ktagWWs + UQ)

Here %3 knows ' but not ~. Also, observe that %3 does not know a and hence cannot create a
normal key.
Challenge: A3 receives the challenge identity id and two messages My and My from 7. It

chooses Z {0,1} and ctag, 1’ Z Z,, and generates a semi-functional challenge ciphertext as
follows. Here %3 implicitly sets p’' = i + as and it does not know pu.

CO _ Mﬁ . e(P17P2)mas+c’

Cl = SPl, 02 = //Pl = CLSPl +/LP1,

Cs = —yz,\(sPl) =1yl P+ yy(sP1) = —yysPy — asy, Py — py, Py + sWy = —7sPy — uVy + sWh,
E = (yqid + ywCtag + vy, ) (sPr).

The challenge ciphertext C = (Cy,Cy,Ca,Cs, E, ctag) is returned to <. If ¢ = 0 then C will be a
semi-functional encryption of Mpg; if ¢ 2 Z,, then then C will be a semi-functional encryption of
a random message given by M -e(Py, P»)°.

%3 returns 1 if § = §; otherwise it returns 0. Hence,

|Pr[X,] = Pr[X fina]| = | Pr[«/ wins in Gy_1] = Pr[&/ wins in G]|
=|Pr[8=4"in Gg-1] = Pr[B = 5 in G|

|Pr[ = B'c=0] = Pr[B = Blc < Z,]|
= AdvgBPH(%3)

< €pBDH

5.6 Efficiency Comparisons

A comparison of the features of various IBE schemes based on dual system technique is shown in
Tables 5.2 and 5.3. The columns #PP, #MSK, #cpr, #key provide the number of group elements
in the public parameters, the master secret key, ciphertexts and decryption keys. The public
parameters and ciphertexts consist of elements of G; while the master secret key and decryption
keys consist of elements of Go. Encryption efficiency counts the number of scalar multiplications
in G1 while decryption efficiency counts the number of pairings that are required. Key generation
(a less frequent activity) efficiency is given by the number of scalar multiplications in Go. I'BE6 is
the most efficient among all dual system IBE schemes known prior to this work.

The figures in the table indicate that both I'BE1 and Lewko’s IBE scheme [111] gain a speed
up of about 33% over Waters scheme in terms of number of pairings required for decryption. But
since I'BE1 uses Type-3 pairings, the speed up will in fact be higher. On the other hand, I'BE6 is
about twice as fast as Lewko-Waters IBE and both constructions are based on Type-3 pairings.
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scheme H#PP | #MSK | #cpr | #key | enc eff | dec eff | key gen assump
Waters-09 [158] 13 5 9 8 14 9 12 DLin, DBDH
Lewko-12 [111] 24 30 6 6 24 6 6 DLin

| IBE1 | 9 [ 8 [ 7 ] 6 ] 10 | 6 | 9 |DDHI,DLn, DBDH |

Table 5.2: Comparison of dual system IBE schemes secure under standard assumptions. Waters-09
and Lewko-11 are originally described using symmetric pairings; the figures are for direct conversion
to asymmetric pairings. .

scheme H#PP | #MSK | #cpr | #key | enc eff | dec eff | key gen assump
Lewko-Waters [114] 9 6 6 6 9 6 10 LW1, LW2, DBDH
| 1BE6 | 6 | 7 [ 4 ] 4 ] 7 | 3 | 6 [DDHI DDH2v, DBDH |

Table 5.3: Comparison of dual system IBE schemes secure under non-standard but static assump-
tions. Note that DDH1 is a weaker assumption than LW1 and DDH2v is weaker than LW2. .

Compared to Waters scheme, the gain in efficiency of decryption is about 66% for IBE6. Again
since IBE6 uses Type-3 pairings, the gain in speed will be much higher.

5.7 Extending IBE6 to a HIBE Scheme

The nature of the extension is completely analogous to the way the IBE in [158] has been extended
to a HIBE. The setting is of an asymmetric bilinear map G = (p, G1,Go, G, e, Fy, F5). Messages
are elements of Gr. Identities are tuples of Z,, of lengths varying from 1 to some maximum size
h. As in [158], we assume that if two identities agree on some component, then they agree on all
previous components.

5.7.1 Construction

The HIBE scheme HIBE6 described below is an extension of I'BE6. We describe the various func-
tionalities of this scheme.

HIBEG6.Setup(r): Choose generators Pp Z GT and P» 2 G5. Let a,a,v,v" be random elements
of Z,,. Set Va =vPy, V) =v'Py and 7 = v+av’ so that 7P = Vo +aVy. Pick (Q1,5, Ul,j)h Wi 2 G

j-1>
and (Q2,j,Us,j)}_1, Wa «— Gy such that dlogp, ((Q15,U1;)";, W1) = dlogp, ((Q2,5, U241, Wa).

PP (PlaaplaT-Pl)Q].,lu .- ')Ql,h?WhUl,lu .- '7U1,h7€(P1)P2)a)'
MSK: (aPa, Py, Vo, Vy,Qa1,...,Qan, Wa,Us 1, ..., Uap).

Actually, only aPs is the master secret. The other components of MSK has to be provided with
the decryption key so as to enable further key delegation.

HIBE6.Encrypt(M,id = (idy,...,ids), PP): Choose random s, ctag,...,ctag, 2 Z,. Ciphertext is
given by C = (Cy, C1,C2, Cs, (Ej, ctag;; )?:1) where the individual components are defined as follows.
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C() ZM'S(Pl,PQ)aS,
Cl = Spl, CQ = asPl, Cg = —TSP1 + SWl,
E; = S(idin’Z’ + ctag, W1 + Ul,i) for 1<i</.

HIBE6.KeyGen(id = (idy, ..., idg), MSK, PP): Choose r1,...,7¢,ktagy, ..., ktag;sampUZ, and set
r =711+ +715. SKiq consists of the elements (P2, V2,V5,Q21,...,Q2n, Wa,Us1,...,Usp) along
with the tuple (K71, Ky, (K35, Dj, ktagj)gzl) where

K1 = OéPQ + 7"‘/2, K2 = ’I"VQI
K3,i = TZ‘PQ for i = 1, e ,E,
D, = ’I“i(idngyi + ktagiWQ + UQ’Z') fori=1,...,¢.
The elements (P2, V2, V5, Q21,...,Q2n, Wo,Us1,...,Us ) are provided to enable further delegation.

HIBEG6 Delegate(id = (idy,...,idy),SKiq,idgs1, PP): Other than the tags, all elements of SKiq
corresponding to identity components at the previous levels are re-randomised. The components
required for further delegation are not re-randomised.

Choose random 71, ..., 7¢, 7041, ktag,,; from Z,, and set r = r1+--+7¢+7411. The new components
of the key for the identity tuple of length (¢ + 1) are as follows.
K301 =101 P, Do = 1041 (idi Q2 41 + ktagy 1 Wo + Uz 41) Po.
Re-randomisation of the previous components is done as follows.
K1 <—K1 +7’VQ, K2 <—K2+T’V2,

Kz; < K3;+riPyfori=1,...,¢,
D; < D; + Ti(idngﬂ' + ktagiWQ + UQJ‘) fori=1,...,4.

HIBE6.Decrypt(C,id, SKiq, PP): Decryption succeeds only when ctag; # ktag; for all i € {1,...,¢}.
Let 9; = (ctag; — ktag;)™! for i =1,...,¢. First compute

¢
Ay =[] e(9iEs, K3)
i=1

Then compute

¢ ¢
Ay=e (Cl,Kl + ZﬁiDi) e(C2, Ka)e (037 ZK&)

i=1 i=1
Unmask the message as M = (Cp - A1)/ As.

5.7.2 Security Proof

We first define semi-functional ciphertexts and keys for the HIBE.

HIBEG.SFEncrypt(C', MSK): Let C' = (C{,C1, C4, C4, (E]',ctagj 521) be a ciphertext normally gen-
erated by the Encrypt algorithm for message M and identity id = (idy,...,ids). Let V{ be an element

of Gy such that dlogp V{ = dlogp,V;. Choose p 2L Z,. The semi-functional ciphertext generation
algorithm will modify the normal ciphertext as: Co = Cg, C1 = Cy, Ej = E} for 1<j < £ and

Csy = Cé + MPL Cs = Cé - mfl’.
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HIBE6.SFKeyGen(SKiy, MSK): Let SKiy = (K71, K3, K ;, D', ktag; ?21) be a normal secret key

generated by the KeyGen algorithm for identity id = (idy,...,ids). Pick ~ Z Z,. The semi-
functional key generation algorithm will modify the normal key as: Kj; = K3, D; = D} for
1<j</fand

K1 = K{ - a’yPQ, KQ = Ké +"YP2.

For the security proof, we follow the path set out by [158]. Suppose that the attacker </ makes
at most qp reveal queries and g4 create and delegate queries. Security is proved via a hybrid
argument over a sequence of qr + 3 games. Let G,¢q be the ind-cpa2 HIBE security game defined
in Section 2.2.1.2. Gy is similar to G,.q except that the challenge ciphertext is semi-functional.
In Gy (for 1 < k < qRr), the first k keys are semi-functional and the rest are normal. During the
reduction, the keys are changed from normal to semi-functional just before they are revealed. G fina
is just like G4, except that the challenge ciphertext is a semi-functional encryption of a random
message. Define X as the event that &/ wins in Gg. The following theorem summarizes the
security guarantee obtained for HIBES6.

Theorem 5.7.1. If (eppui,t1)-DDHI1, (eppuay,t2)-DDH2v and (epgpu,ts)-DBDH assumptions
hold in Gy, Go and Gr respectively, then HIBE6 is (e,t,qr,qa)-IND-ID-CPA2-secure where & <

€ppmi + qRYA * Eppuzv T €pepH; 11 = T+ O(QRhP); to =t + O(QRh,O) and t3 =t + O(th,O). p 1s the
mazximum time required for one scalar multiplication in G1 and Go.

Proof. Using lemmas 5.7.1, 5.7.2 and 5.7.3, we have for any polynomial time attacker o7,

Advind—CP32(£/) = |Pr[Xyear] = Pr[X finat]

HIBEG

<[ Pr[Xyea] - Pr[Xo][+ :Z:Rl (IPr[Xg1] = Pr[Xe]]) + | Pr[Xy,] = Pr[Xfinall

< €ppH1 T YRYA ' €ppHav T €DBDH

In the sequel, let #; denote a DDH1-solver, > a DDH2-solver and %3 is a DBDH-solver.
Lemma 5.7.1. |Pr[X,cq] - Pr[Xo]| < €ppu-

Proof. The algorithm % receives (Py, sPy,aPy, Po, (as+u)Py) as an instance of DDH1. We describe
how it will simulate each phase in the security game.

Setup: A chooses random elements o, Yy, Ys, Ygus - - - > Ygn s Yuws Yur» - - - » Yup, Lrom Z.,, and sets the
parameters as follows.

Py =Pi,aP =aP,Py= P, Va=y, P, Vs =y, Py

Wi =yuwPi,Qij =Yg Pi,Uij=yu, P for i=1,2 and 1<j<h

This implicitly sets 7 = y,+ay,,. Using this, the element 7P; can be computed as y, P1+y, (aP;). The
simulator computes the remaining parameters using « and gives the following public parameters
to o .

PP ={G,P1,P,aP,7P,Q1,1,...,QunW1,Ur1,...,Urp,e(Pr, P2)"}
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Phase 1: & makes a number of key extract queries. %1 knows the master secret and using that
it returns a normal key for every key extract query made by 7.

Challenge: % receives the target identity id = (Gl, cee i/c\i@) and two messages My and M7 from

U — — U
o/ . It chooses 3 «— {0,1}. To encrypt Mg, % chooses ctag,...,ctag, «— Z,, and computes the
ciphertext elements as follows.

Co=Mg-e(sPy,P)?,
Cl = Sfl, CQ = (CLS + /L)Pl, Cg = —yv(sPl) - y;(as + ,u)Pl + yw(spl),
Ej = (idjyg, + ctag;yw + yu,; ) (sP1) for 1<j </

%, returns C = (Cop,C1,Co,Cs, (Ej,ﬁa\gj)?zl) to .
If ;o = 0 then the challenge ciphertext is normal; otherwise C is semi-functional.

Note that, to check whether C is semi-functional or not, 4, itself could try to decrypt it with
a semi-functional key for id. However since aP, is not known to %1, it cannot create such a key.

Phase 2: As in first phase, #; returns a normal key for every query.
Guess: The adversary returns its guess 3’ to %;.

If 3 =7, then %) returns 1 and otherwise returns 0. We have,

U
|Pr[Xyeat] - Pr[Xo] = | P[5 = #1 = 0] = Pr[ 8 = #s <= 2,
= |Pr[ % returns 1|p = 0] = Pr[%) returns 1|u 2 Z,]|
= AdvgPH ()

< €ppH1

Lemma 5.7.2. |Pr[X;_1] - Pr[X%]| € ¢4 - €pphoy-

Proof. Let (Py,dPy,dzPy, zx1 Py, Py, dPo, 21 Py, 29 Ps, (x122 + ) P2) be the instance of DDH2v that
P9 receives.

Setup: %5 chooses random elements a, a, (A}, v;, Yq;» Yu; )?:1, Yy Yw Ll Z,, and sets the parameters
as follows. P, = P, Py, = Py, QQ,]‘ = —/\j(dPQ) + yquQ, UQJ' = _Vj(dPQ) + yujPQ for 1 < j < h,
Wy =dPy + yy P, Vo = —a(x1P) and V3 = 21 Py +y, P setting 7 = ay,, using which one can compute
7P = ay,P;. The public parameters Qi.1,...,Q1.n W1,Ui1,...,Ur can be computed since %
has dP;. The remaining parameters required to provide PP to & are computed using a, o and
other elements of the problem instance.

Phases 1 and 2: We first describe how create, delegate and reveal queries are handled. The
simulator %, chooses 0 € {1,2,...,q4} at random and guesses that the k-th key revealed will be
the 0-th key either created directly or by delegation. It then creates a counter j for the number of
create/delegate queries and initializes it to zero. Recall that S denotes the set of created keys. %y
now considers two cases.
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Case j3# 60 : 1If this is a create query for an identity id of depth ¢ then s chooses tags

ktagy, ..., ktag, 2 Z,, and associates them along with id to the j-th member of the set
S. Otherwise, if this is a delegate query with inputs id of depth £ -1 and an identity idy,

U
then the simulator chooses one new tag ktag, «— Z,,. The other £ -1 tags ktag,...,ktag,_;
are copied from the key we are delegating from. All these tags are associated with the j-th
element of S.

Case y=0 : If this is a create query for an identity id = (idy,...,idy) of depth ¢ then %, chooses

tags ktagy,...,ktag,_; L Z,, sets ktag, = Agidg + v and associates these tags along with id
to the j-th member of the set S. Otherwise, if this is a delegate query with inputs id of
depth £—-1 and an identity idy, then the simulator sets ktag, = A\gidg + vp. The other -1 tags
ktag,,...,ktag,_; are copied from the key we are delegating from. %, associates these tags
with the j-th element of S.

Each element of the set S is now associated with tag values but not a key. This is sufficient
since the only elements that are not re-randomized during delegation are the tags. So the keys
can be constructed just before revealing. Now consider the -th reveal query for 2 € {1,...,qr} and
suppose that this query is for the j-th key to be revealed. For : > k the simulator has to create a
normal key and does so using the master secret and the tag values stored in the j-th element of
S. For 1 < k, %> creates a semi-functional key by first creating a normal key using the tag values
stored in the j-th element of S and then modifies it using its knowledge of aPs.

Now consider the case when ¢ = k. If jy # k then the simulator aborts and makes a random guess
of the distribution of 7. Otherwise, using the master secret, it generates a normal key SK{; for the
identity id = (idy,...,ids) with components K7, K3, (Kéd-,D;« )§=1 and tag values already assigned.
We know that ktag, = \sidg + 1. Let 7{,...,7; be the randomisers used with 7' = 7] + - +71),. %o
then chooses v € Z,, at random, sets

Ky = Ky - a(z132 +7) Pa, Ko = Kj + (2122 +7) Py + y, (22P2),
K3 :K?;,j, D; :D;» for1<j<f-1,
K3,Z = K:,;’g + 29 Ps,

Dy = Dy + (yq,ide + ywktag, + yu, ) (22 P2),

thus implicitly setting 7y = rj + z2 and 7 = r’ + xp. It returns the key SKjq consisting of
Ki,K9,K31,...,K30,D1,...,Dy,ktagy,... ktag, to o/. The choice of ktag, = A\jid; + v allows
Py to create Dy. If Zy = x1x9P5 then the key for id will be normal and otherwise it will be semi-
functional with v = ¢ where Zs = (x122 + ¢) P». Note that a semi-functional ciphertext for id with
any value of ctag, cannot be generated without the knowledge of dxqzP; which is neither available
from the assumption nor can be computed by Hy. This rules out the obvious way of checking
whether the key for idy is semi-functional or not.

Challenge: %> receives two messages My, M1 and a challenge identity id = (i/c\il, cee ng) during
the challenge phase. It chooses (8 Ll {0,1}, generates a normal ciphertext with randomisers

U — =5 . .
5" — Z, and ctag; = Ajid; + v; for 1 < j <£. Observe that the tags are chosen this way to be able
to create the ciphertext elements E7i,..., Ep. The simulator then changes the ciphertext elements
as follows.
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Co=Cf-e(zx1P1, P2)?,
Ci=C{+xzP1, Cy=Ch+a(zz1P) +dzPy, Cs = Ck —ayl (zx1P1) + yw(zz1P1) — y,(dzPy),
Ej = Ej + (yq,idj + Ctagyu + yu;) (221 P1) for 1< j <4,

setting s = s’ + zz1 and p = dz.

If & wins i.e., 8 =f', then %5 returns 1 and otherwise returns 0. When 7 # k then the guess
is random and the probability that o/ wins is 1/2. So we need only consider the event j = k which
happens with probability 1/q4. We therefore have,

U
| Pr[Xp—1] = Pr[Xy]| = |Pr[B = B’y = 0] = Pr[8 = B'ly «— Z,]|
= |Pr[%, returns 1|y = 0] - Pr[%, returns 1|y 2 Z,]|
= Advg "% (%)

< EDLin2

Lemma 5.7.3. |Pr[X,,] - Pr[ X ina]l| < €pson-

Proof. %5 receives (Py,xPy,aPy,sP, Py, xPo,aPs, sPs,e( Py, Py)***°) as an instance of the DBDH
problem.

U
Setup: Sample b, Yo, Yps Ygrs - - - » Ygp s Yws Yurs - - - » Yuy, <— Z,,, $s3 sets the parameters as
Py =Py, Py = Py,aP = aPy, Vo =y, P2, V3 =y, Po, TP =y, Pi +y, (aPr)

Q1) =Yg, PL. W1 = yuP1,Urj = yu, P1 for 1 < j < h,e(Py, P2)* = e(zPy,aP)

implicitly setting a = a, @ = xa and 7 = y, + ay,,. The remaining parameters can be computed easily.
HB3 returns PP to .

Phases 1 and 2: When & asks for the secret key for an identity vector id = (idy,...,idy), %3
chooses at random r1,. .., 7y, ktagy, ..., ktagy, 7' € Z, with r = rq +---+r, implicitly setting 7' = z~~.
It then computes a semi-functional key for id as follows.

Kl = VI(GPQ) +7”VY2 = .TCLPQ —Gf)/PQ +7“V2 = OCPQ +r‘/2 —G’YPQ,
K2 :T“/2,_,Y/P2 :’I“‘/v2,+l‘P2+’yP2 :TV2,+’)/P2,
K3 =1jP, Dj =1;(id;Q2,; + ktag;Wa + Uy ) for 1 <j < (.

Observe that %5 does not know « and hence cannot create a normal key.

Challenge: %5 receives the challenge identity id = (idy,...,id;) and two messages My and M
from o/, It chooses 3 € {0,1} and ctagy,...,cCtag,, u',t € Z, at random and generates a semi-
functional challenge ciphertext as follows. Here %3 implicitly sets p' = p + as.

C() = MB : e(P17P2)xas+c7

Cl = SP1,CQ = MIPl = asP1 + /LPl,

Cs = —yy (/.\spl) —p'ys P1 +yu(sPy) = —yysP1 — asy, Py — py, Py + sWy = —7sPy — uV{ + sWh,
Ej = (y¢;1d; + ywCtag; + yu,; ) (sP1) for 1<j <2
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The challenge ciphertext C = (Co,C1,Co,C3,En, ..., Ey ctagy,. .., Ctagy) is returned to 7. If c=0

- . . . . . U -5 . .
then C will be a semi-functional encryption of Mg; otherwise ¢ «— Z,, and C semi-functionally
encrypts Me(Py, P»)¢ which is a random element of Grp.

%3 returns 1 if 8 = 8’; otherwise it returns 0. Hence,

|Pr[X,] — Pr[X tina]| = | Pr[«/ wins in Gg] — Pr[.«/ wins in Gfipna]|
=|Pr[B=p"in Gy] -Pr[3=p"in G finat ]|
= |Pt[=B'le=0]=Pr[B = flc <~ Z,]|
= Advg®PH(%3)

< EpBpH

5.8 Broadcast Encryption

This section discusses Scheme BE6 and its security. Refer to Definition 2.1.3 in Section 2.1.3 for a
definition of broadcast encryption and Section 2.2.2 for a description of the corresponding security
model.

5.8.1 Construction

BE6.Setup(k,n): A Type-3 pairing G = (p,G1,Go, G, e, F1, Fy) is generated based on the security
parameter k. Let n be the total number of users and N = [1,n]. Generators P Z G; and

P Ll Gg are chosen. Also choose Q1,1,...Q1,n, W1 Ll Gi and Q2,1,...,Q2n, Wa <— G2 such that
dlogp, (Q1,1,---,Q1n, W1) =dlogp, (Q2.1,...,Q2n, W2). Let a,a,v,v" be uniform random elements
of Z,. Set Va =vPy, Vy = v'Py and 7 = v+ av’ so that 7Py = Vo + V.

PK : (P1,aP,7P1,Qu1,...,Qin, Wi,e(Pr1, P2)%).
SK : (P27aP27Vv23V2,7Q2,17'--aQQ,naW2)-

BE6.Encrypt(PK,S ¢ N,M): Choose random s from Z,; ciphertext C for the set S is
(Cop, C1,Co,C3, E) where the elements are defined as follows.

Co=M-e(Pr,P)*,
Cy=sP, Cy=asPy, C3=-1sP, +sW, E = S(Zies Ql,i)'

BE6.KeyGen(SK,j € N): Choose random r from Z,; SKj is (K1, K2, K3,D,V;+;D;) where the
elements are defined as follows.

Ki=aPy+1Va, Ko =1V, Kg=1P,
D =7(Qz;+Wa), Di =rQq; for i e N and i # j.
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BE6.Decrypt(C,S,SK;): Decryption works only if j € S. Unmask the message as

Co
- 6(01,K1 -D- Zzgs Di)@(CQ,KQ)e(Cg + E,Kg) '
1#]

5.8.2 Security Proof

The semi-functional ciphertexts and keys for the BE are defined as follows.

BE6.SFEncrypt(PP, MSK,C'): Let C' = (C{, C1,CY,C4, E) be a ciphertext normally generated by
the Encrypt algorithm for message M and subset S € N of users. Let V{ be an element of G; such

U
that V{ ~ V5. Choose y «— Z,,. The semi-functional ciphertext generation algorithm will modify
the normal ciphertext as: Cy = Cjj, C1 =C], E = E" and

CQ = Cé + MPI, 03 = Cé - ,LLVII.

BE6.SFKeyGen(PP, MSK,SK}): Let SK} = (K, K3, K3, D', (D;)ics,i+j) be a secret key normally
generated by the KeyGen algorithm for user j. The semi-functional key generation algorithm will

choose v 2 Z,, and modify the normal key as K3 = K3, D = D', D; = D; for all i # j and
K1 = K{ - a’)/Pz, KQ = Ké +")/P2.

Theorem 5.8.1. If (eppui,t1)-DDHL, (eppuay,t2)-DDH2v and (epgpu,ts)-DBDH assumptions
hold in Gy, Gy and Gr respectively, then BE6 is (e,t,q)-IND-B-CPA-secure where € < eppuy +
qn - Eppuae + Epeon, t1 =t + O0(gqnp), ta =t +O(qnp) and t3 =t + O(qnp). p is the mazimum time
required for one scalar multiplication in G1 and Go.

Proof. The proof is organised as a sequence of games. G,., denotes the real BE security game
ind-be-cpa as defined in Section 2.2.2. Gq is similar to G,.q; except that the ciphertext encrypted to
the challenge set is semi-functional. Suppose that the adversary queries for private keys of g users.
In G, for 1 <k < g, the private keys returned for the first k£ queries are semi-functional and the rest
are normal. Gy;nq is just like G, except that the challenge ciphertext is an encryption of a random
message. Clearly, Pr[Xinqa] = 1/2. Let X5 denote the event that &/ wins in Gp.

Using lemmas 5.8.1, 5.8.2 and 5.8.3, we have for any polynomial time attacker o7,

ind-be-cpa 1
Adv Vare P (JZ{) = |Pr[X7‘eal] - §|
= |Pr[Xreal] -Pr [Xfinal”

q
< | Pr[Xyear] — Pr[Xo]| Z (| Pr[Xp-1] - Pr[Xi]]) + | Pr[X,] = Pr[X fina]|

< €ppu1 T qN * €ppH2yv T €pBDH

Lemma 5.8.1. |Pr[X,cq] - Pr[Xo]| < eppu:-
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Proof. The algorithm % receives (Py, sPy,aPy, P2, (as+u)P;) as an instance of DDH1. We describe
how it will simulate each phase in the security game.

U
Setup: %) chooses random elements o, Yy, Yus Ygrs - - - s Ygn s Yw <— Z, and sets the parameters as
follows.
Py =P,aPy = aPy,Qu; =Yg, P forie[1,n], Wi =y, Py
P2:P27‘/2 :y’UP2aV2,:y1,1P2'
This implicitly sets 7 = y,, + ay,,. Using this, the element 7P; can be computed as y, P + y, (aPy).
The simulator computes the remaining parameters using « and gives the public key PK to <.

Key Extraction Phases 1 and 2: . issues a number of private key queries adaptively. For
every query, #; returns a normal key computed using SK.

Challenge: 2 receives the challenge set S and two messages My and M; from 7. It chooses

B 2 {0,1} and computes the ciphertext elements as follows.
C() = MB . 6(SP1, Pg)a,

Cy=sPy, Cy=(as+p)Pi, C3=-y,(sPy) —y,(as+ pu) Py + yuw(sP1),
E = (e Ya:) (sP1).-

%, returns C = (Co,C1,C5,C3,F) to o. If =0 then the C is normal; otherwise u e Z,, and it
is straightforward to verify that C is semi-functional.

Note that, to check whether C is semi-functional or not, %, itself could try to decrypt it with
a semi-functional key for some user ¢ € S. However since no encoding of a in G is known to 4y, it
cannot create such a key.

Guess: The adversary returns its guess 3’ to %;.

% returns 1 if B = 8" and otherwise returns 0.

| Pr[ X, ear] = Pr[Xo]| = | Pr[« wins in G,eq] — Pr[/ wins in Go]|
=|Pr[B =B in Gpeq] - Pr[B =" in Go]|
= [Px[8 = #]ju = 0] = Pr[B = §'u < 2,
= AdvgPH (%)

< €ppH1

Lemma 5.8.2. |Pr[ X 1] - Pr[Xi]| < n-eppuay-

Proof. Let (Py,dPy,dzPy, zx1 Py, Py, dPs,x1 Py, 9Py, (x122 + ) P2) be the instance of DDH2v that
Ay receives.

Setup: %, chooses random elements a, &, Y., Vg, - - - » Ygn > Yuw 2 Z, and sets the parameters as
follows. %y guesses a value j' € [1,n]. Py = P;,Py= P, Q2 jr = —dP, +yqj,P2, Q2,i =Yg, P> for i # j',
Wy =dPsy +yyPa, Va = —a(x1Py) and V3 = 21 Py +y, P setting 7 = ay,, using which one can compute
7P, = ay,P;. The public parameters Q1,1,...,Q1,, W1 can be computed since %, has dP;. The
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remaining parameters required to provide PK to &/ are computed using a, a and other elements
of the problem instance.

Private Key Query Phases 1 and 2: The queries before the k-th query are answered with
a semi-functional key and for those after k-th query, normal keys are returned. Suppose that the
k-th query is for the private key of user j.

When j # 5/, the simulator %5 returns a normal key to &/ and randomly guesses whether v = 0
or not. In such a case, the adversary has zero advantage in distinguishing between the games. Also
P> has zero advantage in solving the DDH2v problem.

Next we consider the case j = j/ which happens with probability at least 1/n. For the k-th query
(for user j) a normal key SK; with elements K, K3, K3, D, V;.;D; is generated using randomiser

r! Ll Z,, and then modified as:

Kl = K{ - a(l,‘lSCQ + ’7)P2, K2 = Ké + (331.’E2 +’)/)P2 + y;($2P2)7 Kg = Ké + CCQPQ,
D = D"+ (yg; + yuw)(22P2), Di = D] + yg,(x2P) for all i # j.

Since j = j/,

D=D"+ (Yg; + Yw) (T2 P2)
=7"(Q2,5 + Wa) + 22(Yg; + Yuw) Po
= r’(—dPg + Y, P2 + APy + yy Po) + 1‘2(yqj + Yuw ) P
=(r'+ x2)(yqj + Y ) Po
=(r' +x2)(~d + Yg; + A+ Yu) P
= (r' + 22)(Q2,j + Wa).

This implicitly sets r = ' + zo. If 4 = 0 then the key SK; will be normal and otherwise it will be
semi-functional with + coming from the instance. Note that a semi-functional ciphertext for any
set containing user j cannot be generated without V' and thus the obvious way of checking whether
SK; is semi-functional or not is ruled out.

. = U
Challenge: %, receives two messages My, M7 and a challenge set S. It chooses 8 «— {0,1},

. . . . U
generates a normal ciphertext with elements C{j, C1, C5, C%, E" generated using the randomiser s’ «—
Z,, and changes the ciphertext elements as follows.

C() = C(/) . 6(2331]31, Pg)a,
Ci=C{+xzP1, Cy = Cy+a(zz P1) +dzPy, Cs = C5 — ay,(zx1P1) + yw(zz1P1) — y,(dzP1),
E=FE"+(X;.5Yq)(zx1P1),

setting s = s’ + zzy and p = dz. It is easy to check that Cj3 is well-formed.
Let abort denote the event that % aborts the game. Also, let Y,¢q and Y;.4,q denote the events

U :
that %2 returns 1 when v =0 and v <— Z,, respectively. Note that %5 returns a randomly chosen
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bit in the event that it aborts the game. We now have

AdVgDDHQV(%Q) = |Pr[}/7’eal] - Pr[Yrand:”
= | Pr[Y,eqi|abort] Pr[abort] + Pr[Y;eq|abort] Pr[abort]
— Pr[Y,qnalabort] Pr[abort] — Pr[Y;4nq4labort] Pr[abort]|

- ‘% (1 - %) +Pr[X;_q] (%) - % (1 - %) ~PrlXd (%)

1
= Pr[X ] - P,

from which the lemma follows. OJ

Lemma 5.8.3. |Pr[X,] - Pr[Xtinal| < €npon-

Proof. s receives (Py,xPy,aPy,sPy, Py,x Py, aPy, sPa,e( Py, Py)*°) as an instance of the DBDH
problem.

Setup: With b, Yy, Y0, Yg15 - - - » Ygn» Y chosen at random from Z,,, $Bs3 sets the parameters as

Py =P, Py=Py,aP =aPy,Vo =y, P2, Vy =y, P2, TP1 =y, P, +y,,(aP)

Q11 =Y P,y Qin =Yg P, Wi = yu Pr,e(Pr, Po)" = e(z Py, aPy)

implicitly setting a = a, @ = za and 7 = y, + ay,,. The remaining parameters can be computed easily.
PBs returns PP to .

Private Key Query Phases 1 and 2: When & asks for the secret key for user j, %#s chooses
r,y — Z,, implicitly setting ~"=x —~. It then computes a semi-functional key for j as follows.

Ky =~"(aPy) +rVa=xaPy —ayPy + Vo = aPy + Vo — ay Py,
Ky=rVy—~'"Py=rV]+axPy+yPy =1Vy + Py,
Kg = TPQ, D= T(Qg’j + WQ), Dz = TQQJ for 7 # ]

Observe that %3 does not know « and hence cannot create a normal key.

Challenge: %5 receives the challenge set S and two messages My and M, from 7. It pick

B Z {0,1} and 4/ Z Z,, and generates a semi-functional challenge ciphertext as follows. Here
%5 implicitly sets p’ =+ as.

Co=Mjs- 7,

Cy=5P,Cy =i/ Py =asP + uPy,

C3 = —yu(sP1) = p'yy P1 + ywsP1 = —yusP1 — asy, Py — py, Py + ywsPy = —=7sPy — pV{ + sW1,
E=(X;5Yq:)(sP1).

The challenge ciphertext C = (Cy,C1,Ca, Cs, E, ctag) is returned to «7. If ¢ = 0 then C will be a
semi-functional encryption of Mg to S; otherwise C semi-functionally encrypts a random message
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given by Mg -e(Py, P>)°. We now have,

| Pr[Xg] = Pr[Xina]l = [Pr[B = 8 in Gg] - Pr[8 = 8" in Ginall|

= [Pr[8=B'lc=0] - Pr[f = Bc <= Z,]|
= AdvgPPH (%)

< €pBDH
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Chapter 6

Constant-Size Ciphertext HIBE

In this section we present three new HIBE schemes that can be implemented using Type-3 pairings
— LW-AHIBE, IR-AHIBE and JR-HIBE — all achieving constant-sized ciphertexts. The first two are
anonymous and the last one is non-anonymous. LW-AHIBE is obtained via a non-trivial extension
of Lewko-Waters Type-3 pairing based IBE scheme [114]. JR-AHIBE and JR-HIBE are constructed
from the IBE scheme of Jutla and Roy [103]. The literature already contains several different HIBE
schemes. So, the question arises as to why new ones are needed? We argue below that previous
direct constructions of HIBE schemes had one or more drawbacks related to either efficiency or
security. At the time they were proposed, our schemes could overcome most of these issues. Further,
IR-AHIBE and JR-HIBE are candidates of choice for any practical deployment.

The discussion in Section 1.2 suggests that from an efficiency point of view, HIBE schemes
with constant-size ciphertexts that can be instantiated with Type-3 pairings would offer the best
performances.

The first construction for CC-HIBE was given by Boneh, Boyen and Goh [24]. While the
scheme itself is quite elegant, its proof of security was in a very restricted attack model, the so-
called selective-identity model. This work introduced a way to hash identity vectors into the pairing
groups. We refer to this as the BBG-hash. Almost all known CC-HIBE schemes that appeared
later have either used this technique or a variant [49, 50, 114, 144, 63, 129, 108, 54]. Since we
are interested in CC-HIBE, we do not consider the line of work [86, 22, 157, 47, 158, 136] where
the length of the ciphertext depends on the length of the identity tuple. Another method for
obtaining constant-size ciphertext HIBE is to specialise constructions of hierarchical inner product
encryption. The resulting schemes are not efficient. We comment on this later.

The first construction of anonymous HIBE without random oracles was given by [36] with
security in the selective-id model. Later constructions by [144, 63] could achieve security in the
adaptive-id setting but were based on composite-order pairings. Two other constructions [70, 129]
used asymmetric pairings but with security in the selective-id model.
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6.1 Possible Approaches to the Construction of HIBE Schemes.

Scheme LW-AHIBE was one of the first HIBE schemes to achieve most of the nice provable properties
except for standard assumptions. Among the known CC-HIBE schemes, JR-AHIBE and JR-HIBE
are the most suitable ones for practical deployment.

Extension from IBE. It is quite natural that the construction of a HIBE scheme will be based
on an IBE scheme. Below we list other candidate IBE schemes and discuss why their extensions to
HIBE schemes do not achieve the same security and efficiency as our constructions.

To start with, it is desirable to avoid a security degradation which is exponential in the depth
of the HIBE. In the current state of the art, this means that one has to follow the dual-system
approach. So, any attempt to construct a CC-HIBE should start with an IBE which has been proved
secure using the dual-system technique. In the dual-system proof technique for both IBE and HIBE,
ciphertext and key in the scheme itself are called normal. As part of the proof, alternate forms of
ciphertext and key are defined. These are called semi-functional. In the proof, these are simulated
using instances of some hard problem and the argument proceeds by showing that an adversary’s
ability to distinguish between normal and semi-functional components can be translated into an
algorithm to solve the problem. During simulation, it is essential to ensure that all ciphertexts
and keys given to the attacker including the semi-functional components (possibly generated using
elements from the problem instance) have proper distributions i.e., as in the real construction. This
requirement creates the main hurdle in extending the known IBE schemes with dual system proofs
to CC-HIBE while retaining the security properties. We discuss this problem below in detail.

The IBE constructions of Waters [158] and its variants [136] do not have a structure that is
suitable for extension to CC-HIBE. This is because both the ciphertext and keys have associated
tags that are public and play a crucial role in dual system arguments. It is precisely these tags
that cause the problem in extending these IBEs to CC-HIBEs. While extending to a CC-HIBE,
sufficient information should be provided in either the public parameters or the keys to support
rerandomisation during key delegation. The tags either cannot be rerandomised or the elements
needed to enable their rerandomisation, when given out, lead to insecure schemes.

Lewko and Waters [114] presented a new variant of dual system technique by shifting the role
of tags into the semi-functional components. This enabled them to obtain a CC-HIBE scheme over
composite order pairing groups. They converted the IBE version of the scheme to the prime-order
asymmetric pairing setting (referred to as LW-IBE) but not the HIBE scheme. Security of both
their IBE schemes (for composite-order pairings as well as for Type-3 pairings) are based on static
but non-standard assumptions.

Our first construction LW-AHIBE is obtained by extending LW-IBE. LW-2HIBE is anonymous
and achieves security under static assumptions. The only drawback is that the assumptions are non-
standard. A parallel work by [108] independently obtained a CC-HIBE scheme from Lewko-Waters’
IBE in prime-order groups but with security based on different yet non-standard assumptions.

Another IBE scheme following the dual-system approach is due to Chen et al. [52]. This
work uses dual pairing vector spaces (DPVSs) [119, 120]. These are algebraic structures that have
properties found in composite order groups such as cancelling and parameter-hiding which are
useful for dual system arguments [111]. The Chen et al. IBE can be seen as a translation of Lewko-
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Waters’ composite-order pairing-based IBE [114] to the setting of asymmetric pairing using DPVS.
It is then natural to ask whether the Lewko-Waters composite-order CC-HIBE can be similarly
translated using the DPVS-approach to a CC-HIBE. Unfortunately, such a transformation does
not yield a CC-HIBE. This is due to the fact that for the proof to work, the dimension of the
vector spaces becomes proportional to the HIBE depth. Since ciphertexts contain vectors from
such spaces, the constant-size feature cannot be attained.

Our next two HIBE constructions are obtained by extending the IBE scheme of Jutla and
Roy [103] (JR-IBE). This IBE is one of the most efficient schemes within the dual system framework
achieving security under the standard SXDH assumption.

Chen and Wee [53] introduced new techniques for parameter-hiding in DPVS-based construc-
tions proposed a new CC-HIBE scheme based on these techniques in the full version [55]. How-
ever, our approach is different from that of [55]. Moreover, we provide both an anonymous HIBE
scheme (JR-AHIBE) and a non-anonymous HIBE scheme (JR-HIBE), whereas [55] provides only a
non-anonymous HIBE scheme; and third, compared to the non-anonymous HIBE scheme in [55],
JR-HIBE has smaller ciphertexts and more efficient encryption and decryption algorithms.

Hierarchical Inner-Production Encryption. HIBE schemes can also be seen as special cases
of hierarchical inner product encryption (HIPE) schemes. HIBE schemes obtained from two con-
structions of HIPE schemes by Okamoto and Takashima [122, 124] are comparable to our schemes
in terms of provable properties. The scheme in [122] is not anonymous but achieves constant-size
ciphertexts. The construction in [124] achieves anonymity and prefix decryption but not constant-
size ciphertexts. Note that none of the two HIBE schemes achieve all three properties (anonymity,
constant-size ciphertexts and prefix decryption) at the same time. Both schemes are based on dual
pairing vector spaces over symmetric pairing groups and are shown to be secure under decisional
linear (DLin) assumptions. Although constructions based on DPVSs can be extended to more so-
phisticated primitives such as attribute-based encryption, a drawback of using this approach is that
the ciphertext size depends on the dimension of some DPVS (chosen during system setup). This
restricts us from making any further optimisations on the size of the ciphertexts by “transferring”
some structure to the keys. Another drawback is as follows. Since the HIBE is an instantiation
of (zero) inner-product encryption, the length of the (attribute-)vector consisting of the identity
has to be twice the maximum depth (h) of the hierarchy to enable cancellation. Moreover, to
accommodate a dual system proof, the dimension of the vector space needs to be at least twice
this length i.e., 4h. This will result in larger keys. Needless to say, we may hope to obtain more
efficient HIBE schemes through direct constructions.

Predicate Encryption. As mentioned in Section 3.3, recent works by Wee [161] and Attra-
padung [8] provide generic constructions of predicate encryption schemes achieving full security
via dual system techniques. Many primitives such as IBE, spatial encryption and inner product
encryption can be viewed as specific cases of predicate encryption. In particular, a HIBE scheme
is a PE scheme defined by the equality predicate over hierarchical identities. Here, the attributes
associated with the ciphertexts and keys are nothing but the hierarchical identities. Both the works
use composite order groups for their construction. In principle it should be possible to obtain HIBE
schemes in Type-3 setting from these works. Doing this would require specialising a PE scheme to a
HIBE scheme and also converting from composite-order setting to the prime-order setting possibly
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by using the tools from [111, 52]. It is not clear though that the resulting HIBE schemes will have
efficiencies comparable to that of LW-AHIBE, IR-AHIBE or JR-HIBE. We believe that HIBE is an
important enough primitive to warrant research on obtaining direct and efficient constructions of
such schemes.

6.2 Anonymous HIBE from LW-IBE

The starting point of our work are the IBE schemes in [114]. Two IBE schemes are given in [114]
where the first one is in the setting of composite order groups and the second one is in the Type-3
setting. The IBE in the composite order setting is not anonymous (shown in [63]) due to the
following reason — the identity-hash in both the ciphertext and key live in the same subgroup;
moreover, elements used to create the hash are public thus providing a test for the recipient identity
for any ciphertext. On the other hand, the Type-3 variant, which we refer to as “LW-IBE”, is
anonymous. This is because ciphertexts live in Gy, keys in Gy and the elements required to create
the hash in Gy are kept secret. Hence there would be no way to test whether a given ciphertext
is encrypted to a particular identity or not. However, there has been no proof of anonymity in
any follow-up work. The first contribution of the current work is to show that the LW-IBE is
anonymous. Two static (though non-standard) computational assumptions (which we denote as
LW1 and LW2) along with decision bilinear Diffie-Hellman (DBDH) assumption are used in [114]
to show the security of LW-IBE. For proving anonymity, we need to introduce a new computational
assumption, called Al, which is again static, but, non-standard.

The second contribution of this paper is to extend the LW-IBE to a constant-size ciphertext
HIBE. At a very basic level, the idea for obtaining constant-size ciphertexts is to use the identity
hashing technique suggested in [24] over existing IBE schemes. We will refer to this as BBG-hash
or BBG-extension. We do not take the path of converting the composite-order pairing based HIBE
of [114]. Techniques for such conversions have been proposed by Freeman [73] and Lewko [111].
The latter uses dual pairing vector spaces (DPVSs) constructed over pairing groups to simulate
features of composite order pairings. But it seems hard to retain the constant size of ciphertexts
using these conversion techniques. Instead, we start with LW-IBE and extend it to a CC-HIBE
by plugging in the BBG-hash. One complication in doing so arises. In the dual-system technique,
two kinds of ciphertexts and keys are defined — normal and semi-functional. Semi-functional
components are required only for proving security and are generated using some secret elements
during simulation. The main elements of a dual system proof would be appropriately defining semi-
functional components and generating them using a problem instance in the reduction ensuring
correct distribution of all elements provided to the attacker. Extending the decryption key of LW-
IBE to the decryption key of a HIBE in a straightforward manner does not retain the structure
required for a dual-system proof. Our way of tackling this is to add additional components to the
decryption key. On the face of it, this complicates the key generation and delegation mechanisms.
However, somewhat counter-intuitively, adding this extra level of complication allows the security
reductions to go through.

An offshoot of the extension is that the scheme becomes anonymous. This is because in LW-
IBE, the semi-functional space (for both ciphertexts and keys) is created using some secret elements
(part of the master secret). The same elements are implicitly used in creating ciphertexts and keys.
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In case of a direct extension to HIBE, all these elements may have to be revealed in the public
parameters to facilitate re-randomisation during delegation of keys. This makes the scheme non-
anonymous but at the same time affects dual system arguments for which keeping the elements
secret is essential. The way out is to make the scheme anonymous. We also provide a proof of
anonymity based on a static assumption.

The computational assumptions required to obtain CPA-security are those used in [114] along
with the new assumption required to show that the LW-IBE is anonymous. The last assumption
is used to prove the anonymity of the HIBE scheme.

6.2.1 Lewko-Waters IBE and its Security

This section reviews the asymmetric pairing-based IBE construction of Lewko-Waters [114]. The
description in [114] consists of the usual ciphertexts and keys as well as the so-called semi-functional
ciphertexts and keys. We use a compact notation to denote normal and semi-functional ciphertexts
and keys. The group elements shown in curly brackets { } are the semi-functional components. To
get the scheme itself, these components should be ignored.

Let G = (p,G1,Go,Gp, e, P, Py) be an asymmetric pairing. Pick Qq,U; L G1 and Q2,Us € Go
be such that dlogp,(Q2,U2) = dlogp, (Q1,U1). Choose Fy < G5, a,v,v’ < Z, and define V3 =
vFy, VY = v'Fy. Let 7 = v+ av’ so that 7Fy = Va + aVy. Identities are elements of Z,. The public
parameters and master secret are given by

PP : (P,aP,7P1,Q1,aQ1,7Q1,Ur,aUy, 7Ur, (P, P2)Y)
MSIC (aPQ,PQ,‘/va217Q27U27F2)‘

The randomisers for the ciphertext and key are s and w, r1, 9 respectively. These are elements
of Z,,. For the semi-functional components, y,0 and 7,7 are chosen at random from Z,,. Elements
V], F} € Gy are such that dlogp, (F1,V)) = dlogp, (F», V).

Ciphertext:
Co = M . B(Pl, P2)as
01,1 = S(idQl + Ul), 01’2 = as(idQ1 + Ul){+,u,JF1},
Ci3=-71s(idQq + Uy ){-poV}
02’1 = 8P1, 02,2 = asP1{+MF1}, 02’3 = —TSPl{—,uV{}

Kii=wPy+mVo{-avFs}, Kip=rVi{+yFa}, Kig=rlb
= OLPQ + w(ldQQ + U2) + erg{—ayﬂFg},
Koo =roVy{+ymFa}, Ko3=12F)

Lewko and Waters show that this scheme is adaptively secure without random oracles under
three non-standard but static assumptions — LW1, LW2 and DBDH-3. Since the elements @2, U>
are in the master secret there seems to be no way to check whether a given ciphertext is encrypted
to a particular identity or not. In other words, this scheme is anonymous. We provide a proof in
the ANO-IND-ID-CPA model (described in Section 2.2.1.3) which encompasses both CPA-security

Z
|
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and anonymity. For the proof of anonymity, a new static assumption named Al (defined in Sec-
tion 2.3.2.1) is introduced. A discussion is provided below.

6.2.2 Discussion on Assumption Al

We introduce assumption Al to show anonymity of Lewko-Waters’ IBE [114]
as well as our HIBE scheme LW-AHIBE described in Section 6.2.3. Given
(G, F1,zF1,dzF1,azF,adzFy,szFy, Fo, 2Fs, aFy, 2 Fy, (dz — ax)Fy), the task in Al is to de-
cide whether Z; = sdzF} or random. Note that the challenge is an element Z; € Gy. Suppose
we can successfully create e(Fy, Fp)**° (for some § such that §F; is given in the instance) using
elements in the instance, then the problem becomes easy to solve — just check for equality with
e(Z1,0Fy). 1If they are equal then Z; is real; otherwise Z; is random. Since s and d appear
in separate elements in Gy, the only possible way is to compute e(Z;,2F;) and compare it to
e((dz — ax)Fy,szFy) after cancelling out e(Fp, F»)***. But this extra term cannot be cancelled
since @ and x appear in separate elements of Go. So our assumption is meaningful and there does
not seem to be any way of efficiently solving Al.

The problem LW1 contains an embedded instance of DDH1. The elements sF; and ab®F) are
provided in the instance and it is required to determine whether Y; equals ab’sF; or Y; is random.
Similarly, LW2 contains an embedded instance of DDH2: the elements bF5 and cF5 are provided in
the instance and it is required to determine whether Y5 equals bcFs or Ys is random. As a result,
an algorithm to solve DDH1 (resp. LW1) implies an algorithm to solve LW1 (resp. LW2) so that
we can say that LW1 (resp. LW2) is no harder than DDH1 (resp. DDH2). The other direction,
however, is not clear and it is due to this reason that the assumptions are considered non-standard.

Similar to the above, the problem Al contains an embedded instance of DDH1. If P, = zF,
Py = zF,, then the elements Py,dP;,sPy,Z, P> (present in the Al-instance) will form a proper
DDHI1 instance where it is required to determine whether Z; = sdP; = sdzF| or not. Hence a
DDHI1 solver can be used to solve Al. On the other hand, the converse is not known to hold.

Theorem 6.2.1. If the (epwi,t')-LW1, (epws,t')-LW2, (epgpu.s,t’)-DBDH-3 and (e4,,t")-Al as-
sumptions hold, then LW-IBE is (e,t,q)-ANO-IND-ID-CPA secure where

€ < €rwi1 T @€Lw2 t €pBDH-3 T €A1

and t =t = O(gqp), where p is an upper bound on the time required for one scalar multiplication in

G1 or Go.

Proof. Let o/ be any t-time adversary against LW-IBE in the ano-ind-cpa. The proof follows a
hybrid argument over a sequence of ¢ +4 games — Gyeq1, Go, G1, . . ., Gg, Gar-rand, Gfinal — between o7
and a simulator %4, where the games are defined as follows.

® G,eqr: the real security game ano-ind-cpa.
e Gy: challenge ciphertext is semi-functional.

e G; (1 <k <q): first k keys returned to the adversary are semi-functional and the rest are
normal.
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e Gp/rang: the challenge ciphertext encrypts a random message under one of the challenge
identities.

® Gyinq: both message and challenge identity are random in the challenge ciphertext.

Let Xy eat, Xiy XM-rand and Xyinq denote the events that the adversary wins in Gyeqr, Gy,
Ga-rand and Gyipq for 0 < k < g respectively. Note that, in Gpg,q, the challenge ciphertext
is an encryption of a random message under a random identity vector. Hence f is statistically
hidden from the adversary’s view implying that Pr[Xina] = 1/2. From [114], we know that
| P X, ear] - P{Xo]l < 2y | Pr[Xp1] = PrX4 ]| < e and | Pr{X] = PrXarrand]l < 2omoms-

We now show that Pr[ X/ rand] — Pr[Xfina] < €a:. Consider a simulator 4 playing the game
ano-ind-cpa with . At this stage all keys are semi-functional and the message encrypted in
the challenge ciphertext is random. Let (G, Fy, 2F1,dzFy,azFy,adzFy, szFy, Fa, zFy, aFy, xFy, (dz -
ax)Fs, Z1) be the instance of Al provided to B. Let Z1 = ¢- sdzF;. % has to determine whether

c=1lorc Z Z,. The game is simulated as follows.

Set-Up: Pick a,v,v",y,u 2 Z,, and set the parameters as

Pl = ZFl) ‘/2 = /UF27 ‘/2, = UIF27 Ql = y(dZFl)) U]. = U(dZFl),

aP) =azPy, aQ1 = y(adzFy), aUy = u(adzFy),
Similarly compute the elements 7Py, 7Q1 and 7U;. Compute e(Py, P2)* = e(2F1, 2F5)%. A returns
PP to /. P knows Py = zF» and a but not @5 and Us.
Key Extraction Phases 1 and 2: % picks w,ry, 2 /e 2 Z, and i 2 Z,. 1t then
computes the key for the k-th identity id; as follows.

K11 =w(zF) + Ve —vaFs, Kig =rVy +vFy, Ki3=r1F>
Koy = azFy + w(yidg +u)(dz — ax) Fy + raVa — y7' (alh),
K2,2 = rQVQI + w(y|dk + u)ng +")/7T,F27 K273 = TQFQ,

setting 7 = 7’ + v 'w(yid, + u)x. Since v lw(yidy, + u)z is additively randomised by 7', 7 has
the correct distribution in &’s view. % returns SKig, = ((K1,i, K2,)i-1,2,3) to /. The following
calculation shows that Ko 1 and K2 are well-formed.

The following calculation shows that K5 and K32 are well-formed.
K1 = azFs + w(yid; + u)(dz — ax) Fy + roVa — y7' (aFy)
= Py + w(yid; + u)(dz — ax) Fy + roVa — y(m — v tw(yid; + u)z) (aky)
= aPy + w(yid; + u)dzF — w(yid; + u)axFy + roVa — aym Fy + w(yid; + u) (ax Fy)
=aPy +w(id;Qq + Us) + roVo — aywFy
Kig = 7"2V2' +w(yid; + u)xFy + 1’ By
roVy +w(yid; + u)(xFy) +v(m — 7 w(yid; + u)z) Fy

roVy +w(yid; + u) (2 F) + yr By — w(yid; + u)xFy
= TQVQ’ + T F5.

Challenge: % receives two pairs of messages and identities (Mo, idg) and (M, id;) from o7, Tt

U U . . .
chooses 8 «— {0,1} and o', & <— Z,, at random and generates a semi-functional challenge ciphertext
as follows.
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Co L Gr

0171 = (yﬂg + ’U,)Zl, 01,2 = a’(yi/d\g + U)Zl + fFl,
C13=-v(yidg +u))Z1 —v'd (yids + u) Zy —v'EF,

Co = szF1, Cog =a'szFy, O3 =-v(szFh) —v'd (szF1),

where o' = a + ', p = p'sz and & = po. The challenge ciphertext C =
(Co,C1,1,C12,C13,C21,C22,C23) is returned to «/. The computations below illustrate that C
is a semi-functional encryption with o = ¢’ + cd(yidg + u).

Cia= a'(yﬁg +u)Z1+ER
= (a+ ') (yids +u)esdzFy + po’ Fy
= a(yidg + u)csdzFy + p'h(idg)csdzFy + po' Fy
= as(idgQ1 + Up) + (¢'s2) (cd(yidg +u)) Fy + po’ Fy
= as(idsQ1 + Ur) + p(cd(yidg +u)) Fy + po’ Fy
= as(idsQ1 + Up) + po Fy

Observe that C 1 = S(IdﬁQl +U7) = (c- (yidg +u))(sdzF1). If ¢ = 1, then o = ¢’ + d(yidg + u) and
Cis encrypted under ldg Otherwise, ¢ is random, causing (yld g+ u) and consequently the target
identity and o to be random quantities.

Guess: & returns its guess 3’ of 3.

If the algorithm % returns 1 when 8 = 8’ and 0 otherwise, it can solve the Al instance with
advantage

Advg'(2) = |Pr[B = 8'|Z1 is real] - Pr[8 = 8| Z1 is random]|
= | PT[XM-rand] - PT[Xfinal“'

Now, @7’s advantage in winning the game is given by

1

Pr[Xreal] - 5

= ‘Pr[Xreal] - Pr[Xfiml”

ano-ind-cpa
Adviy ipe () =

< |Pr[Xye] - Pr[Xo]] + kz (Pr[Xp1] - P

+ |Pr[Xq,1] - Pr[XM—rand” + |Pr[XM—rand] - Pr[Xfinal“

< €uwi T @€rwe2 + €pBpH-3 T €A1

6.2.3 Extension to the Hierarchical Setting

In this section, we present our HIBE scheme, LW-AHIBE, resulting from a BBG-type extension of
the LW IBE scheme. A straightforward BBG-type extension would lead to problems in adopting
the dual system methodology. We introduce some new elements to overcome this problem. The
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construction is based on a Type-3 prime-order pairing with group order p. Identities are variable
length tuples of elements from Z; with maximum length h.

The first step towards obtaining constant-size ciphertexts is to add elements (Q1,;) je[t,n]» Ut €
G1 to the public parameters. These are used to create the identity hash — for an identity id =
(idy,...,idp), the hash is given by ng id;Q1,; + Ur. This replaces the hash in LW-IBE without
affecting the number of elements in the ciphertext. To facilitate key extraction, the corresponding
elements in Gz also are provided. We introduce some notation here: the tuple (P1, (Q1,5) je[1,1], U1)
is denoted Q1 and let its Go counterpart be Q. Also present in the master secret of LW-IBE are
the elements Vs, Vy, F» that provide cancellation analogous to the composite order setting. In the
HIBE setting, these elements along with Qg, must be made public to assist in re-randomisation
during delegation. Once these are made public, nothing is kept secret except for a. This acts as a
stumbling block against a dual system proof. In a proof within the dual system framework, some
secret elements are needed to create the so-called semi-functional components that are central to
this proof methodology. In the composite order setting, this is achieved by keeping one subgroup
hidden from the attacker which essentially forms the semi-functional space. Similarly, schemes
based on dual pairing vector spaces have some vectors in the dual bases hidden that assist in
generating the semi-functional space. But the strategy for HIBE extension of LW-IBE chalked out
above, requires everything to be made public (except «/), which in turn limits our ability to define
a semi-functional space.

Our solution to this problem is to keep Q2 in the master secret. In a way, some elements of
the group Go are hidden and provide the basis for generating semi-functional components. To
support delegation, suitably randomised copies of the key components are provided in the key
itself. This technique was introduced by Boyen and Waters [36] to construct an anonymous HIBE
scheme. Va,Vy, Fy are public to help in re-randomisation during delegation; this ensures proper
distribution of the delegated key. Note that Qs contains precisely the elements required to check
whether a ciphertext is encrypted to a particular identity or not. A by-product of keeping this
tuple secret is anonymity. Thus our scheme is secure in the ANO-IND-ID-CPA security model (refer
to Section 2.2.1.3).

We now present the scheme LW-AHIBE. A discussion on the security of LW-AHIBE can be
found in Section 6.2.4.

Construction

LW-AHIBE.Setup(k): Let h denote the maximum depth of the HIBE. Choose random generators

Pl € Gl and P2 € GQ; elements Ql,la"')Ql,thl L Gl and Q271,...,Q27h,U2 € (GIQ such that
Q2 ~ Q1 for all 1 < j < h and Uy ~ U;. Let I € Gy be chosen at random and v,v’ be chosen
randomly from Z,. Set Va = vFy, Vi = v'Fy. Pick o, a at random from Z,. Set 7 = v +av’ so that
TFy = Vo +aVy.
7373 : (Pl, aPl, TPl, Ul, aUl,TUl, (Q1J7 aQLj, TQLj)je[l,h]v
VQ,VZI,FQ,G(Pl,PQ)a).
MSIC (CMPQ, PQ, Qg’l, ey Qgﬁ, UQ)

LW-2H1BE Encrypt(M, id = (id1, .., ids), PP): Choose s «— Z,. Let #(id) = id1Qy 1 +-+idsQ; o +
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U; for i = 1,2. The ciphertext is given by C = (Co, C1,1,C1,2,C1,3,C2.1,C2.2,C2 3) where the elements
are computed as follows.

C() =M x e(Pl,Pg)as,

0171 = S}ﬁ(id), 0172 = aS}li(id), 0173 = —Tsﬂ'[l(id)

Cg’l = SPl, 0272 = asPl, 0273 = —TSP1

L‘W—MIZ?Z.KeyGen(id = (idl, ceey idg), MSIC,PP) Choose w1, W2,11,72,73,74, (217]', Z?,j)je[€+1,h] <i

Z,. The key consists of 6(n — £+ 2) group elements computed as follows.
Ky =wiPy+1r1Va, Kio=rV), K13=r1F
K1 =aPy+wiHo(id) +roVa, Koo =1V, Koz =12k
Dj,l = ZU1Q2,j + ZLjVQ, Dj72 = ZLJ’VQI, Dj,3 = Zl,jF2 for t+1<j<h

Ji1 = woPo +13Va, Jig=13Vy, Ji3=13F

Jo.1 = weth(id) + 14Va, Joo =14Vy, Jog =14l

Ej,l = ’I,UQQQJ + ZQ’J'VQ, Ejyg = ZQJVQI, Ej73 = ZQJFQ for /+1 Sj < h.
The secret key for id is given by SKiq = (S1,82), where 81 = (K14, K24, Dji) je[e+1,n],i-1,2,3 and
S = (J1,4, J2,i, Eji) je[r+1,n]i-1,2,3- Notice that Sp-components are almost same as Sj-components
except that the secret « is not embedded in S;. The set Sq is exclusively used for re-randomisation.
LW-AHIBE .Delegate(id = (idy,...,idy),SKiq,idgs1, PP):  Let id:idgy; denote the ¢ + 1-
length identity vector (idy,...,ids,idey41) obtained by appending idyy to id. Choose
17975, Ths (21 45 25 ) je[es2,n] < Zp and w}, wy <— Zy. The components of the key for the identity
id : idy;1 are computed as follows.

Kig < Kig+wiJig+rVa Ky1 < Kojp +idgy1Dpsr 1 +wi(Jo1 +idep1 Epr11) +75V2
Kig <« Kig+wiJig+1Vy K9 <« Koo +idps1Dpr 2+ wi(Joo +idps1 Epr 2) +15V4
Kig < Kig+wiJig+1F Ky g« K3 +idg1 Do 3 +wi(Joz +idps1 Ep1 3) + 15 F
Jig < wyJig + 15V Jo1 < wy(Jo1 +ide1 Epyr 1) + 14V
J12 < whJi g+ 15V Joo < why(Jo +ider1 By 2) + 14 Vy
Jig < whJi 3+ 15 Fy Jo3 < wy(Jaz +idpe1 Epr 3) + 1y Fo

For j=¢+2,...,h,

Dj,l <« Dj,l + ’LUiEjJ + Z{,jVQ Dj’g <« Dj72 + wiEjQ + ZLjVQI Dj’g <« Dj73 + ’LUiEj73 + ZiijQ

E;1 < wyEj; + ZéJ-‘/Q Ejo <« whEjo+ zé,jVQ' Ej3 <« wyEj3+ zé’ng
The above procedure essentially re-randomises all components of the key. As a result the distribu-
tion of a key obtained using delegation is the same as the distribution of a key obtained using the

key generation procedure. To note the re-randomisation consider the following change of scalars
for the modified key.

w1 < Wy + wiws; W < WHws;
71 < T+ T+ wiTs; T3 < WHr3 +Th;
<719 +7h+id +wh(ry +id ); <~ wh(ry +id ) +71Y;
T2 < T2+ 7Ty + 104121 041 + Wo T4 + 1004122 041 ); T4 < Wy Tq + 14122 041 T43
215« 21,5+ zij +wizg 1 for j=0+2,...h 29 < Whza i + zé,j for j=0+2,...,h

These new randomisers are properly distributed by the choice of wi,w}, ], ry, v, 1), (z{ i) (zéj)
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LW-AHTBE .Decrypt(C, id = (idy, . ..,ids),SKiq, PP): Decryption is done as follows.

e(Cr1,K1,1)e(Cr2, K12)e(Ci3,K1.3)

M = Cy x
0 e(Co1,K21)e(Cap, Ko2)e(Ca3, Ka3)

(6.1)

Correctness of decryption of the HIBE scheme follows directly from that of LW-IBE since the
decryption procedure remains the same — the additional delegation components do not play any
role in decryption. Observe that computing the ratio of pairings in Equation (6.1) using Ji ;, J2
(1=1,2,3) instead of K1 ;, Ko ; results in 17 (the identity of Gr).

6.2.4 Security of LW-AHIBE

We first provide some basic intuition underlying the proof with respect to different stages of security
analysis (within the dual system framework), highlighting the similarities and differences with LW-
IBE security proof. Then, a detailed security analysis of LW-AHIBE is presented in Section 6.2.4.2.

6.2.4.1 Ideas Underlying the Security Proof

The first step is to define semi-functional (sf) ciphertexts and keys. The definition of sf-ciphertext
remains the same as LW-IBE. The keys of LW-AHIBE are significantly different from LW-IBE. We
formulate the definition of sf-keys on the basis of the following observations.

o Sf-components for (K ;, K2;)i-12 are identical to LW-IBE since only these components par-
ticipate in decryption.

e It is required to define sf-components for (Dj; 1, D;2) je[¢+1,n] though they are only used during
delegation to create the identity-hash. This is because they share the randomiser w; with
K1, K2; and this randomiser comes from a problem instance in the reductions.

e Once sf-components are defined for Sy, it is natural to ask: is it necessary to define sf-parts
for So7 The answer is yes since otherwise the fourth reduction fails, where P, Us, (Q2,;) are
masked by a quantity that forces the keys to be semi-functional. We have already seen this
in the context of LW-IBE (see Theorem 6.2.1).

We would like to emphasise that the definition of semi-functional components (in both ciphertexts
and keys), complexity assumptions and the reductions are all inter-linked. Changing the structure
of sf-keys may determine the assumption required or affect simulation in some reduction. Also, for
the reductions to go through, the sf-components may have to be defined in a particular way. The
structure of sf-components we have is in a sense, optimal, subject to assumptions and simulations
we provide.

An outline of the four main reductions in the augmented security proof (including anonymity)
of LW-IBE is as follows.

First reduction: The goal of this reduction is to show that an attacker cannot distinguish
between a normal ciphertext and an sf-ciphertext. It is achieved via a reduction from the
LW1 problem. An LW1 instance is embedded in the challenge ciphertext attempting to exploit
the adversary’s ability to detect the change in order to solve the problem.

97



Second reduction: In this reduction, it is shown that if the adversary can decide whether the
response to the k-th key extraction query is normal or semi-functional, then LW2 problem
can be solved. The k-th key is constructed from an instance of LW2 problem in such a way
that the key is normal if the instance is ‘real’ and semi-functional otherwise.

Third reduction: Here, the message that the challenge ciphertext encrypts, is changed to a
random element of Gp. It is shown that solving the DBDH-3 problem is no harder than
distinguishing between an sf-encryption of the real message from an sf-encryption of a random
element of Gr.

Fourth reduction: Challenge ciphertext encrypts a random message under a random identity.
The identity-hash is created using the challenge in an instance of A1l problem thus making it
real or random according to the distribution of the challenge.

This strategy does not directly extend to the hierarchical setting. Several challenges emerge as we
try to prove security of LW-AHIBE.

The first and the third reductions for LW-AHIBE are the closest to the corresponding reductions
for LW-IBE appearing in [114]. In these reductions, the simulations of the public parameters; the
ciphertext elements; and the components of the key which are present in LW-IBE; are exactly the
same as for LW-IBE. The only technicality is to ensure that the extra components of the key can be
properly simulated without changing the corresponding assumptions (LW1 for the first reduction
and DBDH-3 for the third reduction).

The second reduction presents some technical novelty. We need to extend the dual-system
technique to handle this reduction. In this reduction, it is shown that the adversary cannot decide
whether the response to the k-th key extraction query is normal or semi-functional. Compared
to the LW-IBE, the key has additional components which are required for delegation and re-
randomisation; moreover, these have semi-functional parts. A new technique is required to handle
these simulations.

Partial semi-functionality:  Consider the second reduction where the k-th key is made semi-
functional. LW-IBE reduction embeds a pairwise independent function in the k-th key as well as
the challenge ciphertext to ensure independent distribution of the scalars involved in the respective
sf-components. This function is determined by the parameters used to create the identity-hash. An
attempt to use the same strategy for LW-AHIBE, however, causes a problem. The reason is that
the identity-hash is now present in three places — challenge ciphertext, S; and Sa. In addition, all
these have sf-components. One possible way to deal with this is to embed a 3-wise independent
function i.e., a degree-2 polynomial in the identity. As result the one extra group element is required
in PP as well as MSK. Also, encryption and key generation would each require an extra scalar
multiplication and a squaring in the underlying field. The other way to get around the problem is
to use two separate instances to generate the two hashes in the key. We follow the latter approach
since the efficiency of the scheme remains unaffected although the degradation is increased by a
factor of 2. The key is changed from normal to semi-functional in two steps — first make S; semi-
functional followed by S;. We call a key partial semi-functional if &7 is semi-functional and Sy is
normal. Also, let PSFKeyGen denote the algorithm that generates a partial semi-functional key.
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The second step of the dual-system technique changes the key in the k-th response from normal
to semi-functional (without the adversary noticing this). In our case, this is done in two sub-steps
— the first step changes from normal to partial semi-functional and the second step changes from
partial semi-functional to semi-functional. This leads to a slight degradation in the security bound
by a factor of 2.

The fourth reduction is to show anonymity of the HIBE scheme. This is almost the same as
the reduction that we have provided to show the anonymity of the LW-IBE. The only difference is
that the extra elements of the key have to properly simulated.

Discussion. It is natural to ask whether it is at all required to define semi-functional terms for Sy
components of a key that do not play any role in decryption. The answer is yes and the reason is as
follows. Since all the elements required to create the id-hash in G2 are hidden, there is no way to test
the identity to which a ciphertext is encrypted. The scheme seems to be anonymous but to prove
it, we need to ensure that a semi-functional encryption to a target identity is indistinguishable from
a semi-functional encryption to a random identity vector. (We need semi-functionality in order to
deal with the key extraction queries.)

Normally, the K-components of the key are used for decrypting a ciphertext. When these are
paired with the ciphertext components we obtain the blinding factor for the message that only
depends on « and the randomiser s. Instead if we try decrypting using J-components of the key
(which do not have any a terms), we get 17, the identity of Gp. Hence the J-components help in
testing whether the ciphertext is indeed encrypted under id or not. The presence of such a test
does not help in proving anonymity property. Therefore, it is essential to make Sz-components of
all keys semi-functional before arguing about anonymity.

6.2.4.2 Detailed Proof

As is typical in the dual-system technique, we first describe semi-functional ciphertexts and keys.
These are required only in the reductions and not in the actual scheme.

LW-AHIBE.SFEncrypt(PP, MSK,C"): Let C' = (Cp, C1 1, C1 5, C1 3,C51,C35,C3 3) be a ciphertext
normally generated by the Encrypt algorithm for message M and identity id. Let VY, F} be elements

of Gy such that V] ~ V) and F} ~ F». Choose p, o L Z,. Modify the normal ciphertext as: Cp = C,
C11=C14, C21=Cy; and

Cip=Clo+poFy, Ci3=C13-poV|,Coo=Coy+puFr, Co3=Coy—pVy.

LW-AHIBE.SFKeyGen(PP, MSK,SK;4): Let SKiy = (S1,82) be the secret key generated by
the KeyGen algorithm for identity id = (idy,...,idy) with S = (Kl,i7K2,i7Dj,i)je[€+1,h],i:1,2,3v

U . .
Sa = (J14i, J2,05 Eji) jefra1,nli=1,2,3- Let v1,7,92,1, (75, 15) je[e+1,n] <— Zp- The semi-functional key
generation algorithm will modify the normal key as:

Ki1=Ki1-ankFy, Kig=Ki2+7Fy, Jig=Ji1—ayelFy, Jio=Jio+ 72k,
Ko1 =Ko —aynhy, Koo = Koo +y1mhy, Jo1 = Jo1 —ayonky, Joo = Joo +yonky,

For j=¢+1,...,h
Dj71 = Dj,l - a’ylﬂng, Dj72 = Dj’g + ’ylﬂ'jFQ, Ej,l = Ej,l - a’ygnng, Ej’g = Ej}g + ’)/277ng.
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The rest of the components remain unchanged.

LW-AHIBE.PSFKeyGen(PP, MSK,SKi4 = (S1,52)): In a partial semi-functional key, S; is normal
and S; is semi-functional.

Note that definitions are similar to [114] except for the delegation and re-randomisation com-
ponents. Since decryption is not affected by these components of the key, all the requirements for
semi-functional keys and ciphertexts are satisfied. A pair of semi-functional ciphertext and key is
called nominally semi-functional if o = (condition that makes decryption successful).

Structure of the Proof. = We consider the security model defined in Section 2.2.1.3. The proof
is organised as a hybrid over a sequence of 2¢q + 4 games defined as follows.

Greal: ano-ind-cpa game defined in Section 2.2.1.3.

Go,1: the challenge ciphertext is semi-functional and all the keys returned to the adversary are
normal.

G (for 1 <k <q): k-th key is partial semi-functional, the first £ — 1 keys are semi-functional; the
rest of the keys are normal.

Gia (for 1 <k <q): similar to G except that the k-th key is (fully) semi-functional.

Gprrand: all keys are semi-functional and the challenge ciphertext encrypts a random message to
the challenge identity.

Gfinqi: similar to Gar_rang €xcept that the challenge ciphertext now encrypts to a random identity
vector.

These games are ordered as Grear, Go,1, G1,0,G1,1,---,Gq,0,Gg,15 Gr-rands Gfinal in our hybrid argu-
ment. Let X5 be events that & wins in Gg.

For the proof it will be convenient to use the following short-hand: denote by h(id) the sum
Z?:l yjid; + u and by g(id) the sum Z?:l Ajidj + v, where y1,...,Yn,u, A1,..., A\p, v are elements of
Z,, to be chosen in the proofs.

Theorem 6.2.2. If the (epwi,t')-LW1, (epwa,t’)-LW2, (epgpu.s,t’)-DBDH-3 and (£4,,t")-Al as-
sumptions hold, then LW-AHIBE is (g,t,q)-ANO-IND-ID-CPA secure where

€ £ €rwi + 2¢Ew2 + Epppu-s T €Al

and t =t — O(qp), where p is an upper bound on the time required for one scalar multiplication in
G1 or Go.

Proof. For any t-time adversary .« against LW-AHIBE in the ano-ind-cpa, its advantage in winning
the game is given by

ano-ind-cpa _
Adew-m{mz (ﬂ) -

Pr[Xreal] -5

]
)
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We know that Pr[X ¢inq] = % and hence we have

A2 ) = [P Xrear) = PH{ X ina]

q q

<[ Pr[Xyear] = Pr[Xo]| + kZ (IPr[Xp-11] - Pr[Xeo]l) + kz (|Pr[Xy0] - Pr[Xka]l)
=1 =1

+ |PI‘[Xq,1] - Prl:XM—rand” + |Pr[XM—Tand:| - Pr[Xfinal“
< €uwi * 2¢€Lw2 + EpBpH-3 T a1
The last inequality follows from the lemmas 6.2.1, 6.2.2, 6.2.3, 6.2.4 and 6.2.5. In all the lemmas,

4/ is a t-time adversary against LW-AHIBE and A is an algorithm running in time ¢’ that interacts
with o/ and solves one of the three problems LW1, LW2, DBDH-3 or Al. O

Lemma 6.2.1. |Pr[X,.u] - Pr[Xo1]| < erw-

Proof. The algorithm Z receives the following instance of LW1

(Fy,bsFy, sFy,aFy,ab®Fy, bFy, b Fy, asFy, b2sFy, b Fy b2 sFy, Fy,bFy, Z1).

. U . .
P has to determine whether Z; = ab®sF) or Z; «— Gi. We will call Z; “real” in the former case
and “random” otherwise. % simulates the security game as described below.

Set-Up: % chooses a,y,v", (Y5, Aj) je[1,n]> Us ¥ Z Z,, and sets the parameters.
P = b2F1 +yF1,Q17j = )\j(bZFl) +ij1 for 1 <j<h U= V(b2F1) +ul}

Vo = bFy, V) = ' B,

This implicitly sets Py = (b? +y)Fh, v=b and 7 = b+ av’. Compute aP; = ab’F, +y(aF,) and 7P, =
B Fy + v (ab®Fy) + y(bFy) + yv'(aFy). The elements (aQ1,5,7Q1,5) je(1,1], aU1, U1 are constructed
similarly. Set e(Pp, P2)® = (e(b3Fy + y(bF1),bFy)e(Pr,yF3))®. The simulator gives the following
public parameters to 7.

PP=(P,Qi1,-..,Qun U, aP,aQ11,...,aQ1 h,aUr, 7P, 7Q11, ..., 7Q1n, TU1, e(P1, P2)®).

Phases 1 and 2: & makes a number of key extract queries. % does not know P, Q2 j, Uz which
are part of the master secret. The secret key for a query on id is constructed as follows. & chooses
7179, T3 T (21 45 29 1) je[e+1,n]> W1, W2 € Zy, at random and computes

Ki1=wiyFy+r1(0F), K13 =71~ w(bFy), Ki2=v"Ki 3,

Kle = Ozng + T‘é(ng) + wh(id)FQ, K273 = TéFQ - (wlg(id) + Oé)(bFQ), KQ,Q = U’K273,,

Dj71 = wlijQ + Zi,j(bFQ)’ Dj’3 = 217JF2 - wl)\j(bFQ), Dj,g = ’U,Dj’3 for {+1<j<h,

Ji1 = weyFo +15(bFy), Ji3 = r§Fy —wa(bF), Jig =v"J1 3,
J271 = Ta(ng) + wgh(id)FQ, J273 = TZIFQ - wgg(id)(ng), JQ,Q = U’J273,
Ej1=woy; I+ ZéJ(bFQ), Ej3= Zé,jFQ - 'LUQ)\j(bFQ), Ejo= ’U,Ej’g for £+1<j<h,

implicitly setting
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71 =71 —wib, rg =15 — (w1g(id) + )b,
rg =15 —wab, rq =) —wag(id)b,
21,5 = Zi,j = wl)\jb, 22,5 = Zé,j - wz)\jb for ] =0+ 1, ceey h.

The following computation shows that the components are well-formed.

K171 = wyF2 + ’I”i(ng) K271 = Oéng + Té(bFQ) + wh(1d)F2
= wyFy + (r1 + wb)bFy = ayFs + (re + (wg(id) + a)b)bF5 + wh(id) F>
= w(ng + b2F2) + 7 (ng) = a(ng + b2F2) + Tg(ng) + w(g(id)b2F2 + h(ld)Fg)
= ng + 7’1V2 = OZPQ + w%(id) + TQVQ

DLJ‘ = wijQ + ZJ,(ng)

= wijQ + (ZLJ' + w)\Jb)(ng)
= w(ijQ + )\jb2F2) + ZLj(bFQ)
=wQ2,;+21,;V2
Following the same logic, it can be verified that Ji 1, J2 1, F;1 are well-formed. Remaining compo-

nents clearly have the right form.

Challenge: # receives two pairs (Mo,ido) andA(Ml,ﬁl) from <. It chooses 8 € {0,1} at
random. % computes the ciphertext for Mg under idg as follows.
Co = Mg - (e(V*sFi +y(bsFy),bFs)e(bsF1 +y(sF),yF»))” = Mg - e(Pr, Py)**
01’1 = g(idé)(b2$F1) + h(idﬁ)(SFl), 0172 = ggdg)Zl + h(iiﬂ)(GSFl)
Ciz= —g(idﬁ)(b?’sFl) - h(idg)(bsF1) —v'g(idg) Z1 — v'h(idg)(asF)
0271 = b28F1 + y(SFl), 02,2 = Zl + y(asFl)
Cy3= ~b3sF —y(bsFy) —v'Zy —v'(asFy).
g@ returns 8 = (Cg, 01’1, 01’2, 01,3, 02,1, 02,2, 02,3) to 427
If Z; = ab®sFy, then it is easy to see that C is normal. Otherwise, Z; = (ab®s + p)F} for some
I Z Z,, and C is semi-functional with p = p and o = g(i?lg). The calculation below shows that
C1,2 is a properly formed (semi-functional) component.
0172 = g(i?ig)Zl + h(ﬁg)(asFl)
= g(idg)(ab®s + p) Fy + h(idg)(asFy)
= as(g(idg)b” Fy + h(idg) F1) + pg(ids) Fy
= asH (idg) + poFy
Verification of the well-formedness of 3, Coo and Cy3 follows the same pattern. Scalars

(Aj)jeq1,n], v are information theoretically hidden from /’s view and hence o = g(id) appears
to be uniformly and independently distributed with respect to all other information provided to

o .

Note that, to check whether C is semi-functional or not, 2 itself could try to decrypt it with
a semi-functional key for idg. Any such attempt will fail due to the following reason — afF3 is
unavailable to #; it could try to cancel out —ayFs in Kj 1 or vF in K o with some other elements;
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but we do not see how to achieve this keeping the link between K ; and K 2 (via 7) intact, without
knowing aF3.

Guess: The adversary returns its guess 3’ to 4.
If Z; is real, C is normal and hence 2 simulates G,.q. Otherwise, Z; is random and C is semi-

functional in which case, % simulates Gp ;. Suppose that # returns 1 if § = 5" and 0 otherwise.
Then it can solve the LW1 problem with advantage

AdvgV!(#) = |Pr[8 = 8'|Z1 is real] - Pr[3 = §'|Z1 is random]| = | Pr[ X eq] - Pr[Xo1]| < enwi-

Lemma 6.2.2. |Pr[X)_1 1] - Pr[X; ]| < erwe for 1<k <gq.

Proof. Let (Fl,dFl,d2F1,bxFl,dba:Fl,d2afF1,F2,dF2,bF2,cF2, Z5) be the instance of LW2 that %4

receives. Let Zy = (be +v)Fy. A’s task is to decide whether v = 0 (Z3 is real) or ~ Z Z, (Zy is
random).

Set-Up: % chooses o, @, Yy, Yly - s Yhs Uy Ay vy Ap, U Ll Z,, and computes parameters as follows.
P, = dFy, Ql,j = /\j(dFl) +ij1 for 1 <j<h, U= V(dFl) +ukFy, Vo = —a(ng) + dFy + y, Fy
and V3 = bFy setting v = —ab+d +y,, v' = b and 7 = d + y,. The element 7P, can be computed
as TP, = d*Fy + Yy(dF1). The parameters 7Q;; for 1 < j < h and 7U; are given by 7Qq; =
)\j(szl) +y;i(dF) + yoX\j(dFy) + yoy; F1 and 17U = v(d*Fy) + uw(dFy) + yov(dFy) + youF;. The
remaining parameters required to provide PP to & are computed using a, o and elements of the
problem instance. Elements of the master secret key can also be obtained from the instance and
randomisers chosen at setup.

Phases 1 and 2: The key extraction queries for identities idy, . ..,id, are answered in the following
way. If 7 < k, a semi-functional key is returned and if ¢ > £ a normal key is returned. % creates
semi-functional keys using the master secret, a and F5.

For i = k, # computes of S; using the problem instance in the following manner. Let idy =
(id1,...,ids). & chooses wi, 19,21 gyq,s---21 4 Ll Z,.

K171 = win - aZQ + yv(ch), KLQ = ZQ, K1,3 = CFQ

K271 = OLPQ + wi(g(ldk)(ng) + h(ldk)Fg) + ’I"é‘/g - ag(idk)Zg + yvg(idk)(ch) - h(ldk)cFQ

K272 = T‘év2/ + g(ldk)ZQ, K2’3 = TéFQ + g(ldk)(CFg)
and for j=0+1,...,h, set

Dj71 = ’lUinJ + 217]-‘/'2 - yj(ch) - a/\ng + yv)\j(ch)

Dj72 = Zi’jVQI + /\ng, Dj73 = Zi’jFQ + )\j(CFQ)
thus implicitly setting w1 =wj —¢, 711 =¢, ro =1y + g(idg)ec and 21,5 = 2] ; + Ajefor £+ 1< j<h.

Let 81 = (Kl,iaK2,i7Dj,i)je[£+1,h],i:1,2,3- The second set 82 = (JLZ‘,JQJ',Ej7i)jé[g+1jh],i:1,273 is
created normally. % returns SKiq, = (S1,S2) as the key for idy. If Zy = beF, then the key for idy,
is normal.
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We show that K> 1 is well-formed. Verifying the remaining parts can be done analogously.

Ks1 = aPy +wi(g(idg) (dFy) + h(idg) Fa) + r5Va — ag(idy) Za + yug(idy ) (cF) — h(idg ) cFs
=aPy + (w1 + ¢)Ha(idy ) + (12 — g(idg)c) (—a(bFy) + dFs + yy, F3)
+ g(idg) (—abcFy + yycFy) — h(idg ) cFy
=aPy + (wy + ¢)Ho(idy ) + o Vo — g(idy ) edFy + g(idy ) (abeFy — cy, F3)
- g(idk)(abCFg - yUCFQ) - h(idk)CFQ
=aPy+ (w1 + ¢)H(idy ) + oV — g(idy ) edFs — h(idy )cFy
=aPy + (w1 + ¢)Ha(idy) + ro Vo — et (idy)
= aPy +wy He (idy) + 12 Vo,

If Zy = (bc + v)F> the key will be partial semi-functional with v = v, 7 = g(id;) and 7; = A;
for £+1 < j < h. It is straightforward to check that SKiq, is a properly formed partial sf-key.
Also, since (A;)je[1,4], ¥ are information theoretically hidden from the adversary, m, (7;) je[¢+1,1n] are
uniformly and independently distributed in &’s view.

% could attempt checking whether SKiq, is semi-functional by creating a sf-ciphertext for idy.
Since V{ = bF} is not available to 4, the only way of doing this will lead to o being the same
as 7 (challenge ciphertext is created via this method). The ciphertext-key pair will be nominally
semi-functional and thus provides no information to %.

Challenge: & provides two message-identity pairs, (Mo,ﬁo) and (Ml,ﬁl) to A. It chooses
I6; Z {0,1}, generates the challenge ciphertext as shown below.

Co = MB : e(dbxFl, dFQ)a

0171 = g(idﬁ)(db{l?Fl) + h(idg)(b:ﬁFl) _

0172 = ag(idﬁ)(dba;Fl) + ah(idg)(bxFl) - g(idﬂ)(d2a:F1)

C1,3 = —yvg(idg)(dbz F'y) — h(idg)(dbxFy) — y,h(idg) (bxF)

Cg’l = dbl‘Fl, 0272 = a(dbxFl) - d2xF1, 0273 = —yv(dba:Fl).

This sets s = bz, pn = —d*x and o = g(i?lg). Since A1,...,Ap and v are chosen uniformly at random
from Z,, M1 X1+ + Ay X, + v is a pairwise independent function for variables X1,..., X, over Z,,.
As a result, m = A\jidy + -+ Mjidp + v and o = Alﬂl 4ot )\p'/a?+ v are independent and uniformly
distributed. £ returns C = (C1,i,C24)i=1,2,3-

To show that C is indeed distributed properly, we show that (i3 is well-formed. Along the
same lines, one can check the well-formedness of C 2, C22 and C5 3.

Ci = —yog(idg) (dbzFy) — h(idg) (dbx Fy) - yyh(idg) (ba FY)
= —yug(idp) (dba Fy) - yoh(idg) (b Fy) - h(idg) (dbzFy) - g(idg)d*ba ) + g(idg)d*ba Fy
= —ypbr# (idg) — dbr# (idg) + g(idg)d*x(bFy)
= ~724(idg) + oy

Guess: & returns a bit 3’ as its guess for 3.

When the instance is real, % simulates Gj_11 and otherwise simulates Gy . % returns 1 if
</ wins the game i.e., § = 3'; otherwise it returns 0. Hence, % can solve the LW2 instance with
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advantage
AdvgV2(#) = |Pr[ = B'|Z2 is real] — Pr[B = 8’| Z5 is random]| = | Pr[Xj_1.1] - Pr[ X 0]].
from which the statement of the lemma follows. O

Lemma 6.2.3. |Pr[ X} 0] - Pr[Xp1]| < emwe for 1<k <q.

The proof is reminiscent of Lemma 6.2.2. The reason is as follows: the structure of Sy is identical
to Sy if the P, term is removed from Ks ;. Moreover, the simulator chooses o and creates aFP»
independent of the instance. Hence the simulation will be similar except that the instance is now
embedded in S; and &; is made semi-functional independent of the instance.

Lemma 6.2.4. |Pr[X,1] - Pr[ X rand]l < Epsomes-

Proof. % receives (Fy,aF),bFy,sFy, Fy,aFy bF5, sFy, Z7) as an instance of the DBDH-3 problem
where Zp = e(Fy, F»)* (real) or Zp < Gr (random).

Set-Up: With y,v,v’,y1,...,yn,u chosen at random from Z,, # sets the parameters as
P =yF|, Py =yFy,aP = y(aF), Vo =vEy, Vo =0 Fy, 7Py = yo Iy + yv' (aFy)

Q1 =y; P =yjyFy for 1 <j<h,Uy =uPy =uyFy,e(Pr, P)* = e(aFl,ng)y2

implicitly setting o = ab and 7 = v + av’. The remaining parameters can be computed easily. %
returns PP to <.

Phases 1 and 2: When & asks for the secret key for the i’th identity id; = (idy,...,id;), £
chooses at random wl,wg,rl,rg,rg,m,(zlvj,zgj)?:l and ’y{,’yl,fyg,(ﬂj)?zl,n, (nj)?zl from Z, and
computes a semi-functional key for id; as follows.

Kii=wiPo+mVa—vi(aFy), Kip=rVy +y1Fa, Ki3=71F
K271 = ’}’{(CLFQ) + wlh(idi)(Pg) + TQVQ, KQ’Q = 7"2‘/’2/ + y(bFQ) - 'yiFQ, K273 = TQFQ,
Dj71 = leQJ + Zl,vaZ —’ylﬂj(an), Dj72 = Zlyj‘/QI +’}/17TjF2, Dj73 = ZLJ'FQ for /+1< j < h.

Jig = wePo +13Vo —ya(aFy), Ji2 =13V + 72 Fy, Ji3 =1r3F;
Jo.1 = woh(id;) (P2) + r4Va — yan(aFy), Joo = 14Vy + vanFy, Jo3 = raFo,
Ej71 = U)QQQJ + 227]"/2 - Vgnj(aFQ), Ej72 = ZgJVQI + 'ynng, Ej73 = ZQJFQ for{+1<j5<h.
Here the relation ay; = by — 17 is implicitly set by the simulator. Calculations provided below

justify that K51 and K9 have the correct distribution. Other elements have the correct form and
distribution.

Ko1 =71 (aFy) +wih(id;)(P2) + raVa Koo =13Vy +y(bFy) — v Fo
= (by — 1) (aFy) +wih(id;)(P) +12V2 =1oVy +y(bFy) = (by —mim) Fy
= ab(yFy) + wih(id;)(P2) + roVa — ayinFy =roVy +y(bFy) — by s + 1 mFy
=aPy +wih(idy) (Py) + roVa —ayFy. =roVy + i hy.

Observe that Z does not know « or aFy and hence cannot create a normal key.

Challenge: Z receives two pairs (Mp,idg) and (M, id;) from /. It samples 3 < {0,1},

U . . .
' — Z,, and generates a semi-functional challenge ciphertext as follows.
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Co = MB X ZT

0171 = yh(idﬁ)sFl, CLQ = h(idﬁ),u,'Fl, 01’3 = —vyh(idg)(sFl) — U/h(idg),u,/Fl

Co1 =y(sF1), Cop = ' Fi, Coz=-yv(sky) -v'p'Fy
with p' = asy +p and o = h(i?:lg). The challenge ciphertext C = (Co, C1,1,C12,C13,C21,C22,C53)
is returned to <.
Guess: & returns its guess 3’ of f3.

It is clear that C is a semi-functional encryption of Mg when Z7 = e(P;, P;)™. And when

U - . . . .
Z7r <— Gr C would be a semi-functional encryption of a random message. Hence £ simulates Gq 1
or Gyinq according to Zr being real or random respectively. If the algorithm % returns 1 when
B =" and 0 otherwise, it can solve the DBDH-3 instance with advantage

AdvgBDH'?’(%’) = |Pr[B = B'|Zr is real] - Pr[S = 8| Zr is random]| = | Pr[ Xy 1] - Pr[X fina]|-

Lemma 6.2.5. |Pr[ X/ ana] — Pr[Xfina]| < €ar-

Proof. Let (G, Fy,zF1,dzFy,azFy,adzFy, szFy, Fs, 2Fy, aF5, x Fs, (dz—ax) F3, Z1) be the instance of
Al provided to #. Let Z1 = ¢- sdzF;. % has to determine whether c=1 or ¢ Ll Zp. The game is

simulated as follows.

Set-Up: Pick a,v,v",9y1,...,yn,u L Z, and set the parameters as
P =2Fy, Vo = vFy, V) =v'Fy, Q1) = yj(dzFy), Ur = u(dzFy),

aPy = azPi, aQ1; = yj(adzFy), aU; = u(adzFy),

where j = 1,...,h and similarly the elements 7P, 7Q1; and 7U;. Compute e(Pr,P2)® =
e(zF1, zF)*. % returns PP to &/. 2% knows P, = zF5 and a but not Q2 ;’s and U;. The
main idea is to mask the components required to create identity-hash in o by a scalar multiple of
aF5 so that only semi-functional keys can be created.

. . . h U U
Key Extraction Phases 1 and 2: % picks wi,wa,r1,72,73,74, (21,5, 227]-)]-:1 — Ly, 11,72 ~— 2,

U . . . .
and 7, (7 ;7‘21,77’,(77;- ;’:1 «— Z,. It then computes the key for the i-th identity vector id; =

(idy,...,idy) as follows.
Ki1=wi(2F) +r1Va - yaly, K= r1V2’ +1Fy, Ki3=r1F
Koy = azFy + wih(ids)(dz — ax) Fy + roVa = 7' (aFh), Koo = raVy + wih(idi)aFy + ' Fy, Ko g = raFh,

Ji,1 = wo(2F2) +13Va — yoaFy, Jio =3V + voFy, Ji3=13F
J271 = wgh(idi)(dz - aw)FQ + 7“4V2 - ’ygnl(aFg), JQ’Q = ?”4V2, + th(idi)xFQ + 'ygn’Fg, J273 = 7“4F2,

For /+1<j<h,
Djy = wiy;(dz —ax) Fy + 21;Va =i (aF2), Djo = 21Vs +wiy;(wFy) + nmiFa, Djg = 21,5 F>
Ej71 = wgyj(dz — am)Fg + ZQJVQ - ’YQH;»(GFQ), Ej72 = ZQ’jVQI + wgyj(aﬁFQ) + ")/277;-F2, Ej}g = ZQJ'FQ
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setting 7 = 7' + vy wih(id;)z, 7 = T+ yitwiyjx, n =0+ vy weh(id;)x and n; = n; + V5 wayj.

Since all these scalars are additively randomised they remain properly distributed in the adversary’s
view. We show that D;, D; 2 are well-formed; the rest can be verified in a similar fashion.

Dj1 =wyj(dz —ax)Fy + 21,V - ylﬂg(aF2)
= wyy;dzFy - wiyjazFy + 21 jVa = 1 () — 97 wiysz) (aF)
= wiy;dzFy —wiyjarFy + 21 Vo — ayimj Fy + wiyjaz F
=wyjdzFy + 21 ;Vo —aymjFy

Dj2 = 21,3V + wiy;(aF2) + Py
= 21 Vy +wiy; (2 Fy) + 1 (7 — 91wy ) By
= 21,3V + w1y Fa + imi Fay = wiy;a F

!
=21;Vo +miFy

Challenge: 2 receives two pairs of messages and identity vectors (My,idg) and (Mi,id;) from

/. Tt chooses 2 {0,1} and o', & 2 Z,, at random and generates a semi-functional challenge
ciphertext as follows.

U
Co «— Gr
01’1 = h(i’(\i/g)Zl, CLQ = a’h(ﬁg)Zl +§F1, 01,3 = —Uh(i?lf@)Zl - ’U’a’h(f&g)Zl - ’U’fFl,
Co,1 = szFy, Coo =d'szFy, Cy3 = —v(szFh) —v'a’(szF1),

where @' = a+ p', p = p'sz and & = puo'. The challenge ciphertext C =
(Co,C11,C12,C1,3,C21,C22,Cs3) is returned to o/. The computations below illustrate that C
is a semi-functional encryption with o = ¢’ + cdh(idg).

Cio=a'h(idg)Zy + EF)
= (a+ p')h(idg)csdzFy + po' Fy
= ah(idg)esdzFy + ' h(idg)csdzFy + po' Fy
= asH (idg) + ('sz)(cdh(idg)) Fy + po' Fy
= asH (idg) + p(cdh(idg)) Fy + po' Fy
= as}ﬁ(ﬁg) + poFy

Observe that C; 1 = s# (idg) = (c- h(ldﬁ))(SdZFl) If ¢ = 1, then o = o’ +dh(idg) and C is encrypted
under 1d/3 Otherwme ¢ is random, causing h(ldﬁ) and consequently the target identity and o to
be random quantities.

Guess: &/ returns its guess 3’ of f3.

If the algorithm % returns 1 when 8 = 8’ and 0 otherwise, it can solve the Al instance with
advantage

Adv_é1 (PB) = |Pr[B = B'|Z; is real] - Pr[B = 8’| Zy is random]| = | Pr[ X p/rana] — Pr[X fina]|-
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6.3 Extending JR-IBE to CC-HIBE

Schemes IR -AHIBE and IR-HIBE extend the JR-IBE to anonymous and non-anonymous CC-HIBEs
respectively. At a top level, the identity-hashing technique of Boneh-Boyen-Goh [24] (BBG-hash)
is applied on JR-IBE. We work in the setting of asymmetric pairings where ciphertext components
are elements of G; and key components are elements of Go. BBG-hash of the identity is required
to be computed in both G; and Go. During encryption, the BBG-hash is required to be computed
in G and this requires adding some elements of G to the public parameters.

In previous CC-HIBE schemes in the prime-order setting within the dual system framework
[108, 137], anonymity appears as a by-product of the HIBE extension. The basic difficulty in
making it non-anonymous was due to the following dichotomy concerning key delegation. The
BBG-hash for the key is computed in Go. The hash is defined using certain elements of Gy. During
key delegation, the hash has to be rerandomised and so the elements should be publicly available.
On the other hand, information about these elements must not be leaked because they form the
source of randomness used to generate the semi-functional components during simulation.

The problem described above does not arise in case of JR-IBE. The feature of JR-IBE that
makes extension to the non-anonymous CC-HIBE J®-HIBE possible is as follows. The master secret
consists of two elements whose linear combination is used to mask the message during encryption.
This is unlike previous (H)IBE schemes where a single element was used for the purpose. The
two elements would be information theoretically hidden from an attacker’s view. So the secret
randomness for the semi-functional ciphertext space is provided by one of the two elements.

Anonymity is achieved by keeping the elements required to compute the BBG-hash in G3 to be
secret and instead provide suitably randomised copies of these elements in the user keys. Problems
then arise while defining semi-functional components and arguing about their well-formedness dur-
ing simulation. Fortunately, it turns out that the problems can be handled by using appropriate
algebraic relations. The technique of keeping certain elements hidden and providing their ran-
domised version in the user keys closely follow the ideas introduced in [36] to obtain anonymity. In
IR-AHIBE the elements that are kept hidden are exactly the ones required to create the BBG-hash
in Go. As a result, an adversary is unable to create an identity hash in Go and cancel it out with
the BBG-hash of the same identity in G;. This naturally leads to the scheme JR-AHIBE being
anonymous.

We note that a single-level instantiation of JR-HIBE provides a non-anonymous variant of the
JR-IBE with rerandomisable keys.

6.3.1 Jutla-Roy IBE with Ciphertexts in G,

In the IBE scheme of Jutla-Roy [103] (JR-IBE), ciphertext consists of elements in Gy and keys
contain elements from Gp. For Type-3 pairings, elements of G; have a shorter representation
compared to the elements of Gs. To reduce the length of the ciphertext, one has to interchange
the roles of the two groups. In contrast, for a signature scheme, it would be advantageous to have
the signature to consist of elements from G;. Since the JR-IBE is obtained from non-interactive
zero knowledge (NIZK) proofs via the idea of signatures, the scheme results in ciphertext elements
being in Ga.

108



This section describes a “dual” of the Jutla-Roy [103] (JR-IBE-D) where ciphertexts live in Gy
and keys in Go. We use a compact notation to denote normal and semi-functional ciphertexts and
keys. The group elements shown in curly brackets { } are the semi-functional components. To get
the scheme itself, these components should be ignored.

Parameters: Choose P; Z G, P Z G3, A1,A9,A3,Ay,c,d,u,e 2 Zﬁ” b & Z,, and set
U1 = (—Alb-‘rd)Pl, Vi = (—A2b+€)P1, W1 = (—Agb-‘r C)Pl, gr = G(Pl,PQ)_A4 +U_ The parameters
are given by

PP : (P1,bP1, Uy, Vi, Wi, gr)
MSK: (P27CPQ)Al)AQ)A37A47d’u7e) 7

Ciphertext: Consists of (Cp,C1,Co,C3,tag) where

U U
tag,s < Z,, {p— Zp}
Co=m-(gr)*{e(Pr, P2)""},
Cy = sPi{+uP1}, Cy = sbPy, C5 = s(Uy +idVy + tagWy){+u(d +id-e + tag-c) P, }.

Key: Contains five elements (K7, ..., K5) defined as follows.

U U
T <—ZLp, {7, T <—Z,}
K1 = ’I“PQ, K2 = TCP2{+’7P2}, Kg = (u+7“(d+ ide))P2{+'y7TP2},
Ky = _TA3P2{—%P2}, K5 = (—A4 - T(Al + idAg)) PQ{—%PQ} .

Note 6.3.1. In JR-IBE [103], b is mentioned to be an element of Z,. This is an oversight and b
should be an element of Z; as we have mentioned above. This is because if b is zero, then division
by b and consequently the definitions of the semi-functional components will not be meaningful.

The original JR-IBE scheme in [103] was proved to be secure based on the SXDH assumption.
Straightforward modifications of proof in [103] will also show the security of the variant JR-IBE-D
under the same assumption. For the sake of completeness, we state the security theorem JR-IBE-D.

Theorem 6.3.1. If (eppmi,t1)-DDH1 and (eppus, t2)-DDH2 assumptions hold in Gy and Go re-
spectively, then JR-IBE-D is (e,t)-ANO-IND-ID-CPA-secure where ¢ < eppui + ¢ - €ppuz + (¢/p),

t1=t+0(p) and ta =t+O(p). p is the mazimum time required for one scalar multiplication in Gy
and GQ.

A note on notation and proof technique. We have used the JR-IBE [103] as the basic building
block and consequently, our notation and proofs build on that of [103]. This makes it easier for
a reader to see the connections between our work and the IBE construction in [103]. We note,
though, that we have provided all the relevant details and it is possible to directly verify, with
a bit of work, all the claims in this paper without referring to [103]. Frameworks for presenting
dual-system constructions and proofs have been proposed [111, 71]. Neither the JR-IBE nor the
constructions in the present work appear to fall within these frameworks.
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6.4 CC-HIBE Constructions

Both schemes IR -AHIBE and JR-HIBE are based on a Type-3 prime-order pairing with group order
p. Identities are variable length tuples of elements from Z; with maximum length h.

As is typical with BBG-type extensions the element V; is replaced with h elements Vi 1,..., Vi,
— one for each level of an identity. The set Uy, (Vi ;) je[1,h] 15 used to create the identity hash — for
an identity id = (idy,...,idy), the hash is given by U + Z§:1 id;V1,j. Element W; will be retained
to append the tag-component to the hash. This replaces the hash in JR-IBE-D ciphertext without
affecting the number of elements in the ciphertext. Moreover, since the hash is embedded in a
single ciphertext component, only one tag is required. Note that the keys in JR-IBE-D have two
sub-hashes that when combined during decryption cancels with the hash of the ciphertext.

In JR-IBE-D, each of Uy, Vi, W7 is split into two components kept as part of the master secret.
The two sets of components determine the sub-hashes required in generating keys. Similarly, for
the HIBE, we need to split V;; for all j € [1,h] as Vi ; = bAg; + e; where Ay j,e; Ll Z,. So
the sub-hashes are determined by the vectors vi = (d,e1,...,e) and va = (A1, Agq,...,Agp).
Rerandomisation of keys during delegation can be done in two possible ways — make the encodings
of vectors vi,ve along with Ags, ¢ in Gg public; or provide appropriately randomised copies of these
elements in the key.

The second method retains the anonymity property leading to the scheme JR-AHIBE. This
is because the vectors vi,vy can be used to test whether a given ciphertext is encrypted to a
particular identity or not. Keeping them secret naturally leads to anonymity. The former method
leads to the scheme JR-HIBE that has shorter keys and faster algorithms compared to JR-AHIBE.
But the efficiency comes at the cost of losing anonymity. Due to space constraints we only describe
IR-AHIBE and discuss its security. A description of JR-HIBE followed by an outline of its security
is provided in Appendices 6.5.1 and 6.5.2.

6.4.1 Scheme IR-AHIBE

The definition of various algorithms of JR-AHIBE = (JR-AHIBE.Setup, IR-AHIBE.Encrypt,
IR -AHIBE KeyGen, IR - AHIBE .Delegate, IR - AHIBE .Decrypt) is provided below.

IR-AHIBE.Setup(k): Generate a Type-3 pairing (p,G1,Go, G, e, F1, F3) based on the security
parameter k. Compute parameters as follows.

P, <~ G}, P, <~ G3
Ala A37 A47 ¢, d7u7 (A2,j7 ej);'l:l (i Zpa b (l Z;a

U1 = (—A1b+ d)Pl, ‘/173' = (—Ag’jb+ ej)Pl for j = 1, .. .,h, W1 = (—A3b+ C)Pl,
gr = e(Py, Py)~Rab+e,

PP: (Py,bP1, Uy, (Vi) Wi, gr)

MS’C . (PQ,CPQ, Al, A3, A4,d,u, (Az,j,ej)?zl)
IR-AHIBE .Encrypt(PP, M,id = (idy,...,ids)): Pick tag,s Z Z, and set the ciphertext C =
(00,01,02,03,tag) where
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Co=M-(gr)°, C1=5P1, Co =5sbP;, C3=5(Up + 25:1 id; V7 ; +taghy).

IR -AHIBE KeyGen(MSK, id = (idy, . ..,idy)): Pick 71,79 L Z,, and compute the secret key SKiq =
(81,82) for id, with S1 = ((Ki)e1,5] (D1,j> B1.5) jefe+1,0]) and Sa = ((Ji)ie[1,5), (D2,55 E2.5) je[+1,1])
where

K1 = T’1P2, KQ = T’lcPQ, K3 = (u + T’l(d+ Z§:1 idjej)) PQ,

Ky =-11A3P, K5 = (-Ag-r1(Ar + Zle idjAgj)) P,

Dlyj = rleng, El,j = —TlAQ’jPQ for j =0+ 1, ceey h,

Jl = TQPQ, Jz = TQCPQ, J3 =79 (d + Z?:l idjej) PQ,

Ji=-13A3Py, Js = —ra(Ay + X5, idjAg ) P,

_DQJ' = TQGjPQ, EQJ = _TQAQJ’PQ for j ={+ 1, ceey h
IR-AHIBE Delegate(id = (idy,...,ids),ideeq): Let id :idgq = (idy, ..., ide1). SKigiid,,, is generated
from SK;q as follows.

. ~ U «
ry,re <— Zp>

Ky« Ky +7J1, Ko< Ko+71Jo, Kz« (Kz+idg1 Dy 1) +71(J3 +idge1 D2 pi1),
Ky« Ky+71Jy, Ks < (Ks+idp1 By ge1) +71(J5 +idpc1 Eg i),
Dlyj <~ Dl,j + leQJ, El,j <~ El,]' + flEQJ' for ] =(+ 2, ey h,

J1 < TaJ1, Jo < Tada, J3 < To(J3+ide1 Do gir),

Jy < Tody, Js < To(Js +idpr1 Eo i),

_DQJ‘ <~ 7:2D27j, EQJ‘ <« fQEQJ‘ for j ={+ 2, ey h,
setting r; < r1 + 7179 and 19 < 79re. Note that the new values of r; and 79 have uniform and
. . . . . U . . U . . .
independent distribution over Zp given that ry,7r9 «— Zp and 71,79 «— Z;. Hence the distribution

of SKiqiid,,, is same as that of a freshly generated key for id : idg,y via the JR-AHIBE.KeyGen
algorithm.

Co-e(C3, Ky)

-AHIBE.D t(C,SKiq): Ret M’ ted as: M’ = )
R ecrypt(C, SKia): Return compHted as e(C1,tagKsy + K3)e(Co,tagKy + K5)

Correctness: For all messages M, for all 1 < ¢ < h, for all identities id of length ¢, for all C
and SKiq such that C < JR-AHIBE.Encrypt(M,id), SKiq < IR-AHIBE.KeyGen(MSK,id) and
M' = JR-AHIBE.Decrypt(C,SK;q), it holds that M’ = M. The following computation substanti-
ates this claim. Let (C = (Cp,C1,C2,C3)) = IR-AHIBE.Encrypt(M,id;s) and (SKigq = (S1,82)) =
IR-AHTBE KeyGen(MSK, id; r1,79) with id = (idy,...,id;). We show the computation in steps.
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Let hy =d+ Zgzl idjej +tag-cand hg = Ay + 25:1 id; Ao j +tag - As.

e(Cr,tagKy + K3) = e(sPi,tag-ricPy+ (u+r(d+ Z§:1 idje;))Ps)
= e(sPl,uP2+r1(d+Z§=1 idjEj +tag‘c)P2)
= €(P1,P2)Su€(P1,P2)Tlsh1
6(02, tag - Ky + K5) = e(sbPl, —tag - r1AzPy — (A4 + ?“1(A1 + Z?:l ideQ’j))PQ)
= 6(8bP1,—A4P2 —7“1(A1 +Z§:1 ideQ’j +tag-A3)P2)
_ B(Pl, Pz)—sbA4e(P1’ Pz)frlsbhg
e(Cg,Kl) = 6(8(U1 +Z§:1 idjVLj +tag-W1),r1Pg)
= 6((—A1b + d)Pl + Z?:l idj(_AQJb + ej)Pl + tag - (—Agb + C)Pl, PQ)TIS
= e(—(Al + 25:1 ideQ’j + tag . Ag)bpl, PZ)T‘186((d + Z?:l idjej + tag . C)Pl, PQ)TIS
_ €(P1, PQ)_TISthC(Pl, P2)rlsh1
Then, the message M’ obtained after decryption is given by
Co - e(Cs, K1)
e(Ch,tag- K2 + K3)e(Ca, tag - Ky + Ks)
_ M ‘g; . e(Pl,PQ)_TISthE(Pl,PQ)Tlshl
e(Pl, PZ)sue(Pl’ PQ)TlShle(Pl, Pg)’SbA‘le(Pl, P2)7r13bh2
M- €(P1, P2)(—A4b+u)s
= e(Pl, P2)3(—A4b+’u)

M' =

as required.

The above holds as well for all SKiq derived from secret keys for higher level identities through
the JR-AHIBE.Delegate algorithm. This is because a derived key have the same distribution as a
key generated by a fresh call to the JR-AHIBE.KeyGen algorithm which has been pointed out in
the description of the JR-AHIBE.Delegate algorithm.

From a dual system perspective. One can see in Section 6.5 that the scalar u, along with
scalars d,c, e; je[LA] define the semi-functional ciphertext space for JR-AHIBE. These scalars pro-
vide the secret information for simulating semi-functional components. A crucial requirement for
a dual system proof is that these scalars are statistically hidden from the adversary. Observe that
the element g, in the public parameters, information theoretically hides the element w. Similarly,
elements Uy, Vi ;, W1 hide the scalars d,e;, c respectively. Further intuition with respect to the
dual-system proof and a sketch of how the various scalars interact is provided in Section 6.5.

6.5 Security of JR-AHIBE

The scheme JR-AHIBE is proved secure in the sense of ANO-IND-ID-CPA (described in Sec-
tion 2.2.1.3) following the dual system methodology introduced by Waters [158]. We first provide
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algorithms JR-AHIBE.SFEncrypt and JR-AHIBE.SFKeyGen that generate semi-functional cipher-
texts and keys (respectively) required for a dual system proof. In addition, we need an algorithm
PSFKeyGen that generates partial semi-functional keys ([137]). These are required only in the
security proof of JR-AHIBE and not JR-HIBE.

IR-AHIBE.SFEncrypt(MSK,C): Let (C = (Cy,C1,C2,Cs)) <« IR-AHIBE.Encrypt(m,id =
(idy,...,idp)). Pick u Z Z,, and modify the components of C as follows.

Co« Co-e(P,P)", Cy« Cr+pPi, Cy«Ch Cs< Cs+p(d+ XS idje; +tag-c)Py.

Return the modified ciphertext C = (Cp, C1,Co,C3).

IR -AHTBE.SFKeyGen(MSK,SKiq): This algorithm takes in a normal secret key SKiq = (S1,82)
for identity id = (idy,...,idy) and generates a semi-functional key as follows.

h U
",v2, 7,0, (7Tj,0'j)j:1 ) Zp7

7T
K1« Ky, Ko < Ko+mPy, K3 < Kz+mmh, K4<—K4_(%)P2, K5<—K5_(71T)P27

Dl,j <« Dl,j +’}/17ij2, El,j <~ El,j - (71—;1-]) P2 for j =/ + 1, .. .,h,

Ji < Ji, o< Jo+7oPs, J3 < J3+y20Ps, J4(_J4_(%)P27 J5“J5_(%)P2’
DQ,‘](_D273+720—]P27 E2’J<—E2’]—(_’Y2bo-‘])P2 for]=€+1)7h7

The resulting key SKiq = (S1,S2) is returned.

PSFKeyGen(MSK,SKiq): Returns a key SKiq for identity id with Sj-components having semi-
functional terms (generated according to IR - AHIBE.SFKeyGen algorithm) and Sz-components being
normal (as returned by JR-AHIBE.KeyGen algorithm).

The basic ideas underlying the security proof (Section 6.2.4.1) of LW-AHIBE are applicable even
in case of JR-AHIBE. 1t is straightforward to see that decryption of a semi-functional ciphertext by
a normal key or that of a normal ciphertext with a semi-functional key succeeds. When both cipher-
text and key are semi-functional, decryption results in an extra masking factor of e( Py, Py)7#(t2g+m)
on the message. Decryption is only successful if 7 = —tag whence the ciphertext and key become
nominally semi-functional.

The following theorem states precisely the security guarantee we obtain for JR-4AHIBE.

Theorem 6.5.1. If (eppui,t1)-DDH1 and (eppus, t2)-DDH2 assumptions hold in Gy and Go re-
spectively, then IR -AHIBE is (,t)-ANO-IND-ID-CPA-secure where € < eppur + 2q - ppuz + (29/p),

t1 =t+O(hp) and ty =t + O(hp). p is the maximum time required for one scalar multiplication in
Gy and Gs.

Proof Sketch. Fix any t-time adversary /. Let G,.,; denote the HIBE security game ano-ind-cpa
(described in Section 2.2.1.3) and G final be a game where all keys are semi-functional and the
challenge ciphertext is a semi-functional encryption of a random message to a random identity
vector. The probability that 7 wins in Gppe is 1 /2. To prove the theorem, we need to show
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a bound on Adv;;{_’:;;g;;ga(;z/) = |Pr[«/ wins in G,eq] — (1/2)| which is equivalent to bounding
|Pr[e/ wins in Gyeq] — Pr[/ wins in Ggine]|- In order to obtain this bound, we first define a
sequence of games starting from G,., and making small changes until we reach Gyj,q. Define
Gr,0, 1 <k < ¢ similar to G,y except that challenge ciphertext is semi-functional, first £ -1 keys
are semi-functional and k-th key is partial semi-functional. In Gj 1, 0 < k < ¢, the challenge ci-
phertext is semi-functional and first k keys are semi-functional. The game sequence is Gyeq1, Go 1,
(Gk.0, Gk,l)zzp Gtinat- The advantage of ./ in winning G,.q can now be bounded in terms of its
advantage in distinguishing between successive games. This is done via reductions from the SXDH
problem to the task of distinguishing between successive games. Essentially, there are two kinds
of reductions - first and second. In the first reduction, we show that &’s ability to distinguish
between G;eq and Gp; can be used to solve a DDHI instance. The second reduction shows that
an algorithm &7 that can distinguish between Gj_;; and Gj o for some k € [1,q], can be used to
construct an algorithm s solving DDH2. Similar arguments hold for all values of k£ and also for
the transition from Gy o to G 1. The final transition i.e, G4 1 to Gyine is done just by changing the
way information provided to &7 is generated so that the distribution of &/’s view in the two games
are statistically indistinguishable except with probability 2¢/p.. We now provide an outline of each
stage in the proof.

First Reduction: Suppose that %) is a DDHl1-solver. #; simulates the game using a DDH1
instance (G, P1,bP;,sbPy, Py, (s + pu)P1). The element b of the instance corresponds to the
scalar b of the scheme. %) sets up the system normally since it has all information required to
do so. The master secret is also known since none of its components depend on b. Furthermore,
it cannot create semi-functional keys as no encoding of b in Gy is provided. All the key extract
queries are answered normally. %) sets the randomiser for the challenge ciphertext Ctobes
(from the instance). C will be normal or semi-functional depending on whether the instance

is real i.e., =0, or random (u 2 Z,).

Second Reduction: The DDH2-solver %, obtains an instance (G, Py, Py, 7P, cPs, (rc + v)P).
Here c corresponds to the scalar ¢ in MSK. Elements d, (e;) je[1,n] are set to random degree-
1 polynomials in c. Scalar b is chosen randomly from Z;. Let y = (d,e1,...,es). The public
parameters are created differently since y is not known. Only its encoding in Go i.e, yPs is
known. Specifically Uy, Vy j, W1 are chosen at random from G;. Depending on these and y,
the corresponding A’s are implicitly set. Encodings of A’s can be computed only in Gy. This
enables normal key generation as well as semi-functional key generation. In its response to
the k-th key extract query, %> maps r from the instance to the randomiser ry in the key.
Accordingly it generates the key choosing ro at random. If v = 0, the key will be normal.
Otherwise the key is partial semi-functional and ~ corresponds to the randomiser ~; in the
semi-functional part. Moreover, a linear polynomial f(idy) in idg-components is embedded
in the semi-functional scalar . This polynomial is determined by the co-efficients of ¢ in y.
The coefficients of c in e; also determine 7; respectively. For the challenge ciphertext, % has
to create semi-functional components which depend on y. But y depends on ¢ and encoding
of ¢ in G is not known. The only way out is to set tag = —f(f(\iﬁ) so that terms depending on
¢ vanish. A consequence is that %, can only generate nominally semi-functional ciphertext
for idi. We then argue that the simulation is perfect.

Final Transition: It is required to show that G,; and Gy;nq are statistically indistinguishable
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from the attacker’s point of view except for probability at most 2¢/p. The generation of public
parameters and keys provided to & are changed ensuring that their form is equivalent to that
in Gg1 and they are independent of the scalars u,d, (€;)je[1,)- Consequently the challenge
ciphertext is the only place where these scalars come into play, especially in those components
that consist of the identity-hash and the message. Basically, the message and the id-hash are
masked by random quantities so that Gy;yq is simulated.

Proof. Proof of Theorem 6.5.1

Consider a sequence of games G,¢q1, Go1, (G 0, Gk,l)zzp Gfinal between an adversary </ and a
challenger with the games defined as follows.

e G,eq: the actual HIBE security game ano-ind-cpa (described in Section 2.2.1.3).

e Gj o, 1 <k <q: challenge ciphertext is semi-functional; first k-1 keys are semi-functional and
k-th key is partial semi-functional.

e Gj 1, 0 <k <q: challenge ciphertext is semi-functional; first k keys are semi-functional.

® Gyt challenge ciphertext is a semi-functional encryption of a random message under a
random identity vector; all keys are semi-functional.

Let Xy denote the event that o7 wins in Gg. Clearly, the bit § is statistically hidden from the
attacker in Gyinq, which means that Pr[ X inq] = 1/2.

In Lemmas 6.5.1, 6.5.2, 6.5.3 and 6.5.4, we show that

‘PI‘ Xreal] - Pr[XO,I:” < €ppHisy

[
‘ Pr[Xk—l,l] - Pr[Xk,OH < €ppHa2,
[
[

‘Pr Xk,U] - Pr[Xk,l]‘ < €ppH2,
q,1

‘Pr X ] - Pr[Xfmal“ < QQ/p-
The advantage of & in breaking the security of JR-AHIBE is thus given by

-ind- 1
AV P () = [ Pr{Xreal] -

= | Pr[Xreal] - Pr[Xfinal“
q
<|Pr[Xrea] = Pr[Xoa]l + 30 (IPr[Xp-11] - Pr[Xp o]l + | Pr[Xy,o0] - Pr[Xea]])
k=1
+ | Pr[Xq,l] - Prl:Xfinal“

q
< €ppm1 * 2¢€ppnu2 + ?
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In the sequel, #; (resp. %) is a DDHI1-solver (resp. DDH2-solver). We argue that %, using
the adversary’s ability to distinguish between G, and Go,1, can solve DDH1. Similarly, 2/’s power

to distinguish between Gj_1 1 and G (or Gi o and Gg 1) for k € [1,¢], can be leveraged to build a
DDH2-solver %s.

Lemma 6.5.1. |Pr[X,.q] - Pr[Xo1]| < eppmi-

Proof. Let (G, P1,bP1,sbPy, Py, (s+p)P1) be the instance of DDH1 that %, has to solve i.e., decide
whether p =0 or p 2 Z,. The phases of the game are simulated by %) as described below.

Setup: Choose ¢, d,u, A1, Az, Ay, (ej,AQ’j)?:l 2 Z,, and set parameters as:
Ui =-A1(bPy) +dP1, Vij=-Dg i (bPy) +e; P for j=1,...,h, Wi =-As(bP1) + cP,
gr = e(bPy, P2) 2e(Py, Py)"
PP : (P, bPy, Uy, (Vi)hy, Wi, gr)
All the secret scalars present in the MSK are known. ; can thus create normal keys. However,

HB1’s lack of knowledge of the scalar b or its encoding in G2 does not allow it to create semi-functional
keys.

Key Generation Phases 1 & 2: %; answers all of @7’s queries with normal keys generated by
the JR-2AHIBE.KeyGen algorithm.

Challenge: .o sends two message-identity pairs (myg,idy), (m1,1d1) 2, chooses 2 {0,1},
encrypts Mg under 1d5 and sends the resulting ciphertext C = (00,01,02,03,tag) to of. Let
1d5 (|d17 .. |dA) C is computed as:

fag 2 Ly,

Co = Mg - e(sbP1, P2)"%te((s + p) Pr, P2)" = Mg - ge(Pr, Po)™,

gl =(s+p)P=sP + uhky,

Cy = sbPy,

Cs=(-A1 - A2j|d —fag-A3)(sbPy) + (d + Z _ejid; + fag - c)(s +u)Py
:(—A1b+d+z id;(~ A2]b+€J)+tag( Asb+c))(sP) + (d+Z] Lejid; +tag - ) (uPy)
=s(Uy + 257':1 id; V1, +tagy) + u(d + ijl ejid; +fag-c)P.

= U
Observe that C is normal if p = 0 and semi-functional when p «— Z,.
Guess: &/ outputs its guess 3’ and halts.

% returns 1 if .&/’s guess is correct i.e., 3 = '; otherwise %, returns 0. The advantage of %4 in
solving the DDHI1 instance is given by

AdVDDHl(ﬁl) = |Pr[<@1 returns 1|N = O] - Pr[%l returns 1|/L L Zp:“

= |Pr[B = Bl =0] - Pr[ = Bl < Z,]|
= |Pr[Xreal] - PT[X0,1]|.

Since AdngDHl(ﬁl) < eppu1, we have |Pr[X,cq] — Pr[Xo1]| < eppm- O

Lemma 6.5.2. |Pr[X;_; 1] - Pr[Xy 0] < eppme.
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Proof. %, is given an instance (G, Py, Po, 7 Ps, cPs, (rc+7v)Py) of DDH2 and asked to decide whether

v=0or 7y < Z,. It simulates the game as described below.

. U U . . .
Setup: Pick scalars u, A}, AL, A}, dy,da, (ej,l,ejg,A’Q,j)?:l «— 7, and b «— Z,; and (implicitly)
set

Al +d A3:A§)+c A4:A§1+u

b b’ b’

A’27j+6j
b

d:d1+0d2, Alz

€; =¢ej1t+cejo, AQJZ fOl"j :1,...,h.

Parameters are generated as follows.

U1 = —A’lpl, V17j = —A,27]~P1 for ] = 1, - .,h, Wl = —Aépl,

gr = (P, P2) ™2

PP: (Py,bP1, Uy, (Vi) Wi, gr)
The elements A1, Ag ;, Az, d,e; that are part of the MSK are not available to %>. Even without
these, %5 can generate keys as explained in the simulation of the key generation phases.

Key Generation Phases 1 & 2: &/ queries on identities idy,idy,...,id,. % responds to the
i-th query (i € [1,q]) considering three cases.

Case 1: i >k
z@g returns a normal key, SK:idi = (81,82) with 51 = ((Ki)ie[lé],(DLJ‘,ELj)jE[ZJth]) and
Sa = ((Ji)ie[1,5)> (D25, B2.j) jere+1,n])- The master secret is not completely available to %
and hence the JR-AHIBE.KeyGen needs a modification. The Sj-components are computed as
shown below.

1,72 £Zp,
K1 = 7’1P2, KQ = 7’1(CP2),
4 4 4
Kg =fu+nr d1 + Z idj@j,l P2 + 7 d2 + Z idjejg (CPQ) =|lu+nr d+ Z idj@j Pg,
j=1 J=1 J=1

As+c
b

K4 = —b_lrl(AéPQ + CP2) =-T1 ( )P2 = —7"1A3P2,

l J4
K5 = —[fl (AZI +u+1ry (All +di + Z idj(AIQ’j + ej’l))) Py — b71r1 (d2 + Z idjejg) (CPQ)

=1 j=1
4
b -—Uu-—-7 A1+d+2idj(A,27j+6j)
j=1
_ A4+u A’1+d+ildj(A'2,j+ej) ,
b= b
= —A4—T1 A1+Zld Azj))PQ,
7=1
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forj=4+1,...,h,

Dy j=ri(ej1 P2 +ej2(cP)) = rie; P,
I

Fri = -rb N (A + ey 1)Pr = riblesn(ePy) = 1 (22259 py = g P
15 =-T1b" (A +ej1)Pa—m1b ejo(chr) = -1 ; 2 = 1102, .

Sp-components are generated in a similar fashion using a randomiser ry <— Z,, and leaving
out the scalars v and A)j. Details are omitted.

Case 2: i<k
In this case, %, first creates a normal key SKiq, and runs JR-AHIBE.SFKeyGen on SKig,.
This is possible because the only scalar used in JR-4HIBE.SFKeyGen is b which is known to
PBo.

Case 3: 1=k
Let SKiq, = (S1,82) be the key that %y generates for idy. Elements of Sy are created
normally (as indicated in Case 1). In the Si-portion of SKiq,, %2 embeds the DDH2
instance (consisting of P, cPa,7Ps, (rc+)P,) by generating the components as:

K1 = ’I"PQ, KQ = (’I“C+’)/)P2,

4 4
Kg = uPQ + (d1 + Z idjej,l) (’I"Pg) + (dg + E idj@j,Q) (’I”C + ’7)P2
j=1 j=1

¢ ¢ ¢
=uPy+r (d1 + > idjej1 +c (d2 +y idjej,g)) P+ (d2 +y idjej,z) Py
j=1 j=1 J=1
[ [
=lu+r d+Zidjej P+ d2+zidjej,2 P,

J=1 J=1

o2

)P27

l 14
Ks==b""| Al +di+ ) id;(AY; + ej,l)) (rPy) -b! (d2 + 3 idjeﬂ) (rc+7)Py
L

/
K4 = _b_l(AéTPQ + (TC + ’y)PQ) =-T (A3b+ C) P2 - (%) PQ = —T‘Ang - (

=1

l Y4
= —b_17“ (All +d+ Z IdJ(AéJ + €j) Py - b_l’)/ (dg + Z idj@j’g) Py

j=1 J=1
A +d L Al +ej £
:_r( 1b+ +Zidj(%) pQ_(%) dy+ Y idjejs | Py
j=1 J=1
¢ ¢
=-r (Al + Z ideQJ‘ P - (%) do + Z idjej,Q Py,
j=1 J=1

for j=0+1,...,h,
Dl,j = 6]‘,1(7’P2) + €j72(7“0 + ’y)PQ = reng + *yej’ng,
El,j = —b_l(AIQ,j + ej71)7“P2 — b_lej,g(rc + ’y)PQ
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A,2j+ej Y€j,2
=0l =" \P - i)p
T( b ) : ( b )

= —TAQJ‘PQ - ('Yebj,2 ) PQ.

When v =0, SKiq, is normal with 7y = r; otherwise, it is partial semi-functional with

rn=rm=7,
7T:d2+2§=1 idj6j72 and
Ty = €5,2 fOI“ng-i-l,...,h

set implicitly.

Challenge: %, obtains two message-identity pairs (mo,ido), (m1,id;) from <. It then picks

I3 Z {O,/l\}, 85 % @, aEd %e\nerates a semi-functional encryption of Mg under i?:lg = (Gl, el i/c\iz)
given by C = (Cy, C1,Cy, Cs,tag) where
7
ta/\g = —d2 - Z idjejyg,
j=1

60 = MB g; ' e(PhP?)u#a
Cy = sPy + uPy,
CQ = SbPl,
O = ¢ SV 4+ o
Cy =5 (Ur+ 251 1d;Vi; + Wi ) + p(dh + X5 djesn) Py
=8 (U1 + Z§:1 i/ajVLj + téTng)
+U ((d1 + Cdz) + Zle i’d\j(eﬂ + C€j72) + Ei\g . C) P1 - U (dQC + Zf:l i’aj€j726) P1 - t?aTg : c,uP1
=S (U1 + Z§:1 i/éjvl,j + t«'Tng)
+u (d + Z§:1 i’ajej + ta’é . C) P1 +Cl (—d2 - Z?:l i’d\jejg - t?g) P1
=S (Ul + Z?:l i'c\ijVLj + teTng) + 0 (d + Zgzl Gjej + t?g . C) Pl.
The last step follows due to the fact that fag = —do — 2511 i’ajej,g. Note that C is properly formed.
Also, this is the only way %5 can generate a semi-functional ciphertext since no encoding of ¢ is
available in the group Gi. An implication is that %, can only create a nominally semi-functional

ciphertext for idy since the relation tag = —m will hold, thus providing no information to %, about
the semi-functionality of SKiq, .

Guess: < returns its guess 3’ of f3.

P outputs 1 if &7 wins and 0 otherwise. Also, %5 simulates G_1 1 if v =0 and Gy o if v Ll Ly,
Therefore, the advantage of %, in solving the DDH2 instance is given by

AdngH2(c@2) = | Pr[ %, returns 1}y = 0] - Pr[%; returns 1]y U Zp]|

= |Pr[B = B'|u=0]-Pr[B = Bl < 7Z,]
= ’Pr[kal,l] — Prl:Xk,O]l-

It now follows that |Pr[Xj_1,1] - Pr[X4 ]| < eppus from the fact that Advg" 2 (#) < eppus for all
t-time adversaries 4. What remains is to show that all the information provided to the adversary
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have the correct distribution. The scalars b,u, A}, Aj, A}, dy,ds, (ej,l,ejg,A'Q’j)?:l chosen by %5
and 7,¢,y from the instance are uniformly and independently distributed. As a consequence the
following quantities have the correct distribution.

e 11,7 for the k-th key
o Ay, A
o d, (ej)?zl and hence Aq, (Ag,j)?zl

The same scalars also determine 7, (Wj)?:z .1 for k-th identity and fag for challenge ciphertext

which are required to be uniform and independent quantities. We now argue that this is indeed

the case. Let idy = (idy,...,id;,) and i?ig = (idy,...,idy) where, for convenience we assume that
idgy1 = -+ =idy = idg,; = -idj, = 0. The quantities m, (ﬂj)?ﬂ,ta’\g are given by the following equation.
1 idy  idy  ids  ids - idy ds
i 0 0 1 0 0 - 0 €1
2 o 0 0 1 0 - 0 e
: = . . . . . - . 2:72 (6'2)
ti;ﬁ o 0 0 0 0 - 1 €h-12
8/ \ -1 —idy -idy -ids -idy -~ -idy J\ ens

Observe that

e the first and last rows in the above matrix are linearly independent since identity components
are in Z, and idy # idg. All other rows are linearly independent of these two rows. Further,

since £,47>: 1, we have id; # 0 and idy # 0. Hence the matrix has rank h + 1.

® dy,e12,...,ep2 are information theoretically hidden from 7 and also chosen from uniform
and independent distributions over Z,,.

Conditioned on these observations, we conclude that , (7; );-’:2, tag are uniformly and independently

distributed in &/’s view. O

Lemma 6.5.3. |Pr[X} o] - Pr[X;1]| < €ppme-

The proof is similar to that of Lemma 6.5.2. The difference is that %, creates a partial semi-
functional key for idg, the k-the identity queried by 7, and then embeds the DDH2 instance in
So-portion of the key. %y advantage in solving DDH2 will now depend on whether the 2/ can
determine whether SK;q, is partial or fully semi-functional.

Lemma 6.5.4. |Pr[X, 1] - Pr[Xyina]| < (2¢/p).

Proof. In Gg 1, all the keys returned to ./ are semi-functional and so is the challenge ciphertext.
To argue that Pr[Xg 1] = Pr[Xtina]|, we modify the JR-AHIBE.Setup and IR-AHIBE.SFKeyGen
algorithms so that the modification results in Gy,q and the distribution of information provided
to the adversary before and after the modification are statistically indistinguishable except with
probability 2q/p.

120



JR-AHIBE Setup: Pick scalars A}, AL A} u,c, d,(ej,A’Q’j);-‘:l Ll Z, and b Ll Z, and compute
parameters as:

U1 = —A’lpl, VL]' = —A,ijl for ] = 1, - .,h, Wl = —Aépl,

gr = e(Py, Py) %4

PP : (P, bPy, Uy, (Vi) Wi, gr)

setting

Al +d Al +c Al +u
Ap=—1 Ag==2 Ay=—1
1 b ’ 3 b ; 4 b )
A,2,j+ej .
Ay ;= ; for j=1,...,h.

U U
IR -AHIBE.SFKeyGen: Choose rl,rg,w’,a',(w},cf})h «— Z,, 11,72 <— Z, and compute the

J=£+1
individual components as follows.

Ki=r1P, Ky=r1cPy+7Ps, Ji=12Ps, Jo=12(cPs) + 2P,
Ks=7'P, Js =o' Py,

A A/
Ky=-nm (A3b+ C) Py - (%) Py, Jy =12 ( Sb+ C) Py - (%) Py,

1 14 1 14
K5 = _E (7’[" + AZI + 71 (All + 221 Id]AIQ’])) Pg, J5 = _E (O’l + 79 (All + zjl ideQyj)) PQ,
7= 7=

for j=4+1,...,h,

! /
Dl,'=7T-P2, D27j =U~P2,
J J J

1Ay + 7 roAL .+ o
El,j:_(—QZ J)Pg, EQ,j=—(—2Z J)PQ.

The setting of K3 = ©'P, fixes the product ;7 that appears in its semi-functional form i.e.,
(u +71 (d+ ng idjej) + 7177) P,. The other component where 7’ is used is K5 that also fixes v
in its semi-functional term. It is necessary to ensure that these two are equal. We show below that
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K5 is indeed well-formed in this sense.

‘
K= —% 7+ Al +1 (A'l +> ide’QJ))P

=1

:_% u+r1(d+2|d ej)+’yl7r+A4+r1(A1+Z|d AQJ))

Jj=1 Jj=1

L
= —— (Afl +u) + 7 ((All +d) + Z idj(AIQJ +6]‘)))P2 +717TP2

J=1

A A ! ;e
:—( 4b+u ( +d+Z|]( )))P2+’)/17TP2

= - (A4 + 7 (Al + Z ideQJ)) P2 + ’)/17TP2,

J=1

Similarly, setting D1 ; = WJ’.PQ fixes y1m; since Dy ; has the form rie; +y1m;. Eqj is computed using
7’ and we justify below that is is properly formed.

J
AL .+
ElJZ_(—l 2] ])P2
b
=_(T1A,2,j+rlej+’717rj)P2
b

A’ jte -
:—7“1( b J)PQ—P)/NTJPQ

b
V1T

=119, P - Py
The scalars 7', (7 )h 1 define the products vy, (717rj) _, respectively. Since 7 is chosen uniformly
from Z,, T, (7; ) j-1 are uniformly and independently distributed in Z, except when ~; = 0. Similarly,
it is possible to show that J5, (Fs ]) jep41 BTE well-formed and o, (0; ) =1 have the proper distribution
given that 72 # 0. Furthermore, all elements of the key are generated independent of u,d, (e; ) i1
that determines the independence of the ciphertext from the key. Let us now take a look at the
challenge ciphertext:

60 = Mg g; . e(Pl,PQ)““,

C 1= SP1 + ,uPl,

02 = SbPl,

63 = -8 (All + Z§=1 GJA’ZJ + t?gAg) Pl + 0 (d + Z§=1 ﬁjej + t?g . C) Pl,

where fag, p1, s < Z,. Recall that u,d, (e; )?:1 are chosen independently and uniformly at random
from Z,,. Consequently, components Cpy and C) are randomly distributed in G and G respectively.
Also these two components are independent of all other information (including keys and public
parameters) provided to /. Therefore the bit 5 is information theoretically hidden from the
adversary implying that the resulting game (obtained by modifying IR -AHIBE.SFKeyGen) is G finq-
The distribution of public parameters remains the unchanged. Let F; denote the event that ~; =0
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or 72 = 0 for an extract query on id; (for i € [1,q]). Clearly Pr[F;] <2/p. The keys have the correct
distribution unless the event F = U! ;F; occurs. Thus we have |Pr[Xg1] — Pr[Xina]| < Pr[F] <
;1:1 Pr[F;] = 2q/p. ]

6.5.1 Scheme JIR-HIBE

This section presents the second (non-anonymous) HIBE construction. As discussed in Sec-
tion 6.4, two sub-hashes in the key are combined to form the identity-hash required for cancel-
lation with the ciphertext. The sub-hashes are determined by the vectors vy = (d,eq,...,ep) and
vo = (A1,A21,...,Ag2). In order to realise anonymity, these vectors are kept as part of the master
secret in JR-AHIBE. Additional elements had to be provided in the key to enable rerandomisation
during delegation. It turns out that we can obtain a non-anonymous scheme by making these
vectors public. The availability of these vectors facilitates rerandomisation and hence the keys
no longer need extra components for this purpose. As a result, keys are shorter and algorithms
KeyGen, Delegate are more efficient in comparison to JR-AHIBE.

The method followed here in obtaining a non-anonymous HIBE did not work out for previously
known anonymous HIBE schemes [107] and £LW-2HTBE. This is due to the following reasons. The
element Gy would be of the form e(P;, P»)® where « is part of the master secret. P; and P, would
be required for encryption and delegation respectively as a result of which both P; and P> would be
present in PP. However, this leaks a information theoretically thus revealing the message too! The
splitting of a here in terms of Ay and u precisely overcomes this problem. These scalars further
provide the randomness required to generate semi-functional components.

Regarding the dual system proof, we mentioned in Section 6.4 that some elements in the master
secret provide the randomness required to generate semi-functional components during simula-
tion. In JR-HIBE, the scalars d,c, (e;);e[1,n) are revealed information theoretically in the public
parameters. Although d,c,e; being hidden provides more randomness, they are not essential to
generating the required amount of randomness in the proof. The scalar u, hidden by G in the
public parameters, is sufficient.

We now provide a definition of JR-HIBE = (JR-HIBE.Setup, IR -HIBE.Encrypt, IR -HIBE.KeyGen,
IR-HIBE.Delegate, IR - HIBE.Decrypt) where the algorithms are as follows.

IR-HIBE.Setup(k): Generate a Type-3 pairing (p, G1, G, G, e, F1, F») based on the security pa-
rameter k. Compute parameters as follows.

P <L Gy, Py <= G
Ar,As, Agyc,dyu, (Do o))y < Ty, b T,

U1 = (—Alb+ d)Pl, VLj = (—A27jb+€j)P1 for ] = 1, .. .,h, W1 = (—Agb-i- C)Pl,
gr = e(Py, Py)~Rabru,

PP : (P17bP17 Ul) (‘/17])‘};:17W17P27A1P27A3P2,dP2’CP2’ (AQ,]P2’63P2);L:1,QT)

MSK : (Ay,u)
IR-HIBE Encrypt(PP, M,id = (idy,...,id;)): Pick tag,s < Z, and set the ciphertext C =
(Co, C1,C4,C5,tag) where
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Co=M-(gr)*, C1=sPy, Cy = sbPy, C3 = s(Uy + X4_id; V1 ; + tagy).

IR -HIBE.KeyGen(MSK,id = (idy,...,ids)): Pick r Z Z,, and compute the secret key SKiq =
((K)ie[1,5)> (Djs Ej) jere41,n]) for id where,

K= T‘Pg, Ko = ’I“CPQ, Kj = (’LL + T(d+ Z;zl idjej)) Pg,

K4 = —T’AgPQ, K5 = (—A4 - T(Al + Z§:1 ideQJ‘)) PQ,

Dj = TejPQ, Ej = —’I“AQJPQ for ] ={+ 1,. ,h
IR-HIBE Delegate(id = (idy,...,ids),idee1): Let id :idgq = (idq, ..., idp1). SKiaiid,,, is generated
from SK;q as follows.

Pz,

K1 <~ Kl + FPQ, KQ <~ K2 + 7ZCP2, K3 <~ (Kg + id@+1Dg+1) + F(d+ Zﬁz% idjej)Pg,

K4 <~ K4 - ngPQ, K5 <~ (K5 + idg+1Eg+1) — ’F(Al + Zgz% ideij)Pg,

Dj <—Dj +7Z€jP2, Ej <—Ej—7:A2’jP2 fOI‘j:£+2,...,h,
setting r <~ r + 7. Note that the distribution of SKiq:4,,, is same as that of a freshly generated key
for id : idy,; via the KeyGen algorithm.

IR -HIBE.Decrypt(C,SKiq): Return M’ computed as:

W - Co-e(C3, K1)
e(C1,tagKy + K3)e(Ca, tagKy + K5)

Note 6.5.1. The encryption and decryption algorithms of JR-AHIBE and JR-HIBE are identical and
hence the correctness of decryption for J®-HIBE follows from that of JR-AHIBE.

Note 6.5.2. The KeyGen and Delegate algorithms for JR-HIBE are identical to the portion of the

corresponding algorithms for JR-AHIBE which modify the Si-components of the key. The S,
components of the key in JR-AHIBE are not required in JR-HIBE.

Discussion. Setting h =1 in JR-HIBE yields a non-anonymous variant of JR-IBE-D. The result-
ing IBE has efficiency comparable to JR-IBE-D but has seven extra elements from Go in public
parameters. It is interesting to note that J®-HIBE is the only known HIBE within the dual system
framework which has rerandomisable keys. The same holds for the corresponding IBE as well.

6.5.2 Security of JR-HIBE - An Overview

The security of JR-HIBE is very similar to that of IR-AHIBE. We only highlight the main differences
and omit the details of the proof.

The definition of semi-functional ciphertexts remains the same. The semi-functional components
in keys are defined as for &1 in JR-AHIBE. Keys in JR-HIBE do not contain the second set of
components Sa. Hence, the notion of partial semi-functionality is not required.

The game sequence is G,.q1, Go, (Gk)%zl, Gfinal, where Gy¢q is the actual HIBE CPA-security
game ind-cpa (defined in Section 2.2.1.3).In Gy, challenge ciphertext is semi-functional and all keys
are normal. Gg, 0 < k < ¢ is similar to Gg except that the first k£ keys are semi-functional and the rest
are normal. In Gy;pq, challenge ciphertext is a semi-functional encryption of a random message and
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all keys are semi-functional. The theorem below summarises the exact security guarantee obtained
for IR-HIBE.

Theorem 6.5.2. If (eppui,t1)-DDHL and (eppus,t2)-DDH2 assumptions hold in Gy and Go re-
spectively, then IR -HIBE is (g,t)-IND-ID-CPA-secure where € < eppmy +q-€ppua+(q/p), t1 = t+O(hp)
and tg =t + O(hp). p is the mazimum time required for one scalar multiplication in Gy and Go.

Since the structure of the ciphertext in JR-HIBE and JR-AHIBE are identical, so is the first
reduction (based on DDH1). The second reduction is also similar; it is only needed to show that
the elements in Gy that are made public can indeed be generated. The third reduction has one
difference. We no longer need to argue about the independence of all information provided to
the attacker with respect to the elements d, (e;) je[1,h]- 10 JR-AHIBE, this was required to show
anonymity i.e, the hash of the identity is masked by a random quantity. We only need to show
that the message to be masked by a random quantity in the last game and this is done by arguing
that the adversary’s view (excluding the challenge ciphertext) is independent of the scalar u.

6.6 Anonymity and Constant-Size Ciphertexts

As mentioned in the beginning of this chapter, many HIBE schemes (such as [86]) have the prefix
decryption property. That is, an entity with identity id" and a corresponding secret key SK;q: can
decrypt any ciphertext corresponding to id where id’ is a prefix of id. As an example, consider
the Gentry-Silverberg HIBE [86] (GS-HIBE) based on a symmetric pairing e : G x G - Gp. The
ciphertext for an identity id = (idy,...,id;) consists of points rPy,rPs,...,7P; from G and the
n-bit string M & Ha(e(P1,Qo)") where Hy: {0,1}* - G, Hy: Gy - {0,1}" are cryptographic hash
functions, P, = H;(id1,...,id;) for i € [1,¢], elements Py, Qo come from PP and M is the message.
Note that when we remove the points rPpyq,...,7P; (¢ < {), the remaining components form a
valid ciphertext for the identity id’ = (idy,...,ids) and hence can be decrypted using a secret key
for id’. The prefix decryption property holds in this case.

In the non-anonymous setting, id is known. Hence, decryption can be done via a secret key
for id that is derived from SK;y' by a sequence of calls to the Delegate algorithm. In case of
anonymous HIBE, id is not known and as a result, delegation is not possible. If the ciphertext
contains separate components corresponding to each level of id, prefix decryption would still hold.
As shown above (for the case of GS-HIBE), one can truncate the ciphertext retaining only the
components corresponding to id’” and then perform decryption using SK;q. The anonymous HIBE
of Okamoto-Takashima[122] also has this property. But in case of an anonymous HIBE where the
ciphertext size is constant, as in JR-AHIBE, it is not possible to decrypt the ciphertext with SIC;q-.
The reason is that is no way to remove (or truncate) the randomised components corresponding
id \ id’ from the ciphertext (here, id \ id’ denotes the suffix of id’ in id i.e., idy,...,id;). More
precisely, given the hash s(U; + Z§:1 id; V3 j +tagWi) for id it is impossible to extract a hash for id’
since we have no knowledge of sV; ;’s. This limitation is not particular to our work and neither is
something that arises due to the techniques that we use. It is an inherent limitation and is present
in all previously known HIBE constructions which simultaneously achieve constant-size ciphertexts
and anonymity.

On the contrary, as pointed out earlier, the absence of prefix decryption property is acceptable
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and possibly useful in certain applications. For related discussions on this issue, the reader is
referred to [86] and [58].

6.7 Detailed Comparison to Existing HIBE Schemes.

Table 6.1 provides a comparison of IR -HIBE with all previously proposed non-anonymous CC-HIBE
schemes. In terms of security, IR - HIBE is comparable to [122] and [54]. The security of the construc-
tion in [114] is based on sub-group decision assumptions that cannot be considered to be standard
assumptions. JR-HIBE achieves the best efficiency compared to all other schemes. Table 6.2 com-
pares LW-AHIBE and IR -AHIBE with all previously proposed anonymous HIBE schemes. In terms
of security and efficiency, there is no construction that is comparable to JR-AHIBE.

We fix some notation required to compare different parameters of HIBE constructions. h:
maximum depth of the HIBE; /: length of the identity tuple; ¢: number of key extraction queries.
In [49], N is the number of bits in an identity and k represents number of blocks of N/k bits. #pp,
#msk, #cpr and #key denote number of group elements in the public parameters, master secret,
ciphertext and key respectively. Enc, Dec, KGen and Deleg indicate the efficiency of encryption,
decryption, key generation and delegation algorithms. For Type-3 pairing based schemes, PP and
ciphertexts consist elements of G1; MSK and keys consist elements of Go. #pp = (a,b) means
that there are a elements from G1, G2 and b elements of Gp. #cpr = (a,b) denotes a elements
from G; and b elements from Z, where p = |G;1|. We do not consider the Gr element that masks
the message in our comparison as it is present in all constructions. Enc = (a,b) implies that a
scalar multiplications are required in G; and b exponentiations in Gr; ‘Dec’ is measured in terms
of number of pairings; ‘KGen’ is determined by number of scalar multiplications in Gso; ‘Deleg’,
by number of scalar multiplications in Gs. ‘Assump’ denotes the set of underlying complexity
assumptions; Deg is a shorthand for security degradation. ‘Prefix Dec’ indicates whether or not
the HIBE supports prefix decryption. ‘Const #cpr’ denotes constant number of elements in the
ciphertext (or constant-size ciphertext).

[ Scheme | [24] \ [49] \ [50] | [ ] [122] [54] [ I®-st1BE
Pairing Type-1 Type-1 Type-1 Composite Type-1 Type-3 Type-3
Security | selective-id adaptive-id selective*-id | adaptive-id adaptive-id adaptive-id adaptive-id
Assump. 2“&‘];}0)?{‘111 h-wDBDHI* | h-wDBDHI* S];;g;f;f DLin d-Lin SXDH
Deg. 1 O((kq2"T5)") 1 0(q) 0(q) 0(q) 0(q)
#pp (h+4,0) (h+3+hk,0) (2h +3,1) (h+3,1) | (32n7 +16h+25,1) | (2d(d+1)(h+2),d) (B3h+9,1)
#msk 1 1 1 1 5 d+1 2
#cpr (2,0) (2,0) (3,0) (2,0) (13,0) (2(d+1),0) (3,1)
#key h=0+2 | (k+1)(h-0)+2| 2(h-(+1) h—0+2 8h+5 (d+1)(h-L+2) 2(h-0)+5
Enc (£+2,1) (2,1) (£+2,1) (£+2,1) 32h +23 (d(d+1)(£+2),d) (+4,1)
Dec 2 2 2 2 13 2(d+1) 3
KGen h+2 2(h-L+1) 2h—L+2 2h-0+4 16h(h+£) + 10 d(d+1)(h+2) 2h+7
Deleg. 0+2 2(h-1) 2h—0+1 2h—0+6 | 16h(h+£+1)+10 |d(d+1)(h+2)+d+1 2h+9

Table 6.1: Comparison of non-anonymous CC-HIBE schemes based on pairings without random
oracles.
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Efficiency comparison of JR-HIBE with [114]. In absolute terms, the number of group el-
ements required for composite-order based schemes is less than that required in the new HIBE
schemes. However, only counting group elements is not a proper comparison. One has to consider
the actual size for representing a single group element at a desired security level.

For concreteness, let us consider a security level of 128 bits. For Type-3 pairings, using Table-2
of [43], elements of G and Gy can be represented using 257 and 513 bits respectively. In contrast,
the order of Gy = Gy for composite-order pairings is a product of at least three primes. The basic
security requirement is that this group order should be hard to factor. To attain 128-bit security
level, the length of the bit representation of the group order should be about 3000 bits (or more).
So, for schemes based on composite-order groups, the length of representations of elements of Gy
(and Gg) will be about 3000 bits. This is about 12 times (resp. 6 times) more than the length
of bit representation of elements of G; (resp. Gz) using Type-3 pairings. The wide difference in
the length of representations of group elements more than adequately compensates for the absolute
number of group elements in composite-order HIBE schemes being lesser than that in the newly
proposed HIBE scheme.

For example, ciphertexts in JR-AHIBE (or JR-HIBE) consist of 3 elements of Gy which is about
770 bits whereas ciphertexts in the HIBE of [114] will be about 9000 bits (3 elements each having
length about 3000 bits). Similar considerations apply to public parameters (PP), master secret
key (MSK) and decryption keys. The larger length of the parameters also lead to a significant
slow down in the basic operations of scalar multiplication and pairing computation leading to much
slower algorithms for encryption, decryption, key generation and key delegation.

Comparing JR-HIBE with [122] and [54]. The schemes in [122, 54] both achieve similar
security guarantees as JR-HIBE. The construction of [122] the number of elements in the ciphertext
and the number of pairings required for decryption is 13 as opposed to just 3 in JR-HIBE. The
scheme in [54] achieves similar parameters when d =1 (d-Lin is XDH when d = 1) but is still less
efficient compared to JR-HIBE in terms of ciphertext size and decryption time. Ciphertext in [54]
will consist of 4 Gi-elements whereas JR-HIBE contains 3 Gi-elements along with an element of
Z,. 1t an element of G is represented using two elements of Z,,, then JR-HIBE ciphertexts consist
of 7 Z,, elements as opposed to 8 in [54]. Certainly, JR-HIBE has shorter ciphertexts.

From Table 6.1 and the previous discussion, the only non-anonymous HIBE scheme which is
comparable in efficiency and security to R -HIBE is the Chen-Wee scheme described in [54] for d = 1
whence d-Lin becomes DDH. R - HIBE has shorter ciphertexts and faster encryption and decryption
algorithms, while the Chen-Wee scheme has shorter decryption keys and faster key generation and
delegation algorithms. For an encryption scheme, encryption and decryption will be used more
often than key generation and delegation, so, the advantage of JR-HIBE over the Chen-Wee scheme
outweighs the disadvantages. When d > 1, the Chen-Wee scheme is based on progressively weaker
assumptions than the SXDH assumption and the resulting schemes also become progressively more
inefficient.

LW-AHIBE in comparison with previous HIBE schemes. Observe that LW-AHIBE was
the one among the first two CC-HIBE schemes based on prime order pairings achieving adaptive
security from static assumptions. The only comparable scheme is that of De Caro et al. [63] which
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[ Scheme I [36] | [144] | [63] | [129] [[108], LW-A3IBE] [124] [ s®-230BE |

Pairing Type-3 Composite | Composite Type-1 Type-3 Type-1 Type-3
Security selective-id selective-id |adaptive-id| selective-id adaptive-id adaptive-id adaptive-id
LW1,LW2,DBDH
Assump. DLin,pBDH | (WBDHY, | Subgroup | h-BDHE [108]:3-DH,XDH DLin SXDH
(-cDH Decision | Aug. h-DLin
[137]:A1

Deg. o) o) O(q) o(1) O(q) O(hq) O(q)
Prefix Dec. No No No No No Yes No
Const #cpr No Yes Yes Yes Yes No Yes
#pp 2(h%2+3h+2),1) | (h+6,1) | (h+4,1) (h+6,1) (3h+6,1) (4(9h +4),1) (h+4,1)
#msk h?+5h+ T h+4 2 4 h+6 18h + 10 2h+6
#cpr (2h +5,0) (3.0) (2,0) (4,0) (6,0) (9¢+5,0) (3.1)
#key (h+3)(Bh—0+5) |3(h-€+3)|2(h-L+2)| 3(h-(+4) 6(h—0+2) |(4h-20+1)(90+5)+36(h—20)||4(h-()+10
Enc (2(0+3)(h+2)+1,1) (£+6,1) | (£+4,1) (+5,1) (3(¢+2),1) 270 +15 (0+4,1)
Dec 2h +3 4 2 4 6 90 +5 3
KGen WAl (G-0% o oo lihe2-30(hs2(h-t+8)) 6h-50+12 (2h +3)(270 + 10) 5(2h - 20+ 5)

h(7T-30)-2(+2 ) ’ ’
Deleg. 5(h+2)(h+3)+1 |6(h—£)+214(h-L)+11| (4(h-L)+25) 2(h—€+3) |(90+5)(6hf+14h -2 —8(+5)| 4(h— L +5)

Table 6.2: Comparison of anonymous HIBE schemes based on pairings without random oracles.

is based on composite order pairings. The comments regarding the efficiency benefits of using prime
order groups over composite order groups mentioned above also apply here. An independent work
by Park and Lee [129] also proposed a HIBE construction identical to LW-AHIBE. In contrast to
our proof, they prove security based on SXDH and asymmetric 3-party Diffie-Hellman assumptions
in addition to LW1, LW2 and DBDH.

IR-AHIBE and other anonymous HIBE schemes. It is clear from Table 6.2 that all anony-
mous HIBE schemes possess either constant-size ciphertexts or the prefix decryption property and
not both. The Boyen-Waters HIBE [36] has none of the two properties. The Okamoto-Takashima
scheme [124] supports prefix decryption and at the same time achieves anonymity but at the cost of
non-constant size of the ciphertext (the size is linear in the depth of the identity). In addition, ci-
phertexts in their scheme reveal the length of the recipient identity unlike the Boyen-Waters HIBE.
IR -AHIBE, on the other hand, is anonymous and has short ciphertexts but lacks prefix decryption.
All other efficiency parameters are better in case of JR-AHIBE.

We conclude that among anonymous HIBE schemes, JR-AHIBE is the most efficient scheme
with all the standard provable properties. We emphasise that the efficiency and provable secu-
rity properties achieved for JR-AHIBE have not been simultaneously achieved earlier, either for
composite-order pairings, or, for prime-order pairings. For use in practice, one may choose the
Okamoto-Takashima scheme or JR-AHIBE according to whether the application requires prefix
decryption or not.

Subsequent work by Blazy et al. A recent work [21] presents HIBE schemes (both with and
without anonymity) generically constructed via a transformation from message authentication codes
(MAC). Security is based on the d-Lin assumptions. Consider the case d = 1. For the schemes with
public parameters comparable to our schemes ciphertexts are larger than that of JR-AHIBE and
JR-HIBE. They also present a non-anonymous scheme with a tighter reduction and ciphertexts
shorter than JR-HIBE-ciphertexts. But the public parameters are O(hn) where n denotes the
length (in bits) of each identity.
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Chapter 7

Identity-Based Broadcast Encryption

In this chapter, we present the first efficient IBBE constructions that achieve security against
adaptive-identity attacks under standard hardness assumptions. All previously known schemes
either achieved security against selective-identity attacks, or used non-standard assumptions, or
could be obtained by specialising inner product encryption making them quite inefficient. Further,
our constructions are based on Type-3 pairings, whereas previous works on IBBE used Type-1
pairings.

Our Contributions. A simple way to encrypt a single message to a set of identities is to use an
IBE scheme to encrypt it separately to each of the identities. Such a strategy, however, does not
allow any savings in the header size. An IBE encryption results in a ciphertext which consists of
several elements of G1. To obtain a non-trivial IBBE scheme, it is of interest to try and share some
of the group elements in the ciphertext across all the encryptions. This will lead to a reduction in
the size of the ciphertext over the trivial scheme of separate encryption to each identity.

Currently, the most efficient IBE scheme that is known is due to Jutla and Roy [103]. Actually a
simple variant of their original proposal, described as JR-IBE-D in Chapter 6, is the IBE of choice.
In this work, we investigate the possibility of converting this IBE scheme into an IBBE scheme.
The intuitive idea is to share the randomiser across all the identities. Doing this directly, however,
does not admit a security proof. To get around the problem, we need to put a bound on the size
of the set of identities to which a single message can be simultaneously encrypted and then let
the size of the public parameters be determined by this bound. The group elements in the public
parameters allow the computation of polynomial hash of each of the identities. These hashes vary
with the identities whereas the group elements which do not depend on the identity remain the
same for all the identities. It is due to this feature that we are able to get a substantial practical
reduction in the size of the ciphertext. The resulting scheme, denoted IBBE,, can be proved to
be secure against adaptive-identity attacks using the dual system proof technique introduced by
Waters [158]. The underlying hardness assumptions consist of the standard DDH assumptions in
the groups G; and Gy (DDH1 and DDH2 respectively).

A ciphertext in IBBE, contains ¢ Z,-elements (called tags) where £ is the number of identities
to which encryption is to be done. Our second scheme, IBBE,, is a modification of IBBE, which
provides a method whereby the number of tags in the ciphertext goes down and hence results in
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shorter ciphertexts. The security of this scheme can be reduced from the security of IBBE, using a
hybrid argument. We describe a method whereby the tags can be generated using a hash function
resulting in an even further reduction in the size of the ciphertext. The reduction is more significant
in the case of I'BBE, than in the case of IBBE,. The trade-off for doing this is that the hash function
needs to be modelled as a random oracle for the security proof. User storage in both I'BBE; and
IBBE, consists of a constant number of group elements of G.

Naor, Naor and Lotspiech [117] had provided a combinatorial framework called the complete
subtree (CS) scheme for symmetric key BE. Dodis and Fazio [69] had shown how to combine an
IBE scheme with the CS scheme to obtain a PKBE scheme. (Refer to Chapter 4 for a detailed
discussion). We build on this framework and show that combining an IBBE scheme with the CS
scheme leads to a PKBE scheme with even better parameters. Concretely, we discuss the issue of
combining the CS scheme with IBBE,.

Note: IBBE can be viewed as a special case of inner product encryption [112, 122, 125]. Most
adaptively secure inner product encryption schemes are constructed using dual pairing vector spaces
and hence lead to very inefficient schemes. This is because ciphertexts and keys usually contain
vectors of dimension at least 4 (over Gy or G2) resulting in too much ciphertext overhead in the
broadcast setting. It is due to this reason, we do not discuss IBBE schemes that can be obtained
by specialising inner product encryption.

7.1 IBBE — A First Construction

All our constructions are described in the KEM-DEM framework (refer to Definition 2.1.5 for a
definition of IBBE-KEM). For the sake of simplicity, we use the term IBBE in place of IBBE-KEM.
We start by providing a brief overview of our first IBBE construction — I'BBE,. The starting point
is JR-IBE-D (described in Section 6.3.1 of Chapter 6) that achieves adaptive-identity security from
the DDH assumptions in Gy and Gg. Let N1, No, N7 and N, denote the sizes of representation
of elements in Gi, G, Gr and Z, respectively. A ciphertext in JR-IBE-D consists of the three
elements C1,C and C3 from Gy; the element Cp from Gr; and the element tag from Z,. The size
of one ciphertext is Np + 3Ny + N,,.

Now consider the setting of identity-based broadcast encryption.  Suppose that S =
{id1,...,id¢} € .# is a set of identities corresponding to the intended recipients of a message. A
natural way to extend the IBE scheme to the broadcast setting is as follows. The user keys will be
the usual IBE decryption keys and the public parameters will also remain the same. Components
C1,Cy would still remain the same since they are independent of the identity. The mask (gr)* used
to encrypt the message in Cy will now play the role of the session key i.e., K = (gr)®. Introduce
separate identity-hashes for each identity but randomised with the same scalar. In particular, Cs
is replaced by Cs; = s(Uy +id; Vi + tag; W), i € [1,4].

We would like to emphasise that having separate hashes for each identity requires the use
of separate tags for the different hashes. Otherwise, one can get hold of sV} by just taking the
difference between C3; and Cj3; for some ¢ # j. With sV7, an attacker can construct a header for
S’ = Su{id} for any id of its choice. This header when decapsulated using a secret key for id, results
in the same session key that the header for S encapsulates. So, not having separate tags makes the
scheme insecure.
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For the scheme with separate tags as described above, the header size will be (2 + £) Ny + (N,,.
This is better than performing separate IBE encryptions for each identity resulting in header size
of /(N7 + 3Ny + Np). However, the scheme as described does not seem to admit a security proof.
Defining Cs3; as above leads to problems during simulation within the dual system framework. To
see why the above method fails, we take a look at the dual system proof of JR-IBE-D.

The structure of dual-system proof: An important step in a dual system proof is to show that
a normal key is computationally indistinguishable from a semi-functional key. When the attacker
requests a key for an identity id, a DDH2 instance is embedded in the key SKiq in such a way that
the power of the attacker in determining whether SK;q is normal or semi-functional can be used to
solve the particular instance. At the same time the simulator needs to create a valid semi-functional
ciphertext for the challenge identity id. One must also ensure any semi-functional ciphertext that
the simulator creates for id cannot provide any extra advantage in solving the problem instance. All
this is achieved (in JR-IBE-D) by embedding a degree-one polynomial f(z) = Az + B in both the
fag in the ciphertext for id and the scalar 7 in the semi-functional components of SK;q. Moreover,
A and B are programmed into the public parameters in such a way that they are information
theoretically hidden from an attacker’s viewpoint. Specifically, they are embedded in parameters
V7 and U; in the PP.

First of all, a degree one polynomial in random variables A, B provides pairwise independence
when evaluated at two different points (A, B are uniformly and independently distributed). This
ensures correct distribution of 7 = f(id) and tag = f (G) Secondly, the only way of creating a semi-
functional ciphertext for an identity id’ is by setting tag’ = f(id’) implying that any attempt by the
simulator to create a semi-functional ciphertext for id will set tag = w. As a result, decryption is
successful and the simulator gains no information about the semi-functionality of SKCiy.

Independence issue for IBBE scheme: In the extension to the broadcast setting discussed
above, we need to argue about the independence of ?tags tagy,...,tagyin the challenge header for
S = {ﬂl, ey i’d\?}, plus the scalar 7 in the secret key for some id ¢ S. Also we need to argue about
the joint distribution of all the tags in a single step since they all share the same randomiser. A
degree one polynomial does not provide sufficient amount of randomness to do so. This is exactly
where the dual system argument fails.

To overcome this problem, we introduce the restriction that the maximum size of a privileged
users’ set should be at most m. Then we replace the JR-IBE-D identity hash by a degree-m
polynomial hash in the identity. Such a polynomial provides (m + 1)-wise independence. Since one
needs to argue about the independence of at most m tags and one m, this hash will suffice for a
dual system proof.

The coefficients of the polynomial are determined by the public parameters. So instead of

U1,Vi, PP will now contain elements Uy ; for j = 0,...,m. Define component C3; as C3; =
s(Xio(idi)? Uy j + tag;W1) for id; € S. Also, as in JR-IBE-D, Uy ;’s and W; are created using
linear combinations of certain scalars in the master secret i.e., Uy j = (e; + bA;)Py for j=0,...,m

and W = (c+bA)P;. So the secret key for an identity id will now consist of the two sub-hashes
ito(id)’e; and Zj’ﬁo(id)j A;. These sub-hashes are combined using b in Co during decryption to
cancel out the hash in Cs; if id = id;.
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The technique of using polynomials to hash identities has been used earlier by Chatterjee and
Sarkar in [46] in the context of IBBE. However, they only obtain weaker security against selective-
identity attacks.

7.1.1 Construction of IBBE,

We define our first IBBE construction
IBBE, = (IBBE,.Setup, IBBE, .Encap, IBBE,.KeyGen, IBBE,.Decap)

as follows.

IBBE, .Setup(r,m): Generate a Type-3 pairing (p, G1,Ga, G, e, Fi, F») based on the security pa-
rameter k. Here, % =7, and £ = Gr. In practice, a hash function can be used to map Gr to the
actual key space of the symmetric encryption scheme. Compute parameters as follows.

P <L GY, Py < Gy

U U
al,OZQ,C,A, (6]5A])§Z0 — Zp) b<— Z;a

Uij=(Ajb+ej)Pyfor j=0,...,m, Wi =(Ab+c)P,
gr = e(PLPQ)alvaag’

PP : (Pr,bP, (U)o, Wi, 97)
MSK : (PQ,CPQ,O[l,O{Q,A, (€j,Aj);-n:0)

IBBE,.KeyGen(MSK,id): Choose r Ll Z,, and compute the secret key SKig = (D1, Da, D3, Dy, D5)
as follows.

Dy =rPy, Dy =rcPy, D3 = (Oél + T(Zgio(id)jej)) Py,

Dy =rAPy, Ds = (az +r(Z7(id) A))) Py,
IBBE,.Encap(PP,S = {idy,...,ids}): If £ <m, pick s, (tagi)f:1 Ll Z,. Compute the session key as
K = g5. The header is given by Hdr = (C1, Ca, (Cs;,tag;)%,) where

Cy=sh, Cy = sbPy,

0371' = S(Zﬁo(idi)]Ul,j + tagiVVl) for 7 = 1, . ,ﬁ.

IBBE,.Decap(PP, S,id, SKiq, Hdr): Suppose that S = {idy,...,idg}. If id € S, there is some index
i €[1,/¢] such that id = id;. The session key is derived as follows.

_e(C1,tag; Dy + D3)e(Cs, tag; Dy + Ds)

K
e(Cs,,D1)
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Correctness: Let S = {idy,...,id;} € ¥ with £ < m. Let (Hdr,K) «— IBBE,.Encap(PP,S;s)
where Hdr = (C1, Cy, (C34,tag;)%.,) and let SKig, i IBBE,.KeyGen(MSK,id;;r) for some id; € S.

e(Ch,tag;Da + D3)e(Ca,tag; Dy + D)
e(C3,i, D1)
e(sPy,tag; - rcPo + (a1 + T(Zj”io(idi)jej))Pg) -e(sbPy,tag;rAP; + (ag + r(Zj’ZO(idi)jAj))Pg)
e(s(X7o(id;)7 Uy ; + tag,W1),r )
e(sPy, a1 Py) 'G(SPLP2)tagirc+r(23-’i0(idi)je]-) .e(spl’boqu)e(sphP2)tagi~rAb+r(Z;.":0(idi)jA]-b)
e((Xio(idi)? Ajb + tag;,Ab + Y1 (id; ) ej + tag;c) P1, Py)"s
e(Pr, (ag +bag)Py)® - e((Zj"ZO(idi)jAjb +tag; Ab+ Zj"io(idi)jej +tag;c) Py, Py)"®
e((Xo(idi)T Ajb + tag;Ab+ 31 (id; ) e + tag;c) P1, Py)"s

S

=Jr-

Header size and user storage: The header consists of (2 +¢) elements of G, £ elements of Z,
and one element of Gp. Using the previous notation, the size of the header is (2+¢) Ny + Ny, + Nr.
The number of keys to be stored by each user consists of 5 elements of Gs.

Use of random oracles. Let H :{0,1}"x[1,m] — Z, be a hash function that takes a seed (say z)
of length k, an index i € [1,m] as input and produces a value in Z,, as output. If H is modeled as a
random oracle, then for distinct inputs, the outputs will be independent and uniformly distributed
in Z,. Such an H can be used to reduce the header size in the following manner. In the I8BZ,
header, the tags are replaced by a uniform random k-bit quantity z. The actual tags are generated
by evaluating H on inputs (z,4) for each i € [1,£] where |S| = £. The size of the resulting header will
be Nr + (2+¢)Ny + k. In practical terms, the efficiency gain over I'BBE, is quite significant. The
modified scheme, which we call IBBE}° (RO denotes random oracle), can be shown to be secure
via a reduction from an adversary breaking its security to an adversary against scheme IBBE,.
Essentially, the tags that the adversary against IBBE, obtains as part of the challenge header are
returned as answers to the random oracle queries that the adversary against IBBE}® makes. Note
that the use of random oracles is “minimal”. It may be possible to use ROs more effectively to
further reduce the header size.

Getting rid of tags? It would be nice to be able to completely get rid of the tags. These tags
play a crucial role in the dual system proof. Lewko and Waters [114] proposed a different type of
dual system encryption where the role of the tags is shifted to some scalars in the semi-functional
components (similar to the scalar 7 in an IBBE, secret key). However, one must also ensure that
a semi-functional component can be decrypted by a normal key which in turn requires that these
scalars in the semi-functional components cancel out during decryption. This can be done with
multiple copies of the identity hash (as in [114]) in the ciphertext. In the context of broadcast
encryption, having multiple copies of the identity hash in the ciphertext increases the header size.
So, it does not seem likely that the technique of [114] will help reduce the header size any further.
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Restriction on the size of the identity set: In the encapsulation algorithm we have assumed
that the number of identities £ to which the message is to be encrypted is at most m, the parameter
of the IBBE scheme. If it turns out that ¢ > m, then the set of identities will be divided into [¢/m]
groups and the encapsulation algorithm will be applied separately to each group. The resulting
header size will be [¢/m]((m+2)N; +mN,+ Nr). Since this is quite routine, we will simply analyse
the scheme under the assumption that ¢ < m.

7.1.2 Security of IBBE,

The scheme IBBE, is proved secure in the sense of IND-BID-CPA (Section 2.2.3). via the dual
system technique. The following theorem formally states the security guarantee we prove for the
scheme IBBE,.

Theorem 7.1.1. If (éppui, t1)-DDHI and (¢ppus, t2)-DDH2 assumptions hold in G1 and Gy respec-
tively, then I'BBE, is (e,t,q)-IND-BID-CPA-secure where € < eppui +2q-ppua+(¢/p), 1 = t+0(m?p)
and to =t + O(m?2p). p is the mazimum time required for one scalar multiplication in Gy or Gs.

Proof. We start by appropriately defining semi-functional headers and user keys for IBBE,. Let
IBBE,.SFEncap and IBBE,.SFKeyGen be algorithms that generate semi-functional headers and user
keys (respectively) described as follows.

IBBE,.SFEncap(PP, MSK, S, (Hdr, K)): Takes as input a header-key pair created by IBBE,.Encap
algorithm on a set S and modifies it to obtain semi-functional header and session key. Let S =

{idy,...,idy} and Hdr = (C1, Cy, (Cgmtagi)f:l). Pick u 2 Z,, and modify K and the components
of Hdr as follows.
K(_K'B(Pla-PQ)al'LL) Cl<—Cl+ILLP1, CZ<_CQ7

0371' <~ 03’1' + M(Z(idi)jej + tag; - C)P1 fori=1,...,¢.
=0

Return the modified session key K along with the header Hdr = (C1, Ca, (Cs ;, tag;)%_, ).

IBBE,.SFKeyGen(MSK,SKiq): This algorithm takes in a normal secret key SKig = (D1,...,Ds)
for identity id and generates a semi-functional key as follows.

U
Vs T — Ly,

Dy < Dy, Dy« Dy+~P,, D3+« D3+vyrhs,

s
D4<—D4—(%)Pg, D5<—D5—(%)Pg.

The resulting key SKiq = (D1, ..., Ds) is returned.

We need to show that all the semi-functionality properties are satisfied. Let (Hdr =
(C1,Cy, (C3,4,tag;),), K) be a header-key pair for the set S = {idy,...,ids} and let SKi4, be a
user key for an identity id; € S. Consider the following cases.

SKi4, is semi-functional and (Hdr, K') is normal: Let SKig, —
IBBE,.SFKeyGen(MSK,SKi, ;v,m) where SKj, is a normally generated key for id;.
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The requirement is that when Hdr is decapsulated with SKiq, the result is K. The following
calculation shows that this requirement is satisfied.

e(Ch,tag;Da + D3)e(Ca,tag; Dy + Ds)
6(0372‘, Dl)
= K -e(sPy,tag;yPs + ynPy)e(sbPy, —tag;(v/b) Py — (v /b) Py)
= K -e(sPy,tag;yPs + ynPy)e(sPy, —tag;yPs — yn Py)
=K.

The second step follows from the correctness condition i.e., a normal header when decapsu-
lated with a normal user key gives the corresponding normal session key.

SKiq4, is normal and (Hdr, K) is semi-functional: Let (Hdr', K’) be a normally generated

header-key pair and let (Hdr, K) «— IBBE,.SFEncap(PP, MSK, S, (Hdr', K'); u). We have

e(Ch,tag; Dy + D3)e(Ca,tag; Dy + Ds)
e(C3,4, D1)
e(uPl,tagZ-Dg + Dg)
-K- RAUSREL
e(u(Xiio(idi)e; + tag; - ¢) P, D1)
~ e(uPl,r(Zj”lo(idi)jej +tag; - c)P)
e(u(Xito(idi)e; + tag; - c) P1,7Py)

as required.

Both SKi4, and (Hdr, K) are semi-functional: Let (Hdr', K) be a normally

generated header-key pair and SlCi'di a mnormal key for id;. Also let
(Hdr, K) — IBBE, .SFEncap(PP, MSK,S,(Hdr', K');n) and  SKig, —
I%fol.SFKeyGen(MSIC,SIC-’dZ_;'y,W). In this case, the key obtained by running the

IBBE, .Decap algorithm is masked by a factor of e(Pp, Py)*7(2%:*™) a5 shown below.
6(01, tagiDQ + D3)6(02, tagiD4 + D5)
e(Cs,i, D1)
=K -e(uPy,tag;y Py + vy Ps)
=K. e(phPQ)w(tagﬁﬂ)_

In the second step we retain only pairings between semi-functional components since all other
pairings involving semi-functional components get cancelled.

Note that the masking factor vanishes when tag; = —m. Then SK;q, and Hdr are called
nominally semi-functional for id;.

Now, given that semi-functional algorithms are defined, consider a sequence of games G,..q;, Go,

(Gk)zzl, G final between an adversary <7 and a challenger with the games defined as follows.

e Gy¢q: the actual IBBE security game ind-ibbe-cpa (described in Section 2.2.3).
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e G;, 0 <k <q: challenge header is semi-functional; Ky is semi-functional; first k user keys are
semi-functional.

® Gyinai: challenge header is semi-functional; Ky is random.
Let X5 denote the event that &/ wins in Gg. In Lemmas 7.1.1, 7.1.2 and 7.1.3, we show that

hd |Pr[Xreal] - PI‘[X()“ < EppmH1,
o |Pr[Xy 1] -Pr[Xg]|<eppme for k=1,...,q,

o |Pr[Xy] = Pr[Xyinall < q/p-

Clearly, the bit 3 is statistically hidden from the attacker in Gy;pq, which means that Pr[Xfinq] =
1/2. Hence, the advantage of <7 in breaking the security of IBBE, is given by

N 1
Adviar () = | Pr{ Xeat] -
= |Pr|:Xreal] - Prl:Xfinal]l

< [Pt Xyeal] - Pr[Xo]) + kz (IPr[Ximr] - Pr[X4]])

+ | PI‘[Xq] - Prl:Xfinal“

q
< €ppmi + 2¢€ppu2 + 1‘9

O]

In the sequel, #; (resp. %) is a DDHI1-solver (resp. DDH2-solver). We argue that %, using
the adversary’s ability to distinguish between G,..q; and Gg, can solve DDH1. Similarly, &7’s power
to distinguish between Gj_1 and Gy, for k € [1,¢], can be leveraged to build a DDH2-solver %,.

Lemma 7.1.1. |Pr[X,eq] - Pr[Xo]| < €ppmi -

Proof. Let (G, P1,bPy,sbPy, Py, (s+p)P;) be the instance of DDH1 that % has to solve i.e., decide
whether ¢ =0 or p & Z,. The phases of the game are simulated by %) as described below.

Setup: Choose ay,as,c, A, (ej,Aj)j"lo Z Z,, and set parameters as:
Urj=0;(bP)+e; P for j=0,...,m, Wy = A(bPy) +cP,
gr = e(P1, Py)*e(bPy, Py)™?
PP : (P, 0P, (U)o, Wi, gr)
All the secret scalars present in the MSK are known. ; can thus create normal keys. However,

HB1’s lack of knowledge of the scalar b or its encoding in Go prevents it from creating semi-functional
keys.

Key Extraction Phases 1 & 2: %, answers all of @7’s queries with normal keys generated by
the I'BBE,.KeyGen algorithm.

Challenge: < sends a challenge set S = {idy, ..., i’d\?}. P sets (Hdr, Ko) as follows.
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For i = 1,...,Z choose tag; Ll Ly,

KO = 6(8bP1,P2)a26((S + u)Pl,Pg)al = g;e(P17P2)a1H7
61 = (S +/,L)P1 = SP1 +,uP1,

62 = prl,

Fori=1,...,¢,
Osi = (S0 Ay (id;)7 +tag; - A)(sbPr) + (S ¢ (idi) + fag; - €) (s + ) o
- (S () (Db + ;) + Bg(Ab+ ) (sPL) + (S e, (d,) + By ) (uP)
= s(X7Lo(id;) U j + tag,Wh) + u(X7lg €5 (idi)? + tag; - ¢) Pr.
P, sets Hdr = (C1, Ca, ((’3'\3,i,'m’\gi)?:1). It then samples K 2 Gr, B8 Z {0,1} and returns the pair
(Hdr, Kp3) to &/. Observe that (Hdr, K{) is normal if ;2 = 0 and semi-functional when s 2 Ly,
Guess: &/ outputs its guess 5’ and halts.

% returns 1 if &7’s guess is correct i.e., 8 = 3'; otherwise % returns 0. The advantage of % in
solving the DDH1 instance is given by

AdngHl(%l) = |Pr[%#; returns 1|p = 0] - Pr[%) returns 1|u < Z,||

[
= |Pr[B = '|u=0] - Pr[f = B'|u < Z,]|

= |Pr[«/ wins in Gyeq] — Pr[.@/ wins in Go]|
= |Pr[Xreal] - Pr[XO:”

Since AdngDHl(ﬂl) < €ppu1, we have |Pr[ X, eq] - Pr[Xo]| < eppmi- O
Lemma 7.1.2. |Pr[Xj_1] - Pr[X;]| < eppue for ke [1,q].

Proof. %, is given an instance (G, Py, Po, 7Py, cPy, (rc+~)Py) of DDH2 and has to decide whether
v=0orvy 2 Z,. It simulates the game as described below.

. U U . ..
Setup: Pick scalars aq, a5, ¢, A', (€)1, €52, A%)]Ly <— Z, and b «<— Z, and (implicitly) set
ah— o A A'-c

b b’

a9 =

e
— __J J - _
€ =¢€51+CEj 2, Aj = b fOI‘] —0,...,m.

Parameters are generated as follows.

Ul,j = A;Pl for j = O,. Loy, W1 = —A’Pl,

gr = e(Py, P2)*

PP : (Pr,bP1, (Ut,;)70, Wi, gr)
The elements A, Aj, e; that are part of the MSK are not available to %>. Even without these, %5
can generate keys as explained in the simulation of the key generation phases.

Key Extraction Phases: & queries on identities idy,ids,...,id,;. % responds to the v-th query
(v €[1,q]) considering three cases.
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Case 1: v>k

Py returns a normal key, SKiq, = (D1, ..., Ds5). The master secret is not completely available
to %> and hence the IBBE,.KeyGen needs a modification. The components of the key are
computed as shown below.
U
Ty «— Ly,

Dy =r,P>, Dy=r,(cP),

Dy = (al ir, (i(idy)jej71)) Py+r, (i(idy)je]’p) (cP) = (al +7y (Z(idy)je]’)) P,

3

j=0 = =l

Al —c
b

D4 = b_lrl,(A'PQ - CPQ) =Ty ( )P2 = TZ,APQ,

D5 = 1)71 (0/2 -1 +7Ty (i(ldy)J(A; — 6]‘71))) PQ — bilTV (i(idy)jej72) (CPQ)
7=0 7=0
=bl( as - ag +7“,,(Z(|d )J(A —€ej1 - 66]2)))

[Ernf )
_ (a2+7’y (jgo(idy)jAj))Pz

Case 2: v<k

In this case, %y first creates a normal key SKi4, and runs IBBE,.SFKeyGen on SKi4,. This
is possible because the only scalar used in IBBE,.SFKeyGen is b which is known to %s.

Case 3: v=k
P> embeds the DDH2 instance (consisting of Pa,cPs, 7P, (rc + v)Ps) in the key SKiqg, =
(D1,...,Ds) for idy by generating the components as shown below.

D1 = ’I”PQ, D2 = (TC+’}/)P2,

m

D3 = 041P2 + ( (idk)jeml) (T’PQ) (i |dk)]ej 2) (7“C+’Y)P2

=0
m

:a1P2+ Z Idk) (6]1+C€]2 )P + 7y Z('dk) €52 PQ

J=

(a1+r(§:(dk)j€j))P2+7(§: idx) 6]2)P2,
3=0 =0

,_
Jor- (o con- i)
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Dy=b" Y (A'rPy - (re+7)Py) = T(A



1(% (idp)’ (A] —6j,1)) (rP)-b" (i 'dk)jeij)(Tc+7)P2

=0
i idi)’ (A -eﬂ)P?‘b 7(Z 'dk)jej’Z)Pg

: z( )G (S res)
g idi ) A )PQ— (%)(i(idk)jej,z)p%

implicitly setting r = r» and 75 = v. When v = 0, SKiq, is normal; otherwise, it is semi-
functional with m, = 372 (idx)’e; 2 set implicitly.

Challenge: %, obtains the challenge set S = {id, ... GA} from .o . It then picks s, u 2 Z,, and
generates semi-functional key Ky and header Hdr = (C1,Cy, (C’3 i,tag;); 1) as follows.

tag; = —Z(Gi)jejz?
=0
Ky = gy.-e(Py, Py)*MH,

51 = SP1 + le,
Co = sbPy,
Fori=1,. ?

63,,' = S( J O(Id )JUlj +tag1W1) + M( ;”zo(i/ai)jeﬂ)P
(ZJ 0(|d )JUU +tang1)
+”( 2ijs 0('d )J(6]71 +cej2) + tag; - C) Py - M(Z;‘Zo(i’ai)jcejg) P —tag; - cpuPy
s (Z0(idi) U +‘Ea\gZW1)
+,u( > 0(|d Ye; +tag; - c )P1 —cep (X Y 0(|d )j6]2 +tagZ)P1
ZS(ZJ o(id;)? Uy, + tagiWh) + 1 (2 >t ™ (id;)? ej+ftag;-c) Pp.

The last step follows due to the fact that fag = —Z;’io(idi)%m. P chooses K1 L Gr,

B Z {0,1} and returns (Hdr, Kg) to /. Note that Hdr and K, are properly formed. Also,
this is the only way %> can generate a semi-functional header-key pair since no encoding of ¢ is
available in the group G;. An implication is that %, can only create a nominally semi-functional
header component with index i for a set of intended recipients containing id; as the i-th identity.
This is because the relation tag, = —m; will hold. This provides no information to %, about the
semi-functionality of SKig, .

Guess: o returns its guess 3’ of f3.

P outputs 1 if & wins and 0 otherwise. Also, %y simulates Gp_1 if v =0 and G if v Ll Ly,
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Therefore, the advantage of %, in solving the DDH2 instance is given by

AdngHQ(%’g) = |Pr[#; returns 1|y = 0] - Pr[%, returns 1|y 2 Z,]|

[
= |Pr[B = Blu=0]-Pr[B=Blu <= 2,]|
= |Pr[«/ wins in G,_1] - Pr[«/ wins in Gg]|
= |Pr[Xs_1] - Pr[X%]].

It now follows that |Pr[Xj_1] — Pr[Xk]| < eppus from the fact that AdvDDHQ(%’) < eppme for all
t-time adversaries 8. What remains is to show that all the information provided to the adversary
have the correct distribution. The scalars b, a1, a5, A’ (€)1, €52, A%)T, chosen by %3 and r,c,y
from the instance are uniformly and independently distributed in their respective domains. These
scalars determine the distribution of the following quantities.

e o, A

* (e;)jLy and hence (A;)72,
® Tk Yk

o T

o fag,...,fag;

(a2, A) are uniquely determined by (a5, A"). Scalars ry, vy have the correct distribution since they
are set to r, v respectively. Also, all other information is independent of r,y. We will now argue
that m;, and fagy,...,tag; are properly distributed. They are given by the following equation.

Tk Loid, (idgk)® o (idg)™ .
fag, 1 idy (id)? - (i)™ 6072
fago =] 1 idy (idp)? - (idg)™ s (7.1)
@) \ 1 iy (> — (dpm )7
One can make the following observations.
o idy,idy, .. .,G? are all distinct since id, ¢ S. Also ¢ < m. Hence the above matrix of order

(T+1) x (m+1) over Z, is a Vandermonde matrix and has rank 7+1.

® €02,€12,...,6n2 are information theoretically hidden from .7 and also chosen uniformly and
independently over Z,,.

From these observations, it follows that m,tagy,...,fag; are uniformly and independently dis-
tributed in &7’s view.

The scalars (A;)7, are uniquely determined by (A%)7; and (e;)7ly. So all that we need to
show is that the quantities e; = e;1 + cej 2 for j € [0,m] have the right distribution conditioned on
 and tags being determined by (e;2)’Zy. This follows from the fact that e;;’s are uniformly and
independently distributed in Z, thus making the e;’s uniform random quantities in Z,. O
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Lemma 7.1.3. |Pr[X,] - Pr[Xinal| < q/p.

Proof. In G, all the user keys returned to &/ are semi-functional and so is the challenge header
and key. We now modify the setup and key extraction phases so that the modification results in
Gfina and then argue that the resulting game is indistinguishable from G, except for probability

a/p.

Setup: Pick scalars ag,ad, Al ¢, (A;, ej)o Ll Z, and b Ll Z,, and compute parameters as:
U= A;Pl for j=0,...,m, Wy = A'Py,
gr = e(P1, Py)
PP - (P,bPy, (U1) 70, Wi, gr)

setting

e
Aj= Jb ! for j=0,...,m.

Although o7 is sampled during setup, it has no effect on the distribution g; and hence that of PP.
This is because g is created using o, which is chosen independent of a.

. . U T
Key Extraction: On a key extract query for id, choose r, 7/, v «— Z,, and compute the individual
components as follows.

m .
D1 = TPQ, D2 = TCPQ +’)/P2, D3 = 7T,P2 +T(Z(id)j€j) PQ,
7=0

Ds = (0‘5;”,) +r(§:(id)jAj)P2.
=0

Computing D3 as D3 = 7' Py + r( ;”ZO(id)jej)Pg sets m' = ay +ym, where ym defines the semi-
functional component. The other component where 7’ is used is Dj that also fixes v in its
semi-functional term. It is necessary to ensure that these two are equal. We show below that Ds
is indeed well-formed in this sense.

Oé, _ ﬂ', m . i

D5: 2b )Pg-ﬁ-?‘(Z(ld)]A]’)PQ

J=0

I _ _ m .
[z mom abl 7”)P2+T(Z(id)]Aj)Pz

3=0

- 0‘5;0‘1)132 +r(§:(id)jAj)P2 - (%)Pz

§=0

~lag+r (i(id)jAj)) Py - (’%) P,.
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The scalar 7 is determined by ay, 7’ and 7. It will be uniformly distributed in Z,, unless v = 0.
Furthermore, D3 and Dj are generated using 7’ which is chosen independent of oy, thus making
the key independent of ;.

Challenge: The header and K for the challenge set of privileged users S = {idy,...,ids} are
computed as:
U 7 U
8, b ~— Ly, (tag; le «— Zy,,
Ko = g7 -e(Pr, )™,

Cy=sP +ph,
52=SbP1,
Fori=1,...,7,

6311‘ =S8 (Z;ZO(GZ)JAz + t:TglA’) P1 + U (d + Z;.Zo(i/c\ii)jej + ta’\gz . C) Pl.

The computation above shows that the challenge header consisting of Cj,Ch, (ég,i,t?gi)f:l is
generated independent of a;. Recall that o is chosen independently and uniformly at random from
Z,,. Also, public parameters and all the keys are generated independent of o;. Hence the conditional
distribution of a; given the public parameters, keys and the challenge header is the same as its
unconditional distribution. As a result, Ky would be uniformly distributed in G and independent
of all other information provided to 7. Therefore the bit 8 is information theoretically hidden
from the adversary implying that the resulting game (obtained by modifying I'BBE,.SFKeyGen) is
Gfinal-

Suppose the adversary makes queries on idy,...,id,. Let «; denote the scalar used in generating
the semi-functional components in SKiq, and let F; (i € [1,¢]) denote the event that ~; = 0. Clearly,
Pr[F;] = 1/p for a fixed i. Observe that G, and G e proceed identically unless the failure event
F = u!,F; occurs. By the difference lemma (Shoup [149]), we have |Pr[Gq] — Pr[G fina]| < Pr[F] <

? Pr[Fi]=q/p. [

7.2 Towards Shorter Headers Without Random Oracles

The header size in IBBE, is (£+2)N; +{N, for a recipient set of size £ (< m). As discussed earlier,
we cannot do much with the identity hashes and neither can the tags be completely eliminated.
One way of tackling the tags is to use a random oracle as has also been mentioned earlier. The
question that we address here is whether the issue of increase in the ciphertext size due to the use
of tags can be alleviated without resorting to random oracles.

In this section, we provide an answer to this question which results in a trade-off between the
number of tags and the number of session key encapsulations. The resulting scheme, which we
call I'BBE,, operates as follows. Partition the privileged users’ set and encapsulate the session key
separately to each subset in the partition by applying the encapsulation algorithm of IBBE,. These
separate encapsulations are not completely independent. The tags are reused across encapsulations.
Below, we provide an overview of the scheme followed by the formal details.

Let the maximum size of the privileged users’ set be m = mymg. Initialise an I'BBE, system
with mso as the input to the Setup algorithm. Suppose we want to encrypt to a set S of size £ < m.

1. Express £ as £ = ({1 — 1)mg + £ where 1 < ¢1 <mj and 1 < fs < mes.
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2. Partition S into ¢; disjoint subsets S1,...,S;, so that [S;| =mg for j=1,...4;-1 and |S;,| = {a.

3. Choose random tags tagy,...,tag,,, from Z,. (We need my tags since each subset S; is of
size at most ma.)

4. Run IBBE,.Encap on each S; (for j € [1,/1]) separately with the tags set to tagy, ..., tag,,,.

This results in ¢; I'BBE, headers (referred to as sub-headers) with each sub-header consisting of at
most my elements of G;. The I'BBE, header consists of these sub-headers and the msy tags used to
construct all the ¢1 sub-headers in addition to ¢; elements of G each masking the session key.

The above idea is made concrete below as the scheme
IBBE,, = (I'BBE,.Setup, IBBE,.Encap, IBBE,.KeyGen, IBBE,.Decap)

whose individual algorithms are as follows.

IBBE,.Setup(r, m = myma—1): Let (PP, MSK'") & IBBE, .Setup(r, mg). Define PP = (PP, ms)
and MSK = MSK'.

IBBE, KeyGen(MSK, id): Return (SKi = (D1, D, D3, Dy, D5)) < IBBE, . KeyGen(MSK, id).

IBBE,.Encap(PP, S = {idi,...,ids}): Suppose £ = ({1 —1)mg + {2 with 1 <¢; <my and 1 < /¥y <ma.
Partition the set S into ¢; disjoint subsets 51,52, ...,Sp, where [S;| = mg for all j € [1,¢; —1] and

|S¢, | = £2. Choose (Sj)§1:17 (tag;)i3 2 Z, and set

1

(Hdrj, K;) «<— IBBE,.Encap(PP’, Sj; s, tagy,. .. ,tag,,,) for j=1,...,4;.
Recall that the notation A(-; R) denotes running the probabilistic algorithm A(-) with its random
bits set to R.

Choose a session key K’ Z Gr and mask it separately using K7i,..., K, as follows.
Coj =K' K; for je[1,01]. (7.2)
The header is
Hdr = (Hdry,...,Hdry,, Co 1, ..., Coyp, . tagy, . .. tag,, )- (7.3)

The actual message is encrypted using the session key K.

IQBQBZQ.Decap(PP,S,id,SlCid,Har): Parse S as (S1,...,5¢,) and suppose that id € S; for
some j € [1,41]. The session key K is derived as: K' = Cy; - Kj_1 where K; =
IQE@Zl.Decap(PP', Sj, id, SKCiq, Hdr;, (tagi)z’}{ .

Correctness. It is straightforward to verify that the correctness of decapsulation follows from
that of IBBE,.

Masked copies of the session key: The message is encrypted using the session key K’ and
Co,j, 1 < j < £y, are the masked copies of K'. In the above description, K’ is from Gr since this
is convenient for the security analysis. In practice, however, K’ will be the key for a symmetric
encryption scheme and hence will be a k-bit string, where « is the security parameter. In this case,
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the quantities Cp; will be generated as KDF(K;) @ K', where KDF is a key derivation function
which maps an element of Gr to a k-bit string. As a result, Cp1,...,Cpy, consists of ¢1 k-bit
strings. While considering the efficiency of IBBE,, we will consider the Cp ;’s to be k-bit strings.
For the security analysis, on the other hand, we will proceed with considering the Cp ;’s to be
elements of Gr. Modifying this security analysis to consider Cjp ;’s to be x-bit strings will require
considering the security of KDF. This is quite routine and hence we skip it.

Header size for IBBE,: The total size of the IBBE, header is (¢{+201) N1 +moNp+{1k (assuming
Co,;’s to be k-bit strings). In comparison, the header size for IBBE, is (¢+2) Ny +{N,. A reasonable
estimate of the group sizes is N1 = 2N, and N, = 2x. Also, assume that m; and mg are around
Vm. For small ¢, the header sizes of the two IBBE schemes are comparable. For ¢ around m, the
header size of I'BBE, is smaller for m > 25.

Generating tags using a random oracle. As in the case of I'BBE,, it is possible to construct a
variant IBBES® of IBBE, that is adaptively secure with random oracles. The tags used in encryption
are generated using a random oracle as in I'BBET°. The construction IBBES® can be obtained by
just replacing IBBE, by I'BBET in the description of I'BBE, above. Moreover, I'BBES® can be shown
to be secure based on the assumption that IBBETC is secure. The header for I'BBES® consists of
(¢ +2¢1) elements of Gy and ¢; k-bit masked versions of the session key and a single k-bit quantity
from which the mg tags are generated using the random oracle. In contrast, the header for 'BBE}®
consists of (£+2) elements of G and a single x-bit quantity from which the mq tags are generated.
As a result, the header size for I'BBES® is greater than the header size for IBBEJ®. So, if the tags
are to be generated using a hash function, which is modelled as a random oracle, then it is more
advantageous to use IBBE] than IBBE5°. We note that the PP size of IBBES® is lower than that
of IBBET?, but, this is of lesser significance.

Restriction on the size of the identity set: As in the case of IBBZ,, in the encapsulation
algorithm we have assumed that the number of identities £ to which the message is to be encrypted
is at most m. In case ¢ > m, then the comment made in the context of I'BBE, also applies for
IBBE,.

7.2.1 Security of IBBE,

We show that IBBE, is secure if IBBE, is secure. More precisely, we prove the following.

Theorem 7.2.1. If IBBE, is (e,t,q)-IND-BID-CPA-secure then IBBE, is (¢',t',q)-IND-BID-CPA-
secure where ' < 2mye and t' = O(mqt).

Proof. The proof is via a simple hybrid argument over the session key encryptions. Let </ be a
t-time IND-BID-CPA adversary against IBBE,. We show how to build IND-BID-CPA adversaries

HB,... "@E (where 71 < my is the size of the partition of the challenge set) all running in time ¢
. ind-ibbe-cpa n ind-ibbe-cpa . 5
against IBBE, such that Advm@% (@)<Y, Advm;%1 (%;). Since £1 <my, the statement

of the theorem follows.
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Define the following game sequence: Gq,Gy,..., GE where G is the real ind-ibbe-cpa game; in
G, (ve [1,!71]), the first v encryptions of the session key are random and the rest are normally
formed. Let Y5 denote the probability that </ wins in Gg.

Transition from G,_; to G, for v ¢ [1,@1]: 2, receives the public parameters PP’ of IBBE,
from its challenger and returns PP = (PP, mz2) to &/. A key extraction query on an identity id
that &/ makes is answered with the secret key that 2, receives from its challenger on the same
identity. In the challenge phase, %, receives a set S from < and partitions it as (§1, .5 [1) with

cach |S;| = my for j e [1,0; - 1] and 157, = 5. B, provides S, to its challenger and obtains a pair

(Hdr, Kg). It then extracts the tags in Hdr, denoted (ta/\gl)f'z, picks a random bit 0 2 {0,1} and
sets
(Hdr;, K;) 2 IBBE,.Encap(PP’, Sj; (tag;);" ) for je[1, 61] {v},

K(I)7K{<_GT7
Coj - Grp for je[L,v—1], Co;« K} K for j =[v+1,0],
Hdr, = Hdr, Co, < K}-Kj,
Hdr = ((Hdr;, Co;)"L,, (tag)) T3 )

B, returns Hdr ,K§ to o/. The adversary «/ returns its guess 0’ of 6. %, sets ' =11if § = ¢'; else
it sets 3’ = 0 and returns 8’ to its challenger.

We have

Adv ind-ibbe- cpa(r%;y) _

IQ?Q?E

Ps= 5]~
P8 = 1/ = 1] P[5 = 1] + Pr{# =0} = 0] Pr{$ = 0] - 5

= % [Pr[g'=1|8=1]-Pr[8" = 1|5 =0]|
- % [Pro=0"|6=1]-Pr[s=&|8=0]|
= % ‘Pr[é =40"in G,]-Pr[d =¢"in Gu—1]‘

- % |Pr[Y,] - Pr[Y,_1]|.

Since Pr[Y7 ] = 1/2, we have Advg;g’e'wa(sz%) = |Pr[Yo] - Pr[Y7 ]| < Zzl | Pr[Y, 1] = Pr[Y, ]| =
2 Zél Advne obe P2(B,), as required. O

I ‘BBE |

7.3 Comparison to Existing Schemes

Tables 7.1 and 7.2 provide comparison of IBBE,, I'BBE,, IBBE}C and I'BBES® with previously known
IBBE systems secure with and without random oracles respectively. The ones derived as special
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cases of inner-product encryption have been omitted due to reasons explained earlier. Apart from
these, we have tried to include all previously known IBBE schemes appearing in the literature.

We consider the following schemes for comparison: the early selectively secure construc-
tions [10, 11] based on random oracles (ROs); constructions in [46, 48] with selective security and
without ROs; constant-size ciphertext IBBE schemes selectively secure (with and without ROs)
proposed by Delerablee [64]; generic constructions of IBBE schemes from “wicked” IBE schemes by
Abdalla-Kiltz-Neven [2] instantiated with BBG-HIBE (without ROs) and GS-HIBE (with ROs);
two adaptively secure IBBE constructions proposed by Gentry and Waters [87] — one with linear size
(in number of privileged users) ciphertexts and the other with sub-linear size ciphertexts referred
to as (a) and (b) respectively and a variant of scheme (a) based on ROs.

The basis for comparison are the following parameters — type of pairing, number of group
elements in PP (denoted #pp) from Gy and G, number elements in Hdr (#hdr) from Gy and
{0,1}" (in case a KDF is used), number of elements in a user key (#ukey) from G2 and Z,, number
of pairings required for decryption, security model and computational assumptions. m denotes the
maximum size of the privileged users’ set. £ (< m) is the size of the intended recipient set chosen
during encryption. In construction [87]-(b) as well as scheme IBBE,, the maximum number of
privileged users is given by m = mims. The size of the set of users chosen during encryption is
given by ¢ = £1f5 where 1 < m1 and f5 < my. In the comparison, we ignore descriptions of hash
functions, pseudorandom functions (PRFs) and other parameters that do not have any significant
effect on the space-efficiency.

In the paper by Gentry and Waters [87], construction (b) consists of ¢; separate symmetric
encryptions of the message under the ¢; keys generated by calls to the encapsulation algorithm of
construction (a). In practice, the ¢; keys would be used to mask a single session key via a KDF and
there would be single encryption of the message under the session key. We take this into account
in the comparison tables.

The short-hand ‘sID’ is used to indicate selective identity security and ‘alD’ is used to indicate
security against adaptive-identity attacks. ‘CCA’ stands for chosen ciphertext attack whereas ‘CPA’
stands for chosen plaintext attacks. Apart from [11] all other schemes, including ours, have been
proved secure against CPA. While CCA-security is the final desired goal, the first challenge in the
design of IBBE schemes is to be able to handle adaptive-identity attacks. Most of the research on
this topic have focused on this goal. Given that our constructions provide satisfactory solutions to
the first problem, adapting known techniques to efficiently achieve CCA-security should form the
focus of future work.

The assumptions mentioned in the tables are as follows: decisional bilinear Diffie-Hellman
(DBDH), Gap bilinear DH (Gap-BDH), decisional bilinear DH exponent (DBDHE), generalised
decisional DH exponent (GDDHE), DBDHE sum (DBDHES), security of a pseudorandom function
(PRF) and external DH (XDH). The XDH assumption is a single name for the two decisional Diffie-
Hellman (DDH) assumptions in the groups G; and Gs.

Based on Tables 7.1 and 7.2, we have the following observations.

1. Apart from IBBE,, IBBEY®, IBBE,, IBBES® and the constructions of Gentry and Waters [87]
(denoted (a), (b), (a)-ROM), all other schemes listed in the tables are secure only in the
weaker selective identity model.
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Scheme Pairing #pp #hdr F#ukey #dec | Security | Assumptions
Gi [Gr| G [{0,1}"] Gy [7Z,
[10] Type-1 3 l+1 - 1 - 2 sID-CPA DBDH
[11] Type-1 3 - 3¢ - 1 - 2 sID-CCA | Gap-BDH
[2] (from GS-HIBE) | Type-1 | m+2 | 1 | ¢+1 - O(m) | — | £+1 | sID-CPA DBDH
[64]-ROM Type-1 | m+2 1 2 - 1 1 2 sID-CPA GDDHE
[87]-(a)-ROM Type-1 | 4m +2 4 - 1 1 2 alD-CPA | m-DBDHES
IBBET® Type-3 | m+4 | 1 £+2 1 5 - 3 alD-CPA XDH
IBBESC Type-3 | mo+4 | 1 | £+201 | 1+1 5 - 3 alD-CPA XDH

Table 7.1: Comparison of IBBET® and IBBELC with previously known IBBE systems in the random
oracle model. In the case of Type-1 pairings, G is the same as G;.

Scheme Pairing #pp #hdr #ukey #dec | Security Assumptions
Gy ‘ Gr G ‘ {0,1}" ‘ Z, | G ‘ Z,

[46] Type-1 m+4 - (+1 - - 2 - 2 sID-CPA DBDH

48] Type-1 | m+4 - 20 - m+2| — 2 sID-CPA | (m+1)-DBDHE

2] (from BBG-HIBE) | Type-1 | m+4 2 (+1 2 sID-CPA | (¢-1)-DBDHE

[64] Type-1 | m+2 1 2 - 1 - 2 sID-CPA GDDHE

87]-(a) Type-1 | 4dm+2 | — 4 - ¢ 1 1 2 alD-CPA | m-DBDHES, PRF

87]-(b) Type-1 | dma+2 | — 40, 0 Uy 1 1 2 alD-CPA | m-DBDHES, PRF

IBBE, Type-3 | m+4 1 {+2 ¢ 5 3 alD-CPA XDH

IBBE, Type-3 | mgo+4 1 | £+20 lq mo 5 - 3 alD-CPA XDH

Table 7.2: Comparison of I'BBE, and IBBE, with existing IBBE systems without random oracles.
In the case of Type-1 pairings, Go is the same as G.

2. IBBE,, IBBE, are the only known constructions to achieve adaptive security from the standard
and static DDH assumptions. The GW constructions are based on non-standard assumptions.

3. The GW constructions have better ciphertext sizes whereas our constructions have better
public parameter sizes. The trade-off is the use of a non-static assumption, i.e., the hardness
assumption is parameterised by m.

4. Even though the new constructions achieve stronger security from the standard XDH assump-
tion, this is not done at a loss in efficiency. The ciphertext size, user storage and also the
encryption and decryption times are comparable to previous constructions. Apart from the
comparison of the number of group elements, it is also to be noted that the new constructions
use Type-3 pairings whereas the previous constructions used Type-1 pairings. This leads to
significantly smaller sizes for G which leads to smaller ciphertexts and faster encryption and
decryption algorithms.

7.4 From IB(B)E to PKBE: Dodis-Fazio Revisited

Dodis and Fazio [68] described a method to build a public-key broadcast encryption scheme from
an identity-based encryption scheme. The core idea behind this conversion is a combinatorial
structure called complete subtree (CS) symmetric key revocation scheme introduced by Naor, Naor
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and Lotspeich [117].

In the CS scheme, the number of users n is assumed to be a power of 2 and the users are
organized as the leaves of a complete binary tree 7 of height logn. If v is a node of T, define S, to
be the set of all leaf nodes in the subtree rooted at v. Further, let € be the collection of S, for all v
in 7. A centre assigns keys to subsets in . During a pre-distribution phase, a user corresponding
to a leaf node u receives keys for all subsets in ¥’ which contains u. During an actual broadcast, the
centre identifies a set of r revoked users. A partition of the other n—r users is created using subsets
from %. Suppose the partition consists of h subsets Si,...,S,. The actual message is encrypted
using a session key and the session key is then encrypted using the keys corresponding to the h
subsets Si,...,S,. The encryptions of the session key constitute the header. It has been shown
in [117] that each user has to store logn keys and the size of the header is at most rlog(n/r).

Dodis and Fazio [68] presented a method to combine the CS scheme with an IBE scheme to
obtain a PKBE scheme. The idea is as follows. The role of the centre in the CS scheme is played
by the PKG of the IBE scheme. Set-up of the PKBE scheme consists of the following steps:

e the PKG runs the Setup algorithm of an IBE scheme;

e assigns an identity ids to each subset S in the collection €

e generates corresponding keys SKq, using the KeyGen algorithm of the IBE scheme;
e provides each user v with SKiys for each S to which it belongs;

e publishes PP and the structure T as the public key of the PKBE scheme.

Here PP consists of the public parameters of the IBE scheme.

For an actual broadcast, an entity forms a partition of the set of privileged users as in the
CS scheme. As before, suppose that the partition consists of A sets Si,...,S;, from €. Let the
corresponding identities be ids,,...,ids,. As in the CS scheme, the actual message is encrypted
using a session key. Using PP, the session key is encrypted h times to the identities ids,,...,ids, .
These encryptions of the session key form the header. A user in any of the S’s has a secret key
SKigs corresponding to id;. This allows the user to decrypt the corresponding encryption of the
session key. The security of the scheme follows from the security of the IBE scheme. A user needs
to store logn IBE keys and a header consists of at most rlog(n/r) IBE encryptions of the session
key.

Developing upon the Dodis-Fazio agenda described above, we suggest that the CS scheme be
combined with an identity-based broadcast encryption scheme to obtain a PKBE scheme. Most of
the details will remain unchanged. The only difference will be in the encryption. Suppose as above
that Sp,...,S), is the partition of the set of all privileged users and let {ids,,...,ids, } be the set
of identities corresponding these sets. The Dodis-Fazio transformation mentions that encryptions
are to be made individually to these identities. Using an IBBE scheme, on the other hand, one
can make a single encryption to the set of identities {ids,,...,ids, }. Decryption will be as before.
The advantage is that the header size will go down. It is routine to argue that the security of the
scheme will follow from the security of the IBBE scheme.

To illustrate the trade-offs, suppose that the Dodis-Fazio transformation is instanti-
ated with the JR-IBE-D. The resulting PKBE will have headers consisting of at most
3rlog(n/r),rlog(n/r),rlog(n/r) elements from G, Gr,Z, respectively. If on the other hand, we
use IBBE, as the IBBE scheme to obtain a PKBE scheme from the CS scheme, the maximum
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header size will be 2 +rlog(n/r),1,rlog(n/r) elements from Gi,Gr, Z, respectively. The trade-off
is that the size of the public parameters will go up. Since public parameters is a static quantity
and needs to be downloaded once, the savings in the size of the ciphertext will far outweigh the
increase in the size of the public parameters. In arriving at the figures 2 + rlog(n/r), 1, rlog(n/r),
we have assumed that the number of elements h in the header is at most m, the parameter in the
IBBE, scheme. If, on the other hand, h is more than m, then this would lead to a header consisting
of encryptions to [h/m] sets of identities as mentioned earlier.

Naor, Naor and Lotspeich [117] described another symmetric key BE scheme called the subset
difference (SD) scheme. Dodis and Fazio [68] showed how to use a HIBE to convert the SD scheme
to a PKBE scheme. This is not relevant in the current context and hence, we do not discuss this
any further.
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Chapter 8

Bounded DFA-Based ABE with
Adaptive Security

We construct DFA-based key-policy ABE schemes with bounded functionality in the public index
model that achieve adaptive security without random oracles. The schemes are built upon com-
posite order pairings that have natural structure (orthogonality and parameter hiding) suitable for
dual system proofs. Using the dual system technique, the constructions are proved secure under
static subgroup decision assumptions over composite-order pairings.

Waters’ ABE construction. DFA-based ABE was formalised by Waters in [160]. In this sys-
tem, a secret key is associated with a deterministic finite automaton (DFA) M and the ciphertext
is defined for a message m and an index is a string w over the input alphabet of the DFA (X). De-
cryption succeeds if M accepts w. As a result, the system supports the class of regular languages.
Waters also described a construction (denoted W-A4BE in this work) based on symmetric prime-
order bilinear groups in the public index model. This construction was shown to be selectively
secure without random oracles based on the eXpanded Decisional Bilinear Diffie-Hellman Expo-
nent (XDBDHE) assumption parametrised by @, the length of the challenge string @. The proof
uses a partitioning strategy in which the challenge string @ is embedded in the public parameters
in such a way that in the security reduction, the simulator can create secret keys for any DFA M
that does not accept @. Also, the secret key for M is created based on the computation of M on
input @. The complex assumption is required to account for multiple occurrences of symbols from
Y in @ (which is of arbitrary length) while the public parameters are fixed based only on |X|.

Our Contribution. The main goal of this work is to build an adaptive secure DFA-based ABE
system. One could simply lift the scheme W-4BE to the composite order setting and try using
the dual system technique to prove security. Let us see why such a direct adaptation of dual
system method fails. Consider a system with 3 as the alphabet and a composite order pairing
G = (p1,p2,p3,G,Gr,e,G) with Gpup = (N, G,Gr,e,G) as its public description. Since most DFAs

. . . U .
used in practice have small alphabets, we can pick a group element H, «<— G, corresponding
to each symbol o € ¥ and include these elements in the public parameters. Let w = wi---w; be
a string over X to which a ciphertext C is encrypted and SK a4, a secret key for an automaton
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M = (Q,%,q0,q¢,9). String w is encoded in C in such a way that the order of symbols is also
maintained (as in [160]). Suppose that we attempt defining semi-functional components in the
usual way. In the dual system method, semi-functional components for ciphertexts and keys usually
mimic the structure of the normal ciphertexts and keys respectively. In the composite order setting,
they are defined by adding components from group G,,. Distribution of the additional components
is required to be statistically hidden from the adversary’s point of view for an effective security
reduction. Since there is a single group element (H,) for each symbol o, the entropy it provides
is sufficient only for simulating one semi-functional component. If more than one components in
the ciphertext or key correspond to the same symbol o then their corresponding semi-functional
components are simulated using the randomness provided by H, and hence revealed information
theoretically. As a result, the dual system proof is affected.

The solution to this problem is to restrict the number of occurrences of symbols in transitions
and strings during system setup. We adapt a technique previously used by Lewko et al. [112] in
the context of attribute-based encryption over monotone access structures. A string w can contain
at most one occurrence of each o € 3. Similarly, at most one transition can contain a symbol o.
We call the resulting construction the basic construction, denoted B-4BE. This scheme supports
only an extremely small class of languages. For instance, consider the alphabet {0,1}. With the
single-use restriction, then the scheme works for only 4 strings - 0,1,01,10! Nevertheless, this
restriction can be relaxed and we show this via our next (full) construction, 7-4BE. This scheme
is obtained by putting a bound on the number of occurrences of each symbol in strings as well as
transitions at setup. Suppose a symbol can appear at most smax times in a string and at most tmax
times in the set of transitions. Then our public parameters will contain smax X tmax group elements
corresponding to each symbol. Essentially H, is replaced by a matrix H, of order smax X tmax-
Ciphertext and key are defined for w and M (respectively) in such a way that only one acceptance
path and hence decryption sequence exists if M accepts w. Also, if M rejects w, then there is no
way to decrypt. Since each entry in H, is distinct, simulating semi-functional components will no
longer be a problem. If we assume smax and tmax to be linear in x, the security parameter, then
this scheme supports a significantly large class of functionalities. Although the selectively secure
scheme of [160] supports unbounded functionality, security is only limited to bounded functionality
for otherwise the (-XDBDHE assumption becomes meaningless'. On the other hand, our system
is limited to bounded functionality in the construction itself and in addition is adaptively secure.

Pair Encoding and Predicate Encryption. In a recent work, Attrapadung [8] proposed the
notion of pair encoding schemes and uses it to generically construct predicate encryption (PE)
schemes. This work provides new insights into the dual system methodology and how to employ
these in proving adaptive security of the generic PE constructions. As a result, PE for a large class of
predicates are shown to have full security. This includes the DFA-based predicate i.e., the predicate
encompassing the class of all regular languages. The constructions are based on composite-order
pairings and have been translated to the prime-order setting in a follow-up work [9]. While adaptive
security is obtained without imposing any restrictions as in our constructions, the proofs (in both
settings) rely on parametrised assumptions such as the one used in [160]. Our proof, on the
other hand, is based on static assumptions. Also, the constructions in [8, 9] are based on large

L As ¢ increases the assumption becomes stronger. In addition, the number of powers of a group element given out
in the problem instance also increases. It has been reported in [57] that such instances are prone to attacks.
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universe alphabets i.e., the alphabet size for the DFAs are of size super-polynomial or exponential
in the security parameter. Some languages may have more efficient DFAs over small alphabets in
comparison to large alphabets. Therefore, it is important to obtain adaptive security for regular
languages over small alphabets.

Independent Work by Pandit and Barua [127]. Pandit and Barua [127] have independently
obtained constructions of adaptively secure DFA-based ABE over finite regular languages achieving
similar functionality as ours. While our constructions are based on composite-order bilinear pair-
ings, they take the path of dual pairing vector spaces [119, 120] and obtain security from decisional
linear (DLin) assumption.

8.1 Waters’ DFA-Based ABE

We first review Waters’ DFA-based ABE [160] based on symmetric pairings (following the Def-
inition 2.1.7) in order to explain the intuition underlying our constructions. Let W-4BE =
(W-ABE.Setup, W-ABE.KeyGen, W-ABE.Encrypt, W-2BE.Decrypt) denote the ABE construction of
Waters [160] with the algorithms defined as follows.

W-ABE.Setup(X, k): Generate a symmetric pairing G = (p, G, Gr, e, F') according to the security

U U U
parameter k. Choose a generator P «— G*, elements Hgiart, Hend, (Ho )oex, U «— G and o «— Zp.
The public parameters and master secret are given by

PP : (g727P7 Hstarthendv (HU)UEE,U,G(P,P)Q),
MSK: (-aP).

. 8] .
W-ABE.Encrypt(PP,w = wy---wy,m): Choose randomisers sg, s1,...,S; <— Z,. Compute the ci-
phertext elements as follows.

Cp =m-e(P,P)*,
CO,l = Cstart,l = 50P, Ostart,Q = soHstart,

Fori=1,...,¢,
Ci1=5iP, Ci2=s5iHy, +s5.1U,

Cend,l = Cé,l = SZPa C’end,2 = SZHend-
The ciphertext is given by C = (Cp, Cstart,1, Cstart,2, (Ci,15 Ci2)ie[1,0], Cend, 15 Cend 2, W)-
W-2BE KeyGen(MSK, M = (Q, %, qo,qy,6)): For each z € Zg), pick D, L G. Choose elements

Tstart, for all ¢ € 7, r; and for all g, € @), Teng, uniformly and independently at random from Zp.
Compute the elements of the key as follows.

Kstart,l = Do + rstart Hstart, Kstart,? = Tstart P

For all t € T with t = (¢z,qy,0) and o € %,
Ki1=-Dy+mU, Kio=1P, Ky3=Dy,+rHg,,
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For all ¢, € Q,
Kendz,l =-aP + Df + 7nendg,;[{en(h Kendz,2 = 7nendgglj-

The secret key for automaton M is given by SKm =
(Kstart,h Kstart,Za (Kt,la Kt,Q» Kt,3)t€7'a (Kendz,la Kendz,2)qmeQ)-
W-ABE.Decrypt(C,SKnq): Suppose that Accept(M,w) = 1 and w = wy---wy. Then there exists a
sequence of transitions tq,%s,...,t, with ¢; = (¢z,_,,4s;,w;) where g = 0 and ¢,, € F. Decryption
consists of several stages of computation. First compute
AO = e(cstart,la Kstart,l)e(cstart,% Kstart,2)_1
=e(P, Dy)*°

Then compute intermediate values A; (for ¢ =1,...,¢) as follows.

Ai= A1 e(Cii1, K, 1)e(Cia, Ky, 2) te(Cit, Ky, 3)
=e(P, Dy, )™

The last intermediate Ay, is computed as
AZ+1 = e(Cend,la Kendzé,l) : e(Cfend,Qy I(endg,;e,Q)_1 = €(P, P)—OzSge(wa P)SZ-
Using Ay and Ay,q the message is unmasked as shown below.

m=Chpy - Age1 - ApL.

8.2 Basic Construction

Described here is our first construction of DFA-based attribute-based encryption scheme B-4BE =
(B-ABE.Setup, B-ABE.KeyGen, B-ABE.Encrypt, B-ABE.Decrypt) in the composite order pairing set-
ting. We impose the following restrictions on automata and strings over which the scheme is built.

Restriction 1: Keys are created only for automata with a unique final state and a single transition
corresponding to each symbol

Restriction 2: Input string (part of the ciphertext) can contain only a single occurrence of each
symbol

These restrictions are required for the proof to go through. In Section 8.4, we describe how to
extend the basic scheme B-4BE to a full scheme F-4BE with relaxed restrictions and similar
security guarantee.

The construction is similar to W-4BE. Encryption is done in the group G, but the structure
is slightly different from that W-4B8E. Components of the key are elements of G,,,, and have the
same structure as the W-4BE keys except that they are additionally randomised by elements of
Gp,. The group G, forms the semi-functional space.

B-ABE.Setup(X, k): Generate a composite order pairing G = (p1,p2,p3, G, Gr, e, G) according to
: U U
the security parameter k. Choose elements P, Hgart, Hend (Ho, Uy )oex. <— Gy, P35 «— Gp, and

U . .
a «— Zy. The public parameters and master secret are given by
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PP (gpub,E,P, HstartaHendaH)\a (HUan)aeEae(PaP)a)a
MSK: (-aP, Ps3).

In W-2BE, only a single element U was uses to maintain the link between consecutive symbols but
here we require a separate group element U, corresponding to each symbol . This is helpful in
the dual system proof.

B-ABE.KeyGen(MSK, M = (Q, %, qo,qy,9)): For each x € Zg, pick D, 2 Gp,. Choose elements
Tstart, for all t € T, r; and repq uniformly and independently at random from Zy. Let Rgtart,1, Rstart,2,
(Re1, Re2, Ri3)ter and Rend, 1, Rend,2 be randomly chosen elements of G,,. Compute the elements
of the key as follows.

Kstart,l = Do + rstart Hstart + Rstart,la Kstart,2 = Tgtart P + Rstart,Qa

For all t € T with t = (¢4, qy,0) and o € 3,
Ki1=-Dy+1rUs+ Ry, Kip=1iP+Rio, Ki3=Dy+riH;+ Rys3,

Kend,l =-aP + Df + TendHend + Rend,la Kend,2 = Tendp + Rend,2~

Here Dy corresponds to the final state gy. The secret key for automaton M is given by SKa =
(Kstart,la Kstart,2a (Kt,h Kt,Z, Kt,3)t€7—a Kend,ly Kend,Q)-

. U .
B-ABE.Encrypt(PP,w = w;--wy,m): Choose randomisers sg, $1,...,8¢ «<— Zy. Compute the ci-
phertext elements as follows.

Cpm =m-e(P,P)*,
CO,l = Cstart,l = 50D, Cstart,Q = soHgtart,

Fori=1,...,¢,
Ci1=5iP, Ci2=5Hy, +s5;1Uy,,

Cend,l = CZ,l = SZPa C’end,2 = SZHend-
The ciphertext is given by C = (Cp, Cstart,1, Cstart,2, (Ci,15 Ci2)ie[1,0]> Cend, 15 Cend 2, W)-

B-ABE.Decrypt(C,SKrq1): Suppose that Accept(M,w) = 1 and w = wy---wy. Then there exists a
sequence of transitions t1,ta,...,ty with ¢; = (¢, ;,qs,, w;) where g = 0 and xy = f. Decryption
consists of several stages of computation. First compute

AO = e(Cstart,h Kstart,l)e(cstart,2a Kstart,Q)_l
=e(P,Dg)*

Then compute intermediate values A; (for ¢ =1,...,¢) as follows.

Aj=Aig-e(Ci1, Kiy1)e(Cia, Ky, 2) e(Cin, Ky 3)
=e(P,Dy,)%

The last intermediate Ay, is computed as

AE+1 = e(C’end,lv Kend,l) . e(cend,27 ]:(end,2)_1 = €(P, P)_asze(va P)Se'
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Using Ay and Ay,q the message is unmasked as shown below.

m = Chy - Ape1 - AyL

Correctness. To show that decryption is correct, we need to show that the intermediate values
Ag, Aps1 and A; for i € [1,/4] have the claimed structure. It is enough to show that if A;_; has the
right structure, then so does A;. By induction on i, it follows that A, = e(P, Dy, )% for i € [1,/].

Ap = e(Cstart,la Kstart,l)e(cstart,2a Kstart,Q)_l
= 6(50P7 Do + rspars Hstart + Rstart,l)e(soHstart7 Tstart P + Rstart,Q)_l
=e(P,Dy)*°e(P, Hstart ) 0" e(Hgtayt, P) 50 tert
=e(P,Dg)*°
Ai=Aiq-e(Cig, Kiy1)e(Ci, Ky, 2) te(Cin, Ky )
=e(P, Dy, ) e(8i-1P,~Dy,, +7t,U; + Ri,1)e(8iHu, + 8i-1Un,, 76, P+ Ry, 2) ™
e(s;P, Dy, + 1y, Hyy, + Ry, 3)
e(P,Dy, ) e(P, Dy, ) ¥ 'e(P,Uy, ) "ie(Hy,, P)* "t e(Uy,, P) "t e(P,Dy,)  e(P, Hy, )* "
e(P,Dy,,)%
Api1 = €(Cend,1 Kend,1) - €(Cend 2, Kena,2) ™"
(
(

€ SZP -aP + Df + rcndchd + chd 1)6(3£chd» 71cnd-P + chd 2)
(P, P) (P, D) e((P, Hopg) "¢ Hopa, P) 7
e(P,P) “*e(Dy, P)*™

Note that G,, components get cancelled due to the orthogonality property of composite order
groups.

Ciphertext-Policy FE. It is possible to obtain a ciphertext-policy FE scheme by constructing
a dual of the above scheme. The structure of the ciphertext and key get interchanged. A key will
encode a string w and a ciphertext will encode an automaton M. Also, randomisation in G, is
done only for the key (i.e., components corresponding to the input string w). The same assumptions
can also be used for the proof of security.

8.3 Security Proof for B-4BE

We require algorithms ReRandCT and ReRandK for randomising ciphertexts and keys respectively
in the proof to ensure correct distribution of components. Essentially, these algorithms additively
rerandomise ciphertexts and keys.

8.3.1 Algorithms for Rerandomisation

We describe the rerandomisation algorithms here. Except for the G, components of the keys the
algorithms are identical to those in [160].

ReRandCT(C): This algorithm picks sg, s, ..., s; Z Zy and modifies the ciphertext elements as
shown below.
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!
Ci < Chy - e(P, P)*%,

/ /
Cstart,l e Cstart,l + S()Pa Cstart,Q <~ Cstart,Q + SOHstartv

Fori=1,...,¢,
’ / /
C@l <~ Ci’g + SiP, Ci’g <« Ci’Q + Sini + Si—lpb

/ /
Cend,l - Cend,l + SEP, Cend,2 <~ C’end,2 + SgHend-

The new randomisers for the ciphertext will be s; +s; (i =0,...,¢). The string w remains the same.
ReRandK(SKpq):  Choose uniform and independent random scalars 7., for all ¢ e
T, ri and 7., from Zy. Also choose D), 2 Gp, for every ¢ € @ and

U

/ / / !/ !/ !/ !

Rt 1 Bgart,20 {1 15 By 05 By s e, Rina 10 Bena2 <— Gpy- Reconstruct components of the key as
follows.

/ / / / /
Kstart,l - Kstart,l + D() + rstartHstart + Rstart,l’ Kstart,Q <~ Kstart,Q + TstartP + Rstart,Q

For t € T with t = (¢3,¢qy,0) and o € X,
Kig < Ky - Dy +riP+R;,, Ky« K+riP+R, Ki3<Ki3+D+riH,+Rjs,

/ / /
Kend,l <« Kend,l + Df + TendHGHd + Rend,l ,
/ /
Kend,Q <~ Kend,2 + rendP + Rend,Z‘

8.3.2 Defining Semi-Functionality

As usual, a dual system proof requires defining semi-functional ciphertexts and keys. Two types of
semi-functional keys need to be defined for our proof of security — Type-1 and Type-2. Let P> be
a random generator of the group G,, and

U
Tstart (7rh,0'7 Wu,o)an «— Zn.

These scalars are common to both semi-functional keys and ciphertexts.

Semi-functional Ciphertext
Pick 70, ...,7¢, Tend <— Zn. Semi-functional ciphertext is obtained by modifying normally gener-
ated CiphertGXt C= (Cm’ Cstart71’ Cstart,?v (Ci,la Ci,Z)ie[l,E] 5 Cend,lv Cend,Qa ’UJ) as:

Cstart,l <« Cstart,l + 70, Cstart,z < Cstart,2 + Y0Tstart P2,

Fori=1,... ¢,
Cin < Cin+7iP, Cio <« Cio+ (ViThuw, + Yi-1Tuw,; ) P2,

Cend,1 < Cena,1 +7el2,  Cend2 < Cend,1 + Tend 2.

C), remains unchanged. Restriction 2 mentioned in Section 8.2 is required here to ensure that only
one value of 7y, , or T, is revealed for any o € ¥ in the challenge ciphertext. Keeping value of 7. ,
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statistically hidden is very essential for the security argument. On the other hand, providing too
many copies of 7., would information theoretically reveal its value to the adversary.

Type-1 Semi-functional Key
U U
Let Hstarts Hend s (ﬂt)tETa Tend — Zy, (zx)qIEQ — Zn and SKm =

(Kstart,ly Kstart,Zv (Kt,la Kt,27 Kt,?))teTa Kend,h Kend,Q) be a normal key generated by the
B-24BE.KeyGen algorithm. Its components are modified as:

Kstart,l - Kstart,l + (ZO + Mstartﬂstart)P% Kstart,Q « Kstart,2 + Ustart P2,

For all t € T with t = (¢z,qy,0) and 0 € X,
Ki1 < K+ (2 + ,U/tﬂ'u,a)P% Ko« Ko+ P, Kz« Kiz+ (Zy + Mtﬂh,a)Pz )

Kend,l <~ Kend,l + (Zf + 7'end)P2a Kend,2 <~ Kend,2 + fend .

The first restriction plays a crucial role here. It ensures that the w-values are statistically hidden
from the adversary.

Type-2 Semi-functional Key

Type 2 semi-functional keys are similar to Type-1 except that the components
Ketart1, Kstart 2, (Kt1, Kt 2, Kt 3)te7 will no longer have any semi-functional terms. Also,
Kepg,1 does not contain the scalar zy.

In the proof, it is ensured that at most one key can be Type-1 semi-functional at any point
in the hybrid sequence of games. The rest of the semi-functional keys are Type-2. Otherwise,
multiple copies of the m-values would have to be provided to the adversary and the whole purpose
of imposing the two restrictions would be defeated.

Consider decryption of a ciphertext C for message m and string w = w1 ---wy by a key SK o4 where
Accept(M,w) = 1. Decryption succeeds unless both C and SK ¢ semi-functional. This is because
Gp, (semi-functional) components get cancelled when paired with elements of G, (by orthogonal
property of composite order pairing groups). When both C and SKaq are semi-functional, the
message is masked by an extra factor - e(Pg,PQ)(“e"d”e“d_WTe“d). To see this, note that all other
semi-functional components get cancelled since they only mimic the structure of the ciphertext and
key, in addition to having m-values common. Decryption will succeed only if prend@end = VeTend- We
will call such a pair of ciphertext and key as nominally semi-functional.

8.3.3 Reductions

We prove IND-STR-CPA-security of B-4BE under the three assumptions DSG1, DSG2 and SGDH.

Theorem 8.3.1. If the (¢,,t')-DSG1, (&,,t")-DSG2, (e3,t")-SGDH assumptions hold, then B-ABE
is (g,t,v)-IND-STR-CPA secure where

e<E +2vey + &4

and t =t' = O(v|X|p), where p is an upper bound on the time required for one scalar multiplication

m G.
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Proof. The proof is organised as a hybrid argument over a sequence of 2v + 3 games —
Greals Go,1, (G0, Gk,1) 721> Gfinal- Grear denotes the actual CPA-security game for DFA-based ABE
ind-abe-cpa (defined in Section 2.2.4). Gq; is just like G,y except that the challenge ciphertext
is semi-functional. In Gy (for 1 < k < v), challenge ciphertext is semi-functional, the first k -1
keys returned to the adversary are Type-2 semi-functional, k-th key Type-1 semi-functional and
the rest are normal. Gi; (1 <k <v) is such that first k keys are Type-2 semi-functional and rest
are normal. Gy, is similar to G,; except that now the challenge ciphertext is a semi-functional
encryption of a random message. Let &5 denote the events that the adversary wins in Gg. Note
that, in Gy;na, the challenge ciphertext is an encryption of a random message and hence bit 3 is
statistically hidden from the adversary’s view implying that Pr[&£finq] = 1/2.

The advantage of an t-time adversary & in winning the ind-abe-cpa against the ABE scheme
in the ind-abe-cpa, is given by

in - 1
Adv AdB]fSbe Cpa(d) = Prl:gactual] - =

2

‘We have

Adv gdﬂ;l;e-cpa(d) = ‘Pr[gactual] - Prl:gfinal]‘

< |Pr[5actual] Pr 50 1 Z (| Pr 5k 1, 1 Pr[8k70]| + | Pr[8k70] - Pr[€k71]|)

+ | Pr[gy] - Pr[gfmal]l

< €psa1 + 2VEpsaz + Esapn

The last inequality follows from the lemmas 8.3.1, 8.3.2, 8.3.3 and 8.3.4. ]

In all the lemmas, & is a t-time adversary against the ABE scheme and % is an algorithm
running in time ¢’ that interacts with & and solves one of the three problems DSG1, DSG2 or
SGDH.

Lemma 8.3.1. |Pr[&ciua] - Pr[€o1]| < e1.

Proof. 2% receives an instance of problem DSGI1, (Gpub, P, P3,T), where T' = P + 2P and its

task is to decide whether 62 = 0 or 69 L Zyp,. The different phases of the game are simulated as
described below.

. U
Setup: % picks o, Ustart, Vend, {Uh,m Uu,U}UeE «— 7L, sets Hgtart = Ustart P, Hend = Vend PP, Ho = Uh,aP
and U, = vy o P. It provides PP to &/ and computes MSK.

Key extraction queries: For a query on automaton M, £ runs the B-4BE.KeyGen algorithm
with input M and returns the output to /. No generator of Gy, is provided to % and hence
semi-functional keys cannot be generated.

U
Challenge: </ provides two messages mq, m1, challenge string @ = @;---W; % chooses f «— {0,1},

U —
505+ s S%d— Zy and encrypts mg to @ as follows.

Cm=mg- e(P,T)O‘S%,
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/ /
C’0,1 = SOT, Cstart,Q = SovstartT7

Fori=1,...,¢,
4 4 !
Cin=s/T, Ciz=(8{Vnw, +Si_10uw)T,

C’end,l = Cf,la Cend,? = ngendT-
Randomiser s; is inherently set to s for i = 0,...,0 Let C =
(Cm, Cstart,la Cstart727 {Ci,l ’ Ci,z}ig[l?a ) Cend,lv Cend,2a ’UJ) 2 returns ReRandCT(C) to 7.
Guess:  returns its guess [’
— . . U . = . .
If 65 = 0, then C is a normal encryption of m/g.AOthervmse 0o «<— Zyp, making C a semi-functional

ciphertext for mg with ~; = 510 for i = 1,...,0, Tstart = Ustart, Tend = S¢'Vend, Tuo = Vuo and
Th,e = Uh,e for all o € 3. The ciphertext is well-formed. For instance,

Cia = ($iVhw, + 8i-1Vuw,)T
= sgvhvwﬁp + sg_lv%wiGP + S;’Uh,wi 0Py + sg_lvu,wi 09 Ps
= Sini + Si—lUwi + (’Yﬂrh,wi + Vi—lﬁu,wi)PQ
The rest of the components can be shown to be well-formed in a similar way. The v’s are embedded
in the public parameters and hence their values modulo p; are revealed to the adversary in an
information theoretic sense. However their values modulo ps remain hidden (by Chinese remainder
theorem) thus resulting in the proper distribution of the 7’s. The s;’s are merely scaled by 6, to

obtain ~;’s and hence the ~;’s are uniformly and independently distributed. The randomisers for
the ciphertext’s normal components are also properly distributed since it is rerandomised.

If the adversary wins the game then % returns 1; otherwise it returns 0. Therefore, we have

e > AdvgsGl(%) =|Pr[Z returns 1 | T Y Gy, ] - Pr[% returns 1 | T P Gpypo ]l
= |Pr[«/ wins | T Z Gp,| - Pr[«/ wins |T Lz Gpips ]l
= |Pr[«/ wins in Gueyar] — Pr[@/ wins in Go ]|
= | Pr[€actual] — Pr[5071]|

as required. ]

Lemma 8.3.2. |Pr[&;_1 1] - Pr[&r ]| <es for 1<k <vw.

Proof. An (Gpub, P, P3, X + P2, Xo+ X3,T) of DSG2 is given to % and the goal is to decide whether

T L Gpipy or T L G. In other words, if T'= 0P + 05 P + 03P3 then % has to determine whether
U

02 =0or 02 A ZPQ'

Setup: Scalars a, Ustart, Vends {Vu,01 Vh,o foex are chosen from Zy independently according to the
uniform distribution. Parameters are set as follows: Hgtart = Ustart P, Hend = Vena P, Hs = v o P and
Uy = vy, o P. PP is given to &7 and # keeps MSK.

Key extraction queries: Suppose & makes key extraction queries on My,..., M,. % generates
key for M; depending on ¢ as follows.
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Case i > k : # runs the B-4BE.KeyGen algorithm and returns the resulting (normal) key to <.

Case i<k : £ first obtains SKy, «— B-ABE.KeyGen(MSK, M;) and then modifies its compo-
nents to obtain a Type-2 semi-functional key for M; as follows. Since a generator of G, is
not available, 4 uses element X5 + X3 to construct the semi-functional components.

U
’ /
Hend> Tend ZN’
’ I
Kend,l <« Kend,l + Tend(XQ + X3)7 Kend,Q <~ Kend,2 + Mend(XQ + XS)

The term pieng P» is set to ., 4 Xo. Similarly, 7enq P2 = 7,4 X2. The components Kend,1, Kend,2
already have uniform random elements of G,, embedded in them. Hence adding multiples of
X3 will not change the distribution of the G,, components.

Case i = k : % computes SK 4, embedding the challenge T" from the instance.

U
For each x € Z|Q|, de «<— 7Zn
U
! ! 14
T'starts Tend? {ritter <— Zn

/ ’
Kstart,l = (dO + rstartvstart)Ta Kstart,Q = TstartT7

For all t € T with t = (¢z,qy,0) and o € X,
Ki1=(—dy +1vu0)T, Kio=rT, Kiz=(dy+rn.)T,

Kend,l =—-abP + (df + ’f'énd’l)end)T, Kend,Z =¢/ T

end™ *

Let SKym = (Ksart,1, Kstart,2, {51 Kt 2, Kt 3 e, Kend, 1, Kend,2)- % returns
ReRandK(SK ) to @/. We have T' = 0P + 0P + 03P3 where 63 could be zero. Hence
every component is made up of elements of G,,, G,, and possibly elements of Gy,. The
Gp, and G, elements are properly distributed due to the invocation of ReRandK algorithm.
If 03 = 0, SKaq, is normal. Otherwise, 02 Ll Gp, making SKp, Type-1 semi-functional.
The randomisers for the semi-functional components are set as: z, = d;6s for all ¢, € @,
Hstart = r;tartg% Mend = Ténd92, Mt = 7“262 for all ¢ € T Tstart = Ustart, Tu,o = Vu,o5 Th,o = VUh,o for
each o € 2 and Tepq = réndvendeg. Although v’s are provided to the adversary via the public
parameters, their values modulo py remain hidden from the adversary (by Chinese remainder
theorem). The p’s are uniformly distributed by the choice of r"’s. Hence the 7’s and 7epq are
uniformly distributed in 2/’s view.

Challenge: % receives messages mg,m1 and challenge string @ = @;---W; from /. It chooses

Ié] 2 {0,1} and constructs ciphertext C as follows.

U
707"'7’7'[(_21\/
Crm =mg-e(P,X + Py)T,
CO,I = ’YO(X + P2)7 Cstart,Q = 'YOUstart(X + Pg),
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Fori=1,...,7,
Cip=7%(X+P), Cia=(YiVhw; +Yi-1Vuw, ) (X + P2),

C'end,l = C€,17 Cend,Q = 'Y’[Uend(X + P2)7

setting s; = 6; for i € [0,7]. The output of ReRandCT(C) is returned to 7. The 7 values (except
Tend) are set to the corresponding v’s modulo py. These are equal to the m-values of the k-th key
thus satisfying the requirements for Type-1 semi-functionality. Note that after calling ReRandCT
the randomisers for the G,, components will have the proper distribution.

Guess: & sends % its guess /3’

We now show that the challenge ciphertext and k-th key are properly distributed in &/’s view
with all but negligible probability. The following holds for the k-th key and the challenge ciphertext.

HendTend ~ Tend V7 = (rénd92)(’YZ‘Uend) - (Téndvend62)’}7: 0 (mod p2).

The ciphertext-key pair will turn out to be nominally semi-functional. This is to ensure that
% itself cannot create a semi-functional ciphertext for a string w’ accepted by M) that assists
in determining whether SK 4, is semi-functional or not. Decryption succeeds and provides no
information to % about the distribution of SK 4, and hence T'. On the other hand, it is required
to prove that this relation between the k-key and C is hidden from the adversary. The argument
follows from three facts:

1. &/ cannot request keys for any automaton M that accepts w

2. the final state of any automaton M on which a query is made is not reachable on input @
(any automaton that is queried has a unique final state and hence a special symbol $ based
on which a transition to the final state is made only in case of acceptance)

3. each symbol appears at most once in strings or descriptions of automata

Consider a transition t = (¢z, gy, o) in M and suppose the i-th set of components in C are for the
symbol o (i.e., @; = o). Then C;. and K;. components will share the same 7-values. Assume
that the p; and ~;,7v;—1 values are statistically revealed to the adversary. It essentially gets hold
of 3 equations (corresponding to semi-functional components of K1, K;3,Cy2) in 4 unknowns
(Th,o» Tu,os 22, 2y)- Using these the adversary cannot gain any information about these quantities.
Thus they appear uniformly distributed in /’s view. What remains is to show that the relation
between menq and Teng remains information-theoretically hidden from the adversary. Observe that
Tend 18 S€t 10 YpVenq and Tepq to rgndvendﬁg. The scalar 77 has the right distribution due to its choice
and S0 IS fieng €xcept when 0 = 0 (mod py) which occurs with negligible probability. Given that
Tend and meng share the value of venq modulo po, their value must be shown to be hidden from .o7.
Since M, does not accept w, the (unique) final state is never reached (see fact 2 above). As a result
the adversary cannot get hold of any equation that involves 7.,q and any of the m-values. This
especially holds for 7enq. Furthermore, the single-occurrence restriction on each symbol implies that
there is at most one equation involving menq. Hence the k-th key and C remain properly distributed
in &’s view except with negligible probability.
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If the adversary wins the game then % returns 1; otherwise it returns 0. Therefore, we have

€92 AdngGQ(%) = |Pr[% returns 1 | T Z Gpips ] — Pr[# returns 1 | T 2 G|

o wins | T «— Gy, p,] - Pr[/ wins | T <= G]|
o/ wins in Gy_1 1| - Pr[.«/ wins in Gg ]|
Ek-1,1] = Pr[Ek o]

=|Pr
=|Pr
=|Pr

M/ o/ o/

as required. ]
Lemma 8.3.3. |Pr[& 0] —Pr[& 1] <e, for 1<k <uw.

The proof is similar to that of Lemma 8.3.2 except for the simulation of the k-key. The end com-
ponents of this key are additionally rerandomised in G, to ensure that it remains semi-functional
with its type depending on whether the instance is real or random.

Proof. Let (Gpub, P, P3, X + P2, Xo+ X3,T') be the instance of DSG2 that # has to solve i.e., decide
whether 6 = 0 or 6y < 7, where T = 0P + 05 P + 03 Ps.

Setup: Scalars o, Ustart, Vend; {Vu,0s Vh,o Joex are chosen from Zpy independently according to the
uniform distribution. Parameters are set as follows: Hgart = Ustart P, Hend = Vena P, Hs = vp o P and
Uy = vyoP. PP is given to &/ and & keeps MSK.

Key extraction queries: For key extraction queries on M; for ¢ # k, & answers the query as in
proof of Lemma 8.3.2. The secret key for My, is generated as follows.

For each z € Z‘Q|, dy Ll AN

U
’ ’ /
Tstarts Vend» {Tt}t€7~7 M1, 2 <— YA,

’ ’
Kstart,l = (dO + Tstartvstart)Ta Kstart,2 = rstartTv

For all t € T with t = (¢4, qy,0) and 0 € 3,
K= (—dy+1vy0)T, Kio=rT, Kiz=(dy+rv,)T,

Kend,l =—-aP + (df + Téndvend)T + ,u,l(XQ + Xg), Kend,2 = r(,endT + ,u,g(XQ + X3)

Let SKpm = (Kstart,lsttart,Qv{Kt,vit,%Kt,3}teT;Kend,17Kend,2)~ % returns ReRandK(SlCMk) to
. If O < Gy, then SKpq, is Type-1 semi-functional; otherwise it is a Type-2 semi-functional
key. Both Teng and penq are set to random quantities in either cases to prevent & from generating
a nominally semi-functional ciphertext to test SK 4, ’s type of semi-functionality. The randomisers
for the Type-1 semi-functional components are set as: pstart = Tigartl2, e = 7402 for all t € T;
Tstart = Ustarts Tu,o = Vu,e and Ty, » = Uy for each o € ¥. Furthermore, since the key is rerandomised,
its Gp, and G,, components are properly distributed.

The Challenge and Guess phases are identical to Lemma 8.3.2. If the adversary wins (8 # '),
then % returns 1; otherwise it returns 0. Therefore, we have €, > |Pr[&£; 0] — Pr[&x1]|. O

Lemma 8.3.4. |Pr[&,1] - Pr[&finall < €.
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The idea of the proof is as follows. Let (Gpub, P, P2, P3,aP + Xo,sP + Y5, T') be the instance of
SGDH using which the game needs to be simulated. « from the instance is the a of the system
master secret. The scalar s from the instance will be mapped to the randomiser that is used
to mask the message i.e., sz where 7 is the length of the challenge string. Since generators of
subgroups corresponding to all three primes are known, (semi-functional) keys and ciphertexts can
be generated. The main trick lies in generating the K¢nq,1 components of the keys since they have
a embedded in them and also in computing the ciphertext terms corresponding to the randomiser
ST

Proof. Given an instance (Gpub, P, P2, P3,aP + Xo,sP +Y5,T) of SGDH, % has to decide whether
T=e(P,P)*orT 2 Gr. The game is simulated as follows.

Setup: Randomisers vsgart, Vend, {Vu,0 Uh,o }oex. are sampled uniformly and independently from Zy.
Then set Hgart = Ustart P, Hend = Vena P, for all o € ¥, H, = vy P, Uy = vy oP and e(P, P)* =
e(aP + X5, P). The public parameters PP are provided to 7. Note that the simulator does not
know the master secret key.

Key extraction queries: Since aP is masked with an element of G,,, % can generate
only Type-2 semi-functional keys. For a query on an automaton M = (Q,3,qo,qs,6), a key

is constructed as follows. Sample D, 2 Gp, for all g, € Q. Construct the components
Ktart,1, Kstart,2, { K1, Kt 2, Kt 3}er just as in the B-4BE.KeyGen algorithm. The master secret
a is embedded only the term Kg¢,q,1 and the main trick lies in generating this component. The
encoding of a in Gy, is masked by G,,-component and hence % cannot prevent Kcpq,1 from having

. . U U U
semi-functional components. % chooses fiend;Tend <— ZN, Rend, 1, Rend2 <— Gp,, Zo «— Gy, and
computes

Kend,l = —(aP + X2) + Df + rendHend + Rend,l + Z27 Kend,2 = rendP + Rend,Q + ,UJendPQ

implicitly setting Teng P = X2 + Zo. Scalars pieng and Zy are freshly chosen for each key. Therefore,
the values of 7enq for the keys remain properly distributed.

Challenge: # receives two messages mg,my along with a string @ = @;--@Wy from &7; chooses

U : — .
p «—{0,1} and constructs a ciphertext for mg and @ as described below.
U
S0y -+ 9871 V0y -+ Vi VATH
8] U
Tstart <— LN, Tu,o <— Ly for all o € ¥;
o~ U
for all o e X~ {U)Z sy The <— Zy, set Th,@y = Uh, @y

Cm = m/g . T,
C’0,1 =50P + v P, Ostart,Q = 80 Hstart + Y0Tstart 12,

Fori=1,...,0-1,

Cin=siP+7iPy,  Cig=silly, +5i1Us + (ViTw, + 'Yi—lTru,wi)P%
CZl =sP+Y5, CZQ = v@?(sP +Y2) + 8i-1Us + Yio1Tu a0, Pos
C’end,l = CZl’ Cend,2 = Uend(SP + YQ).
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implicitly setting s;= s, vpl% = Y2 and meng % = VenqY2. The values of Un, @, and veng modulo po are
hidden from the adversary and hence Th,wyip Tend Are uniformly and independently distributed in

a’s view. % returns C consisting of the above components to 7.
Guess: &/ makes its guess 5’ of 3.
If T = e(P,P)* then we have Cy, = mg-T = mg - e(P, P)*7 making C a semi-functional

. . . U U .
encryption of mg and thus playing G, ;. Otherwise T' <— G and (Cp, = mg-T) «<— Gp. In this
case, C will be a semi-functional encryption of a random message and 2 simulates Gy;nq. If the
adversary wins the game then 4 returns 1; otherwise it returns 0. We therefore have,

€3 > AdngDH(%) =|Pr[# returns 1 |T = e(P, P)**] - Pr[£ returns 1 |T Z Gr]|

= |Pr[« wins in G,1] - Pr[.«/ wins in Gfinq]|

[
=|Pr[«/ wins | T = e(P, P)**] - Pr[«/ wins | T 2 Gr]|
[
[ ] Pr[gfinal“

=|Pr

as required.

8.4 Full Construction

The restrictions on B-ABE scheme confines the functionality support to a small subclass of regular
languages. It is possible to expand the supported class of languages via an extension of B-4BE. The
extension provides the ability to deal with multiple occurrences of symbols both in the input string
and transitions of the automata. The number of occurrences is however bounded at setup time.
As a result, the sizes of public parameters, keys and ciphertexts increase by a factor proportional
to these bounds.

We shall first define some notation. For a matrix A € Zy™*", A[i,j] denotes the entry in i-th
row and j-column of A. Let w =w; ... wy be a string over the alphabet ¥ and T be the (ordered)
set of transitions of an automaton M.

® Snax: bound on the number of occurrences of each symbol in a string
® tay: the maximum number of transitions on any particular symbol
e n[w,i]: contains k if position 7 is the k-occurrence of the symbol w; in w

e n¥[o,t]: contains k if ¢ is the k-transition on o

The extended construction F-ABE = (F-ABE.Setup, F-ABE.Encrypt, F-ABE.KeyGen, F-ABE.Decrypt)
is described below.

F-ABE.Setup(2, k): Generate a composite order pairing G = (p1,p2,03,G,Gr,e,G) according to

. U U U
the security parameter x. Choose elements P, Hgart, Heng <— Gp,, P3 <+— Gp,, o <— Zn and

H,,U, <= (Zy)™*m for all o € 3.
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The public parameters and master secret are given by
PP (gpuba %, P, Hetart, Hena, Hy, (Haa Ua)aeEa e(P, P)a)’
MSK: (—aP, P3).

F-ABE.KeyGen(MSK, M = (Q, %, qo,qy,9)): For each x € Zg), pick D, 2 Gp,. Choose elements
Tstart, for all t € T, ry and repq uniformly and independently at random from Zy. Let Rgtart,1, Rstart,2,
(Re,1, Re2, Ri3)ter and Rend, 1, Rend,2 be randomly chosen elements of G,,. Compute the elements
of the key as follows.

Kstart,l = Do + 7start Hstart + Rstart,h Kstart,2 = Tstart P + Rstart,Qa

For all t € T with t = (¢z,qy,0) and o € X,
Kio=1P+ Ry,
(Kt1,i=-Dy+1rUy[i, n¥[o,t]] + Riy, Kigi=Dy+rH,[i, n[o,t]] + Rt,g)ie[l,smax],

Kengg = —aP + Dy +renaHend + Rend, 15, Kend,2 = Tend P + Rend 2-
Here Dy corresponds to the final state gf. The secret key for automaton M is given by SKpq =
(Kstart,h Kstart,27 (Kt,la Kt,27 Kt,3)t€T7 Kend,h Kend,?) .

. U .
F-ABE.Encrypt(PP,w = wy---wg,m): Choose randomisers sg, s1,...,8; «<— Zy. Compute the ci-
phertext elements as follows.

Cp=m-e(P,P)*,

Cop = Cstart,l =50P, Cstart,? = soHgtart,

)

Fori=1,...,¢,
Ci,U =siP, (OZ}]' = Sini[nc[wv 7’]7.7] + Si—lUwz‘[nc[w’i]aj])je[l,tmax]a

C’end,l = C@,O = Sgp, C’end,2 = SZHend-
The ciphertext is given by C = (Cp, Cstart,1, Cstart,2, (Ci.05 Cij)ie[1,0],je[1,tmax]» Cend, 15 Cend 2, W)-

F-ABE.Decrypt(C,SK): Suppose that Accept(M,w) =1 and w = wy---wp. Then there exists a
sequence of transitions t1,ta,...,ty with ¢; = (¢sz,_,,qs;, wi) where xp = 0 and xy = f. Decryption
consists of several stages of computation. First compute

AO = e(cstart,la Kstart,l)e(cstart,la Kstart,2)_1
=e(P,Dy)*°

Then compute intermediate values A; (for ¢ = 1,...,¢) as follows. Pick C; [y, and
Ky, 1 newi,i]> Kt; 3,0¢[w; i+ Such components exist and are unique.

Ai = Ai1-e(Cio1,0, Kt 1 w5, €(Clnkfuwn 1> Ki2) " €(Cios Koy 3 e [wni])
=e(P,Dy,)*

With any other pair of C; ; and Ky, 1 1, Ky, 31 it is not possible to cancel out e(P, D,, )% . The
last intermediate Ay, is computed as

A€+1 = e(cend,ly Kend,l) : e(Cfend,Qa Kend,2)_1 = G(P, P)_asze(Dﬁ P)Sl'
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Using Ay and Ay, the message is unmasked as shown below.

m=Chy - Ager - ApL

Discussion. The construction essentially converts a DFA and string to a basic form by mapping
each occurrence of a symbol ¢ to a different representation in the group. Consider a ciphertext for
string w and automaton M. In the full ABE scheme, w and M are encoded so that there exists a
unique sequence of decryption operations that result in the correct message if M accepts w. Given
this, correctness of decryption follows.

For example, consider ¥ = {0,1}. Public parameters would then consist of matrices
Ho[Smax; tmax] and Hi[Smax; tmax]- Suppose encryption is to be done for the string 10100 € {0,1}*.
This string is encoded as 1107120203 so that each occurrence of 0 (or 1) is treated separately. 1; is
mapped to Hi[1,-] and 15 to H;[2,-]. Similarly, each occurence of 0 can be mapped to a unique
row in Hy. For the key, let M be an automaton over {0,1}. Suppose there are two transitions
t1 = (¢u1» 1,4y, ) and t2 = (qus,1,qy,) appearing in the same order without any other 1-transition
in between. Then the group elements used to encode ¢; will correspond to a unique column in
H; given by H;[-,1]. Transition t3 would correspond to the column Hj[-,2]. Suppose symbol 1;
triggers the transition to. Decryption is done using the ciphertext and key component pair corre-
sponding to the (unique) entry H[1,2] of H present in both the ciphertext portion for the symbol
17 as well as the key portion for transition ts.

Suppose there were only one public parameter corresponding to o, say H,. Then in the second

reduction, H, would be computed as v, P where P € G* and v, L Zpn. The simulator must also
be able to create a properly distributed semi-functional ciphertext. For a single occurence of ¢ in
the challenge string @i, the value of v, (mod p3) can be used to create the semi-functional term in
the ciphertext corresponding to o. But for more than one occurence v, (mod py) does not provide
sufficient entropy to argue about the independence of semi-functional terms corresponding to all
the occurrences of . Therefore, while arguing about security, the existence of Smax X tmax distinct
representations for a symbol ¢ in the public parameters ensures that the semi-functional components
for all occurrences of o are independent of each other. Furthermore, the same rerandomisation
technique can be employed to ensure proper distribution of keys and ciphertexts in the proof.

Stated formally below is the security guarantee we obtain for ¥-2BE.

Theorem 8.4.1. If the (e,,t')-DSG1, (&,,t")-DSG2, (&5,t")-SGDH assumptions hold, then F-ABE
is (e,t,v)-IND-STR-CPA secure where

€<e +2vey + &4

and t =t' = O(v|X]p-max(Smax, tmax) ), where p is an upper bound on the time required for one scalar
multiplication in G.
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Chapter 9

Conclusion

This thesis contains several practical contributions to identity-based cryptography.

We started with converting Waters dual system IBE scheme from the setting of symmetric
pairings to that of asymmetric pairings. This has been done in a systematic manner going through
several stages of simplifications. The simplification resulted in two IBE schemes (IBE1 and IBE6).
Security of I'BE1 is based on standard assumptions and reduces the sizes of ciphertexts and keys by
2 elements each from the original scheme of Waters. I'BE6 is quite simple and minimal in the sense
that both encryption and key generation use one randomiser each. The security of IBE6 is based
on two standard assumptions and a natural and minimal extension of the DDH assumption for Go.

We then considered constant size ciphertext HIBE. The first construction LW-4HIBE was ob-
tained by extending the Lewko-Waters IBE scheme using asymmetric pairings to a constant-size
ciphertext HIBE. In addition to CPA-security the HIBE scheme possesses anonymity. Security is
based on the assumptions LW1, LW2, DBDH-3 and a new assumption Al that we introduce. The
assumptions used are static but non-standard. LW-AHIBE is the first example of an anonymous,
adaptively secure, constant-size ciphertext HIBE which can be instantiated using Type-3 pairings.
We went on to study the problem of obtaining more efficient constant size ciphertext HIBE scheme
based on standard assumption. Starting from the IBE scheme of Jutla and Roy, we obtain two
HIBE schemes with constant-size ciphertexts and full security. One achieves anonymity while the
other is non-anonymous with shorter keys. Compared to previous HIBE schemes, our constructions
provide very good efficiency with just 3 pairings for decryption and 3 group elements in the cipher-
text. At the time they were proposed, these were the only CC-HIBEs achieving security under
standard assumptions and degradation independent of the HIBE depth. In HIBE-related literature
focused on either constant-size ciphertexts or anonymity or both, we believe that our constructions
completed the picture.

Another primitive we explored is identity-based broadcast encryption. We presented new IBBE
schemes which achieve both theoretically satisfying security (i.e, security against adaptive-identity
attacks based on simple assumptions) and practical efficiency at the same time. The new schemes
are obtained by developing on the currently known most efficient IBE scheme due to Jutla and
Roy [103].

Finally, as an application of dual system techniques, we obtained an attribute-based encryp-
tion scheme for DFAs based on composite order pairings that has adaptive security under static
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assumptions. This was obtained by adopting Waters’ DFA-based ABE [160] in the composite order
setting. Certain restrictions were imposed on the DFAs in order to obtain a dual system proof.
This limited the set of regular languages that can be supported by the ABE scheme. We showed
how to relax the restrictions and thus support a larger sub-class of regular languages. The cost of
achieving this is an increase in the sizes of the ciphertext and keys.

Open Problems and Future Directions. We point out some interesting problems to pursue
for further research. As with most prior work, the new schemes are proved secure against chosen-
plaintext attacks. It is of interest to obtain efficient variants of our schemes which are secure against
chosen-ciphertext attacks. Also, actual implementation studies will take some of the works further
along the path of actual deployment.

Recent works have shown how to construct (hierarchical) identity-based encryption schemes
with a tight security reductions based on simple assumptions. An important future direction is
to obtain tightly secure anonymous HIBE. Further, the IBE schemes proposed by these works
have public parameters of the size O(n) where n is the bit-length of identities. The problem of
obtaining a tightly secure IBE based on simple assumptions with constant size public parameters
remains wide open. Another important future direction is to obtain an anonymous HIBE with
prefix decryption. As we noted in Chapter 6, it seems impossible to build a HIBE scheme with all
three of the following properties — anonymity, prefix decryption and constant-size ciphertext. It
would be interesting to explore this further and either formally prove that this is indeed the case
or find a counter-example.

We proposed an IBBE scheme with O(m)-size public parameters (m is the maximum number
of privileged users), ciphertexts of length O(]S|) (where S is the set of intended recipients) and
constant sized secret keys. An important open problem is to build an IBBE scheme with constant-
size ciphertexts and keys and adaptive security under simple assumptions. Let #pp, #cpr and #key
denote the sizes of public parameters, ciphertexts and keys. Some interesting questions related to
PKBE schemes are as follows.

e Is it possible to construct an adaptively secure PKBE scheme under simple assumptions with
#pp = O(n), #cpr = 0(1) and #key = O(1) (where n is the total number of users)?

e Do BE schemes with #pp = O(1), #cpr = O(|S|) and #key = O(1) and adaptive security
from simple assumptions exist?

The most interesting problem is to construct an adaptively secure (IB)BE scheme having
O(poly(logn)) sized public parameters, ciphertexts and keys from pairings. (Here, poly denotes
some polynomial and n is the total number of users).

With reference to DFA-based ABE schemes, it would be interesting to obtain adaptive security
without restricting the number of occurrences of symbols in either the strings or transitions of
automata based on static assumptions. An important future direction is to build ABE schemes
supporting more sophisticated functionalities.

Many of the above-mentioned problems may not have solutions based on bilinear maps. They
might require richer structures such as multilinear maps. On the other hand, it is of immense
interest to know how much can be achieved with pairings.
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