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Abstract

The body-to-body network (BBN), which enables a group of wireless body area network (WBAN)

users to collaborate and share their individual network resources, has emerged as a promised technology

for the Internet of things (IoT)-based healthcare system. In BBN, WBAN users with good Internet

connectivity act as gateway users and help their nearby WBAN users with poor Internet connectivity

to upload their physiological data in exchange for incentives. The WBAN users are heterogeneous

in terms of their data priority which depends on the criticality of medical data and require varying

uplink transmission rates for uploading. Designing an incentive mechanism for such a scenario is very

challenging because the data priority is a private information to the WBAN user. In this work, we

propose an incentive scheme based on contract theory, to model the economic interaction between

the gateway and requesting WBAN users and ensure priority-aware data uploading in BBN. First, the

requesting WBAN users are categorized into different types based on their data priority. Thereafter, we

formulate a contract design problem to maximize the payoff of gateway WBAN user while satisfying

the requirements of requesting users. The gateway WBAN user offers a contract to requesting users

and each requesting user selects it based on its type. Finally, the simulation results demonstrate that the

proposed mechanism improves the payoffs of both the gateway and requesting WBAN users.
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I. INTRODUCTION

The recent advances of the Internet of things in the healthcare domain has given rise to a new

paradigm known as healthcare IoT (HIoT) [1], [2]. Wireless body area network (WBAN) is one

of the core components of the HIoT architecture, which is useful for real-time remote monitoring

of individual patients [3] and enabling m-health applications [4], [5]. The recent pandemic

situation has created several new challenges for the existing healthcare systems worldwide

and at the same time showing the importance of group-based healthcare monitoring from the

existing individual patient-centric health monitoring [6]. Prominent examples include monitoring

of patients quarantined in a room, healthworkers diagnosing group of critical patients admitted

in the intensive care unit (ICU), and monitoring group of workers working heavy industry. In

such scenarios, a group of WBAN users coexist in a geographical location and try to upload

their physiological data to the Internet. One of the main challenges in group-based healthcare

monitoring is to assure the desired quality-of-experience (QoE) to each individual WBAN user

in the group [7]. This is because different WBAN users have different QoE requirements, such as

uplink rate and uploading delay, based on their health conditions. To resolve this issue, researchers

have proposed a body-to-body network (BBN) system that enables co-located WBAN users to

form a cooperative group and share their network resources among each other for effective

physiological data uploading [8]–[11]. The cooperative framework of BBN reduces the packet

collision rate and retransmissions, minimizes the effect of interference due to coexistence and

enhances the network reliability and overall throughput of the BBN [12]. Indeed, BBN is going

to be one of the main components of the next generation HIoT systems and it is expected to be

deployed for health monitoring in critical situations, such as in battle field for soldiers, inside

deep mines, and fire-fighter monitoring.

In recent years, several works have emphasized on the importance of collaborative inter-

WBAN data sharing. In [13], Keally et al. shown that inter-WBAN sensing data sharing not

only reduces overall energy consumption, but also improves the accuracy of activity recognition

of WBAN user. Further, modern healthcare applications allow users to share their diet, nutrition

and fitness data with friends, healthcare experts [14]. Along with the data sharing, the BBN

system accumulates multiple WBAN users’ network resources (uplink bandwidth, battery energy)

to satisfy the uploading demands of all participating WBAN users. A typical BBN is as a

wireless mesh network that enables WBAN users to form a cooperative group and help each
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other in collaborative data uploading [15]. More specifically, the main aim of BBN is to enable

WBAN users to exploit their neighboring WBAN users’ resources for data uploading. In a BBN

framework, each user can upload its own data and at the same time can help neighboring users

to upload their data. Each WBAN user in BBN can act either as a requesting WBAN user, i.e.

asking neighboring users for help, or gateway WBAN user, i.e. helping others to upload their

data. Clearly, the success of BBN system depends on the willingness of the gateway WBAN

users to help their neighboring requesting users [12]. Since the WBAN users are heterogeneous

in terms of their healthcare severity, data privacy, uplink bandwidth, and energy sensitivity, there

arises several novel techno-economic challenges for the BBN system.

A. Motivation

In a typical WBAN communication system, the medical data packets are categorized to priority

level. Priority of a medical packet signifies the importance of the data and the value associated

with it. For example, the priority of ECG data is higher higher than the body temperature data.

According to the IEEE standard 802.15.6-2012 [16], which is specially designed to support

WBAN communication, priority level of the medical packets are divided into eight levels. Based

on the priority level, the uplink data rate requirement of the data is also different [17]. In this

work, we focus on collaborative data uploading in BBN while considering the priority of each

WBAN user. More specifically, to maintain QoE of the requesting WBAN users, the gateway

users must have to consider the priority of the requesting WBAN users. However, there exists

some challenges that should be addressed for priority-aware data uploading in BBN. First, the

gateway WBAN users incur additional cost, such as energy cost and Internet access cost, when

they agree to upload requesting WBAN user’s data. Therefore, without proper incentives they

will never agree to cooperate [18]. Thus, there is a need of proper incentive mechanism to enable

collaborative data upload in BBN. Second, the priority of the medical data is a private information

and the requesting WBAN users will be reluctant to disclose it. Since there is no central entity

in BBN, the gateway WBAN users might not be aware of this private information of gateway

users [19]. Therefore, it causes a scenario of information asymmetry between the gateway and

requesting WBAN users. Further, the requesting WBAN users may behave strategically and

misreport their priority to gateway WBAN users for benefiting themselves.
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B. Contribution

To address these above mentioned issues, in this work, we propose an efficient incentive

mechanism for BBN system that encourages the gateway users to cooperate with the requesting

WBAN users for data uploading under the information asymmetry scenario. In particular, we

leverage the principles of contract theory [20] and proposed an incentive mechanism to deal with

the information asymmetry. Contract theory is a well-known economic theory which is used to

model the interaction between an employer who tries to offer proper contracts to employees

whose skill set are unknown a priori [21]. In our BBN scenario, the requesting WBAN users are

classified into different types based on their priority level. The gateway WBAN users design and

offer contract to each requesting WBAN user. Each contract includes the amount of resource

the gateway user willing to share and the corresponding payment. The requesting WBAN users

accept the contract which is best for them. By designing the proper contract the actual type of

requesting WBAN user will be revealed, and the information asymmetry between the gateway

and the requesting WBAN user can be mitigated. The main contributions of the work are as

follows:

• First, we develop the cooperative framework for data uploading in BBN system and sys-

tematically analyze the interactions between the gateway WBAN user and the requesting

WBAN users. In the considered scenario, the priority level is requesting WBAN user’s

private information.

• Thereafter, we propose a contract-based incentive mechanism to motivate the gateway

WBAN users to share their network resources to requesting WBAN users for data uploading

under information asymmetry scenario.

• Further, we derive an optimal contract, i.e. the optimal resource sharing amount and the

corresponding payment, that maximizes the profit of gateway WBAN user while satisfy-

ing economic properties, such as incentive compatibility and individual rationality, of the

requesting WBAN user.

• Finally, through extensive numerical results we show the effectiveness of the proposed

incentive mechanism in terms of maximizing the overall performances of the BBN system.

II. RELATED WORKS

Recently, BBN-based group healthcare monitoring is attracting growing interest. In BBN,

different WBAN users can upload their medical data to Internet simultaneously through collab-
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orative resource sharing and encounter several unique techno-economic challenges. A complete

overview on BBN architecture, application, and design considerations is presented in [8]. Arbia

et al. in [11] discussed the communication challenges of BBN and focused on the interference

management, signal propagation on on-body channel, data dissemination, and routing aspects in

BBN. Further, the authors have evaluated the end-to-end delay for BBN communication on a

real testbed. Hammod et al. in [15] analytically shown that BBN improves the overall outage

probability and energy efficiency than the case where there is no cooperation among coexisting

WBAN users. A BBN framework having Zigbee protocol for inter-WBAN communication was

proposed in [22]. In [10], authors proposed a cross-layer optimized routing protocol for BBN.

Apart from focusing on BBN routing protocols, in [23], Mu et al. proposed a self-organized

clustering mechanism and spectrum allocation mechanism for BBN scenario to maintain the QoS

of each WBAN user. Keally et al. [13] proposed a smartphone-based application, namely Remora,

which enables physiological data sharing in BBN for activity recognition while minimizing

energy dissipation of participants. All the participating WBAN users data are of same priority

level.

All the above-mentioned works focus primarily on technical aspect of BBN. Different from

that some of works focused on the economic issues of BBN. In [24], a game-theoretic approach

is proposed to mitigate cross-technology interference in BBN and the work is further extended to

two-stage game theoretic model in [25]. In [12], authors modeled the resource sharing problem

in BBN using Stackelberg game. In the proposed game model, the requesting WBAN users first

set the reimbursement amount and based on that the gateway WBAN users decide the uploading

data amount. Further, in [9] the authors proposed an auction-based mechanism for cooperative

data uploading in BBN.

Synthesis:None of the works considered the priority of the medical data. Since the priority

of medical data is private information for a requesting WBAN user, it can misuse it for its

own benefit. Therefore, the above-mentioned mechanisms are not directly applicable to BBN.

Therefore, to address these issues we propose an incentive mechanism scheme for BBN to enable

resource sharing among participating WBANs, while considering the priority of medical data.

III. SYSTEM MODEL

We consider a BBN system consisting of set of N = {1, 2, . . . , N} WBAN users as shown in

Figure 1. Among them there are G gateway WBAN users and R requesting WBAN users, where
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Figure 1: Illustration of BBN framework

N = G+R. We represent the set of gateway and requesting WBAN users as G , {1, 2, . . . , G}

and R , {1, 2, . . . , R}, respectively. We mainly focus on the uploading performance of BBN

system, i.e., when the WBAN users upload their data to the Internet. The requesting WBAN

users forward their data to the nearest gateway WBAN user for uploading. The communication

link between a requesting WBAN user and gateway WBAN user is either through WiFi, Zigbee,

or Bluetooth technology. We assume that each requesting WBAN user can be associated with at

most one gateway WBAN user within its proximity. Let Rg , {1, 2, . . . , Rg} denote the set of

requesting WBAN user connected to the gateway user g ∈ G at any given time instant. In this

paper, our main objective is to design an incentive mechanism to motivate gateway WBAN user

to upload data of requesting users connected with it in exchange for reimbursement. We adopt

a time-slot model in which the time horizon is divided into discrete time slots and our focus is

on the BBN operations over a slot time duration.

Requesting WBAN users are highly heterogeneous in terms of their medical data priority and

timeliness. Data priority is determined by the severity of the sensed physiological data [17]. The

IEEE 802.15.6 standard which is especially designed for WBAN communication introduces eight

different user priorities based on the traffic designation. Further, different priority of data require

different uplink bandwidth for beyond-WBAN transmission. Data timeliness is considered as an

another important aspect of medical data. The data timeliness is defined as the time interval for

which the information carried by the medical packet is valid. For example, the electrocardiogram

(ECG) data and respiratory data which are sensed continuously have shorter timelessness, i.e.

more prone to become outdated. Clearly, the requesting user benefit when the gateway WBAN

user agrees to upload its data. The benefit (utility) of requesting WBAN user is dependent on
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its data priority. The requesting WBAN user with high priority data gains more benefit than the

user having lower priority of data. The gateway WBAN user charges to requesting WBAN user

for this uploading service. The priority of the medical data is a private information and is only

known to the requesting WBAN user. The requesting WBAN user may misreport their priority

of medical data to gain some additional benefit from the gateway WBAN user. Therefore, there

occurs information asymmetry between the gateway WBAN user and the requesting user. To

overcome this challenge we use contract theory to investigate the interaction between gateway and

requesting WBAN user and help the gateway WBAN user design a proper incentive mechanism

for utility maximization. Table I provides a summary of notations used in the paper.

A. Contract Model

The gateway WBAN user g ∈ G offers contract consisting of priority type and corresponding

price to the set of connected requested WBAN user Rg. The gateway WBAN user provides

different uplink rate for different data priority and charges different prices accordingly. The

requesting WBAN user chooses the contract item which maximizes its utility given the payment.

We classify the requesting WBAN users based on its data priority. Let there are I types of data

priority, which are denoted by

θ1 < θ1 < . . . < θI (1)

Based on the IEEE 802.15.6 standard [16], we consider eight types of priority, i.e. I = 8. A

higher value of θ signifies that the requesting WBAN user posses high priority medical data.

The gateway WBAN user is unaware of the exact type of requesting WBAN user. However, it

can has the knowledge of the probability that the requesting WBAN user belongs to the type-θi.

Let ζi denote the probability that a requesting WBAN user belongs to type-θi and
∑I

i=1 ζi = 1.

The gateway WBAN user offers different contract to different requesting WBAN users ac-

cording to its type. The contract designed by the gateway WBAN user for requesting user of

type-θi is (qi(θi), πi(θi)), where qi(θi) denote the uplink rate assigned for type-θi and πi(θi)

is the corresponding price charged. The requesting WBAN users are free to accept or decline

the contract. If the requesting WBAN user declines to the contract, the value of contract is

(qi, πi) = (0, 0).
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Table I: Basic Notations

Symbol Physical Meaning
N Number of WBAN users
G,R Number of gateway and requesting

WBAN users
Rg Number of requesting WBAN users

connected to gateway user g
θi Type of requesting WBAN user i
ζi Probability distribution of type-θi
qi Uplink rate assigned for user i
πi Price charged to user i
Vi Total data size of user i (in bytes)

Dmax
i Delay deadline
dui Uploading delay of user i
dtxi Inter-BBN transmitting delay
β Scaling parameter
%i Severity index of WBAN user i
Ci(·) Cost of gateway WBAN user
eui (·) Uploading energy cost of gateway

user
χu
i (·) Internet access cost of gateway

WBAN user
UGU(·) Payoff of gateway WBAN user
URU(·) Payoff of requesting WBAN user
Ψ(·) Social welfare function

B. User model

Now we first define the utility of gateway WBAN user when they offer service to the requesting

WBAN users. Thereafter, we model the utility of requesting WBAN user when they choose the

contract.

1) Gateway WBAN user payoff: The main objective of the gateway WBAN user is to maximize

its payoff by offering contract, i.e. (qi, πi), to the requesting WBAN users. The payoff of the

gateway WBAN user consists of two parts. First, the payment it receives from the requesting

WBAN users for offering the service, i.e. πi . Second is the cost in incurs for providing the

uploading service. The cost of the gateway WBAN users includes the uploading energy cost and

the Internet access cost. The total cost of the gateway WBAN user for uploading data of type-θi

requesting WBAN user is

Ci(qi) = eui (qi) + χu
i (qi) (2)
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where eui (qi) denote the uploading energy cost and χu
i (qi) is the Internet access cost of gateway

WBAN user for uploading data of type-θi. Note that, both eui (qi) and χu
i (qi) are increasing

function of qi and the overall cost of gateway WBAN users increases with qi.

Since there are I types of requesting WBAN users with probability ζi, the expected payoff of

gateway WBAN user is

UGU(q,π) =
I∑

i=1

ζi(πi − Ci(qi)) (3)

where q = [q1, q2, . . . qI ]
T is the uplink rate assigned for requesting user of type-θi and π =

[π1, π2, . . . πI ]
T is the corresponding payment.

2) Requesting WBAN user Payoff: The payoff of the requesting WBAN user is defined as the

difference between the satisfaction it obtained due to the cooperation of gateway WBAN user

and the price it for the service. The requesting WBAN user always desires to upload its data

in a timely manner. This is because the medical data are highly time sensitive in nature and its

medical value increases with the increase in delay [12]. Further, users having high priority data

are more sensitive to the potential delays in data uploading. In our work, we define a satisfaction

function for each requesting WBAN user which is based on its type, i.e θi and is a function

of timeliness of the data. Let Si denote the satisfaction function of requesting WBAN user of

type-θi and is defined as

Si(qi) = βi(D
max
i − dui (qi)− dtxi ) (4)

where Dmax
i is the delay deadline of the medical data, i.e., the maximum tolerable delay limit.

The second term dui is the uploading delay, i.e. dui = Vi/qi, where Vi is the total data size

transmitted by the requesting user to the gateway WBAN user. The third term dtxi is the inter-

BBN propagation delay, i.e. the transmission delay of the communication link between the

requesting user and the gateway WBAN user. Finally, βi is a scaling parameter which captures

the unit profit that requesting WBAN user obtains per delay saving. Clearly, with increase in

uplink rate (qi), the uploading delay decreases and thereby the satisfaction of the requesting

WBAN user increases. From Equation (4), we observe that the satisfaction function, Si(qi), is a

non-decreasing and concave function of uplink rate qi.

Further, each requesting WBAN user chooses its contract based on its type-θi. Based on the

contract, the requesting WBAN user of the type-θi pays amount πi to the gateway user. Thus,
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the total payoff of the type-θi requesting WBAN user is

U i
RU(qi, πi) = θiSi(qi)− πi (5)

3) Social Welfare: The social welfare is the summation of the payoffs of the gateway WBAN

user and all the requesting users, i.e.

Ψ(q) = UGU(q,π) +
I∑

i=1

U i
RU(qi, πi)

=
I∑

i=1

θiSi(qi)−
Rg∑
i=1

ζiCi(qi)

(6)

Since the payment term is canceled each other, the social welfare is function of only qi.

4) Contract Formulation: As discussed above, the type-θ is a private information for request-

ing WBAN user and may misreport it. The gateway WBAN user is unaware of the type and

needs to design a contract that is suitable for the requesting WBAN user. According to contract

theory [26], a feasible contract must satisfy two important economic properties — individual

rationality (IR) and incentive compatibility (IC). The IR property ensures that the contract item

that requesting user chooses ensures non-negative payoff, i.e., for type-θi requesting WBAN user

U i
RU(qi, πi) = θiSi(qi)− πi ≥ 0 (7)

The IC property ensures that the requesting WBAN user can obtain maximum payoff if and

only if it selects the contract designed specifically for its type, i.e.,

θiSi(qi)− πi ≥ θiSj(qj)− πj, i, j ∈ I, i 6= j (8)

Clearly, the IR constraint shows that the requesting WBAN user will not accept the contract

which incurs negative payoff for itself. Along with that, the IC constraint guarantees incentive

to requesting WBAN user to reveal its type truthfully by choosing the appropriate contract. Thus,

these two economic properties should be satisfied for the formulation of a feasible contract [27].

The main objective of the gateway WBAN user to design a contract in such away that it
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maximize its own payoff while satisfying the above IR and IC economic constraints, i.e.,

max
q,π

UGU =
I∑

i=1

ζi(πi − Ci(qi)) (9)

Subject to : (7), (8)

The above optimization problem is difficult to solve due to the presence of the complicated

constraints. A thorough analysis on the solving of the optimal contract problem while satisfying

both the IR and IC constraints of the requesting WBAN users is presented in the next section.

IV. OPTIMAL CONTRACT DESIGN

In this section, we solve the gateway WBAN user’s optimal contract design problem. A contract

is said to be optimal it maximizes the payoff of the gateway WBAN user [26]. However, the

optimal contract is different for different information scenarios. In our case, we have considered

two scenarios depending on whether the type of the requesting WBAN user is known to the

gateway WBAN user. First is the complete information scenario, where the gateway WBAN user

knows the priority type of the requesting WBAN user. Second is the asymmetric information

scenario, where the gateway WBAN user is unaware of the type of the requesting WBAN user

and only knows the probability with which the requesting WBAN user belongs to a certain

type. A complete theoretical analysis on how to design optimal contract for both the scenarios

is presented in this section.

A. Complete Information Scenario

In this subsection, we derive the optimal contract for the scenario where the gateway WBAN

user knows precisely the priority type of the requesting WBAN user beforehand. However, in

practical scenario, this assumption may not be valid, since the requesting WBAN user may not

reveal its private information to the gateway WBAN user [28]. The maximum payoff obtained

by the gateway WBAN user in this scenario is considered as a benchmark to compare the

performance in asymmetry information scenario.

As the gateway WBAN user is aware of the type of the requesting WBAN user, it offers

contract (qi, πi) to the type-θi requesting WBAN user. This ensures that the IC property is

satisfied. Since the requesting WBAN user is rational, it accepts the contract only when it obtains
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non-negative payoff. Thus, the optimal contract design problem will have only IR constraint.

The optimal contract problem in complete information scenario is,

max
q,π

UGU =
I∑

i=1

πi − Ci(qi) (10)

Subject to : θiSi(qi)− πi ≥ 0

The above constrained optimization can easily be transformed to an unconstrained optimization

problem. For that, first we transform the inequality constraint to equality constraint using the

method proposed in [26]. Let the type-θi requesting WBAN user chooses a contract which results

θiSi(qi) − πi > 0. In that case the gateway WBAN user maximizes its payoff by increasing πi

till the payoff of requesting WBAN user equal to zero, i.e. θiSi(qi) − πi = 0. In that case the

IR constraint is still satisfied. Now, substituting this equality constraint in the objective function

of the optimization problem (10), the unconstrained optimization problem is

max
q

UGU =
I∑

i=1

θiSi(qi)− Ci(qi) (11)

Now taking first-order derivative of the objective function (UGU ) with respect to qi, we get

dUGU

dqi
=
θiβiVi
q2i
− C ′

i(qi) (12)

We can find the optimal solution of the problem by taking the first order derivative to 0. The

optimal solutions are:

q∗i =

√
θiβVi
C

′
i(qi)

, π∗
i = θiβ

(
Dmax

i −

√
ViC

′
i(qi)

θiβi
− dtxi

)
(13)

B. Asymmetric Information Scenario

In this subsection, we focus on optimal contract design where the gateway WBAN user is not

aware of the type of the requesting WBAN user and only aware of the probability (ζi) with which

the requesting WBAN user belongs to type-θi. We solve the optimization problem described in

(9) with IR and IC constraint. There are total I IR constraints and I(I− 1) IC constraints in the

optimization problem (9). As a result, solving the optimization problem directly is difficult. For

that, we reduce these constraints in order to transform the problem into more tractable form.
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First, from the IR and IC constraints, we derive set of sufficient conditions for the feasibility

of the contract.

Lemma 1. For any feasible contract (qi, πi), qi > qj if and only if θi > θj .

Proof. We proof this lemma in two parts. First, we prove that if θi > θj then qi > qj . According

to the IC constraint in Equation (8), we have

θiSi(qi)− πi ≥ θiSj(qj)− πj (14)

θjSj(qj)− πj ≥ θjSi(qi)− πi (15)

Combining Equations (14) and (15), we have

θiSi(qi)− θjSi(qi) ≥ θiSj(qj)− θjSj(qj) (16)

Furthermore, by rearranging the terms, we get

Si(qi)(θi − θj) ≥ Sj(qj)(θi − θj) (17)

As θi − θj > 0, we have Si(qi)− Sj(qj) > 0. Since Si(qi) is increasing function with respect to

qi, we conclude that qi > qj .

Thereafter, we prove that if qi > qj then θi > θj . Rearranging the terms in Equation (16), we

have

θiSi(qi)− θiSj(qj) ≥ θjSi(qi)− θjSj(qj) (18)

Simplifying further we obtain

θi(Si(qi)− Sj(qj)) ≥ θj(Si(qi)− Sj(qj)) (19)

Given qi > qj and according to the monotonicity property [29] of Si(·) function, we have

Si(qi)− Sj(qj) > 0. Thus, we conclude that θi > θj . This concludes the proof.

Lemma 2. For a requesting WBAN user i of type-θi, a feasible contract (qi, πi) satisfies πi > πj

if and only if qi > qj and πi = πj if and only if qi = qj .

Proof. Similar to Lemma 1 we proof this lemma in two parts. First, we prove if πi > πj then
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qi > qj . Based on the IC constraint in Equation (8), we have

θi(Si(qi)− Sj(qj)) ≥ πi − πj

Given πi − πj > 0, Si(qi) − Sj(qj) > 0 and Si(qi) is increasing function with respect to qi.

Hence we conclude that qi > qj .

Secondly, we prove that if qi > qj then πi > πj . By rearranging the terms in Equation (16),

we get

θj(Sj(qj)− Si(qi)) > πj − πi

Since qi > qj , according to the monotonicity property of Si(qi), it holds Sj(qj) − Si(qi) < 0.

Then, from above equation we obtain

πj − πi < θj(Sj(qj)− Si(qi)) < 0

Hence, we conclude that πj < πi.

Following a above similar argumentation, we can easily prove that if πi = πj then qi = qj

and vice-versa. This concludes the proof.

Remarks: Lemma 1 shows that the requesting WBAN user with high priority will pay higher

price for availing the service. From Lemma 2, we infer that the gateway WBAN user charges

more price when the uplink data rate is higher. Further, for same uplink rate the price charged

for the service is same.

Now based on the above Lemmas, we focus on the reduction of IR and IC constraints, i,e,

Equation (7) and (8).

Lemma 3. If the type-θ1 requesting WBAN user’s IR constraint is satisfied, then the IR constraints

of all other types of users are automatically satisfied.

Proof. We proof the above using the IC constraint, i.e. Equation (8). By iteratively employing

the IC constraint, we get

θiSi(qi)− πi ≥ θiS1(q1)− π1 ≥ θ1S1(q1)− π1 ≥ 0 (20)

The last inequality shows that once the IR constraint of type-θ1 requesting WBAN user is

satisfied, the other user’s IR constraint will automatically satisfied. Therefore, the original IR
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constraint is in Equation (7) can be reduced to θ1S1(q1)−π1 ≥ 0. This concludes the proof.

We reduce the original IC constraints to two different parts. First, the IC constraint between

type-θi and type-θi−1 users is called local downward IC constraint (LDIC). Second, the IC

constraint between type-θi and type-θi+1 users is called local upward IC constraint (LDUC)

[26].

Lemma 4. The IC constraint can be reduced to LDIC, i.e.

θiSi(qi)− πi ≥ θiSi−1(qi−1)− πi−1,∀i ∈ {2, 3, . . . , I} (21)

and LUIC, i.e.

θiSi(qi)− πi ≥ θiSi+1(qi+1)− πi+1,∀i ∈ {1, 2, . . . , I − 1} (22)

Proof. Here we consider three types of requesting WBAN users, i.e. θi+1 < θi < θi−1. According

to the IC constraints the LDIC constraints for these three types of users are

θi+1Si+1(qi+1)− πi+1 ≥ θi+1Si(qi)− πi, (23)

θiSi(qi)− πi ≥ θiSi−1(qi−1)− πi−1 (24)

According to Lemmas 1 and 2, qi > qj and πi > πj when θi > θj . Using this, the inequality

in Equation (24) becomes

θi+1[Si(qi) − Si−1(qi−1)] ≥ θi[Si(qi) − Si−1(qi−1)] ≥ πi − πi−1 (25)

Combining Equation (23) and (25), we have

θi+1Si+1(qi+1) − πi+1 ≥ θi+1Si(qi) − πi ≥ θi+1Si−1(qi−1) − πi−1 (26)

Thus, we have

θi+1Si+1(qi+1)− πi+1 ≥ θi+1Si−1(qi−1)− πi−1 (27)

The inequality in Equation (27) can be used iteratively to prove the LDIC for all the users. The

prove of LDUC is similar to the proof of LDIC. So we omit here. The analysis show that the

IC constraint can be reduced to LDIC and LDUC constraints.
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Based on the above analysis, we can transform the original contract design optimization

problem in (9) to a reduced constraint optimization problem. The simplified optimization problem

is

max
q,π

UGU =
I∑

i=1

ζi(πi − Ci(qi)) (28)

s.t : θ1S1(q1)− π1 = 0, ∀i ∈ 2, . . . , N (29)

θiSi(qi)− πi = θiSi−1(qi−1)− πi−1 (30)

0 < π1 < π2 < . . . < πI (31)

The reduced optimization problem is equivalent to the original optimization problem in (9).

Now we solve the aforementioned problem to obtain the optimal contract. For that, we first solve

the relaxed problem without the constraint (31) and then verify that the solution guarantees the

constraint. Iterating the constraints (29) and (30), we have

πi = θ1S1(q1) +
I∑

i=2

θi[Si(qi)− Si−1(qi−1)]

= θiSi(qi) +
I∑

i=2

[θi−1 − θi]Si−1(qi−1) (32)

Substituting the expression of πi in objective function (28) we get

max
q

I∑
i=1

ζi

(
θiSi(qi) +

I∑
i=2

[θi−1 − θi]Si−1(qi−1)− Ci(qi)

)
(33)

By solving the problem in (33), we obtain the optimal value q∗. Thereafter, we substitute the

value of q∗ in the Equation (32) and obtain the optimal value π∗
i .

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed contract-based incentive mecha-

nism using MATLAB platform. We consider a 100m×100m geographical area, where 20 WBAN

users are randomly located. Among them 5 are gateway WBAN users and the rest are requesting

WBAN users. The gateway WBAN users may have either cellular (LTE-A) or WiFi connection

for Internet access. Based on the data priority level, the requesting WBAN users are divided into

eight user types, i.e. θ1 < θ2 < . . . < θ8. The packet size of WBAN user is 512 Bytes and the

maximum transmit power is 6 mW [10]. The delay deadline of requesting WBAN user Dmax
i is
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assumed to be uniformly distributed between [50 − 100] ms and the value of β is chosen as a

integer between [1− 10].

To show the effectiveness of the proposed contract-based incentive (CBI) scheme, we compare

with it three other incentive schemes. First is complete information (CI) case, as discussed

in Section-IV(A), where the gateway WBAN user is aware of the user type. The second is

Stackelberg game based incentive (SG) scheme [12], where the gateway WBAN user as leader

sets the price and based on that the requesting WBAN users as followers request the uplink rate

for them. The third one is Evolutionary game-based incentive scheme, namely PATS, proposed

by Misra et al. [17], where the interaction between WBAN users is modeled using hawk-dove

game and uplink rate of user is decided based on its data priority. We consider four metrics for

performance evaluation: i) payoff of gateway user, ii) payoff of requesting WBAN users, iii)

average uploading delay and iv) social welfare.
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Figure 2: Requesting user’s payoff versus types

In Figure 2, we evaluate the feasibility of the proposed CBI scheme by verifying the IR and IC

constraints of the requesting WBAN users. For that, in Figure 2, we show the payoff of type-θ2,

type-θ4, and type-θ6 requesting WBAN users when selecting all contract types offered by the

gateway WBAN user. We observe that each requesting user obtains maximum payoff when it

chooses contract of its type. For example, the payoff of type-θ4 is maximum for type-4 contract,

i.e. (q4, π4) and reduces for all other contract types. Thus, the IC constraint is satisfied. The non-

linearity of user payoff is due to the concavity property of user payoff function, as defined in

Equation (4). Further, from Figure 2, we observe that all the users receive non-negative payoff

for their chosen contract which verifies the IR constraint. This verifies the feasibility of the

proposed contract.
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(b) Requesting WBAN user’s payoff

Figure 3: Impact of user types on payoffs

In Figure 3, we show the impact of different user types on the payoffs of gateway and

requesting WBAN users. We compare the payoffs among all the three schemes. Figure 3(a)

shows that the payoff of gateway WBAN user is highest for CI scheme. Since the gateway user

has complete knowledge of the type of the requesting WBAN user, it offers contract which

maximizes its own payoff. The proposed CBI scheme outperforms the SG scheme in terms of

the payoff obtained by the gateway WBAN user. Further, we observe that payoff difference

between CBI and CI scheme is less, which shows the performance of the proposed scheme is

close to ideal no information asymmetry case. Figure 3(b) illustrates the payoff of requesting

WBAN users. In case of CI scheme the payoff is zero. As discussed in Section IV(B), in CI

scheme, the gateway WBAN users already know the type of requesting WBAN user and thus,

tries to maximizes its own payoff by leaving payoff of requesting WBAN user to zero. In case

of proposed CBI scheme, the payoff of requesting WBAN user is high for higher user type and

payoff of type-θ1 is zero, as explained in Equation (29). Further, comparing all the schemes,

we observe that the payoff of requesting WBAN user is better in SG and PATS schemes than

the proposed CBI scheme. This is because in contract scheme, the gateway WBAN user tries to

maximize its own payoff while satisfying the IR and IC constraints of the requested WBAN user.

Thus, the gateway WBAN user extracts more benefit and leaves less surplus for the requesting

WBAN user. However, in SG scheme, each requesting WBAN user tries to maximize its own

payoff and obtains more surplus. This same reason holds for PATS scheme. Thus, in SG and

PATS scheme the payoff of gateway WBAN user is worst than contract approach.

Figure 4 illustrates the impact of number of requesting WBAN users on the payoff values. We

have considered that the requesting WBAN users are of type-θ5. We observe from Figure 4 that

the payoff of gateway WBAN user is highest in CI scheme and worst in case of SG scheme. The
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Figure 4: Gateway WBAN user’s payoff versus number of requesting users

proposed CBI scheme provides better payoff than SG and PATS schemes, and less than the CI

scheme. The advantage of CI scheme occurs due to no information asymmetry. From Figure 3

and 4 we infer that the gateway WBAN user obtains higher payoff when there is no information

asymmetry and at the same time requesting WBAN users obtain benefit due to this asymmetry.
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Figure 5: Effect of number of requesting users on social welfare

Figure 5 illustrates the effect of variation in the number of requesting WBAN users on average

uploading delay for different schemes. The requesting WBAN users are varied between 0 to 20

and all the users are of type-θ5. All results are taken with 95% confidence. We observe that as the

number of requesting WBAN user increases, the average uploading delay increases linearly for

all schemes. Clearly, uploading large amount of requesting WBAN users’ data incurs additional

delay at the gateway user end. Further, we observe that the average uploading delay in case of

proposed CBI scheme is lesser than other schemes. This is because, in contract theory approach

with larger number of requesting WBAN users, the gateway user receives more payoff and offers
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more resources than the other schemes.
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Figure 6: Effect of number of requesting users on social welfare

Figure 6 depicts the comparison of social welfare among all the three schemes. In Figure 6,

we vary the number of requesting WBAN users and analyze its impact on the social welfare

value. We observe that for all the schemes the value of social welfare increases with increase

in the number of the requesting WBAN users. This comes as a straightforward observation, as

the number of requesting WBAN users increases the gateway WBAN user obtains more profit

by serving them. Thus, as the number of users increases, the social welfare increases. This also

can be verified theoretically from social welfare expression defined in Equation (6). Similar to

Figure 3 and 4, the social welfare is highest for CI scheme due to no information asymmetry.

The proposed CBI scheme outperforms the SG and PATS schemes in terms of social welfare.

VI. CONCLUSION

In this paper, we proposed an incentive mechanism for priority-aware data uploading in

BBN. Since the priority of medical data is private information for requesting WBAN user,

it creates issue of information asymmetry. Therefore, we have proposed a contract theory-based

incentive scheme to model the economic interaction between the gateway user and the requesting

WBAN users. Specifically, we have formulated a contract design problem which maximizes the

payoff of gateway WBAN users while satisfying the IR and IC properties of requesting WBAN

users. Further, we derived the optimal contract for two scenarios, i.e. complete information

and information asymmetry. Finally, numerical results showed the effectiveness of the proposed

contract-based incentive scheme than other benchmark schemes. In future work, we would like to

consider a scenario consisting of both information asymmetry and competition among requesting
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users and in that scenario, we will focus on the economic interaction between the participating

users.

REFERENCES

[1] H. Habibzadeh, K. Dinesh, O. Rajabi Shishvan, A. Boggio-Dandry, G. Sharma, and T. Soyata, “A survey of healthcare

internet of things (hiot): A clinical perspective,” IEEE Internet Things J., vol. 7, no. 1, pp. 53–71, 2020.

[2] P. K. Bishoyi and S. Misra, “Enabling Green Mobile Edge Computing for 5G-Based Healthcare Applications,” IEEE Trans.

Green Commun. Netw., vol. 5, no. 3, pp. 1623–1631, 2021.

[3] S. Misra, P. K. Bishoyi, and S. Sarkar, “i-MAC: In-Body Sensor MAC in Wireless Body Area Networks for Healthcare

IoT,” IEEE Syst J, vol. 15, no. 3, pp. 4413–4420, 2021.

[4] L. Constantinescu, J. Kim, and D. Feng, “SparkMed: A framework for dynamic integration of multimedia medical data

into distributed m-health systems,” IEEE Trans. Inf. Techn. Biomed., vol. 16, no. 1, pp. 40–52, 2011.

[5] N. Y. Philip, J. J. P. C. Rodrigues, H. Wang, S. J. Fong, and J. Chen, “Internet of things for in-home health monitoring

systems: Current advances, challenges and future directions,” IEEE J. Sel. Area. Commun., vol. 39, no. 2, pp. 300–310,

2021.

[6] I. W. Damaj, Y. Iraqi, and H. T. Mouftah, “Modern development technologies and health informatics: Area transformation

and future trends,” IEEE Internet Things Mag., vol. 3, no. 4, pp. 88–94, 2020.

[7] P. K. Bishoyi and S. Misra, “Coexistence Throughput Analysis of Cyber-Physical WBAN System in Presence of WLAN,”

in Proc. IEEE GLOBECOM Workshops, 2018, pp. 1–6.

[8] A. Meharouech, J. Elias, and A. Mehaoua, “Moving towards body-to-body sensor networks for ubiquitous applications: A

survey,” J. Sens. Actuator Netw, vol. 8, no. 2, 2019.

[9] P. K. Bishoyi and S. Misra, “Distributed Resource Allocation for Collaborative Data Uploading in Body-to-Body Networks,”

IEEE Trans. Commun., pp. 1–10, 2021.

[10] S. M. Shimly, D. B. Smith, and S. Movassaghi, “Experimental Analysis of Cross-Layer Optimization for Distributed

Wireless Body-to-Body Networks,” IEEE Sensors J., vol. 19, no. 24, pp. 12 494–12 509, Dec 2019.

[11] D. B. Arbia, M. M. Alam, Y. L. Moullec, and E. B. Hamida, “Communication Challenges in on-Body and Body-to-Body

Wearable Wireless Networks—A Connectivity Perspective,” Technologies, vol. 5, no. 3, 2017.

[12] P. K. Bishoyi and S. Misra, “Enabling Collaborative Data Uploading in Body-to-Body Networks,” IEEE Commun. Lett.,

vol. 25, no. 2, pp. 538–541, 2021.

[13] M. Keally, G. Zhou, G. Xing, and J. Wu, “Remora: Sensing resource sharing among smartphone-based body sensor

networks,” in Proc. IEEE/ACM IWQoS, June 2013, pp. 1–10.

[14] J. Nie, J. Luo, Z. Xiong, D. Niyato, P. Wang, and M. Guizani, “An incentive mechanism design for socially aware

crowdsensing services with incomplete information,” IEEE Commun. Mag., vol. 57, no. 4, pp. 74–80, 2019.

[15] D. Abdulmohsin Hammood, H. A. Rahim, A. Alkhayyat, and R. B. Ahmad, “Body-to-Body Cooperation in Internet of

Medical Things: Toward Energy Efficiency Improvement,” Future Internet, vol. 11, no. 11, 2019.

[16] IEEE Standard for Local and Metropolitan Area Networks - Part 15.6: Wireless Body Area Networks, IEEE Std., February

2012.

[17] S. Misra and S. Sarkar, “Priority-based time-slot allocation in wireless body area networks during medical emergency

situations: An evolutionary game-theoretic perspective,” IEEE J. Biomed. Health Inform., vol. 19, no. 2, pp. 541–548,

2015.

October 28, 2021 DRAFT



Fo
r P

er
so

na
l U

se
O

nl
y

22

[18] S. Moulik, S. Misra, and A. Gaurav, “Cost-effective mapping between wireless body area networks and cloud service

providers based on multi-stage bargaining,” IEEE Transactions on Mobile Computing, vol. 16, no. 6, pp. 1573–1586,

2017.

[19] C. Yi and J. Cai, “A truthful mechanism for scheduling delay-constrained wireless transmissions in IoT-based healthcare

networks,” IEEE Transactions on Wireless Communications, vol. 18, no. 2, pp. 912–925, 2019.

[20] P. Bolton, M. Dewatripont et al., Contract theory. MIT press, 2005.

[21] L. Werin and H. Wijkander, Contract economics. Blackwell, 1992.

[22] M. Yasir and A. J. Malik, “Body to body network using zigbee,” in Proc. IEEE ICCSN, May 2011, pp. 52–55.

[23] J. Mu, R. Stewart, L. Han, and D. Crawford, “A Self-Organized Dynamic Clustering Method and Its Multiple Access

Mechanism for Multiple WBANs,” IEEE Internet Things J., vol. 6, no. 4, pp. 6042–6051, Aug 2019.

[24] A. Meharouech, J. Elias, S. Paris, and A. Mehaoua, “A game theoretical approach for interference mitigation in body-to-

body networks,” in Proc. IEEE ICCW, 2015, pp. 259–264.

[25] ——, “A two-stage game theoretical approach for interference mitigation in Body-to-Body Networks,” Comput. Netw,

vol. 95, pp. 15 – 34, 2016.

[26] Y. Zhang, L. Song, W. Saad, Z. Dawy, and Z. Han, “Contract-based incentive mechanisms for device-to-device

communications in cellular networks,” IEEE J. Sel. Areas Commun., vol. 33, no. 10, pp. 2144–2155, 2015.

[27] Y. Zhang, M. Pan, L. Song, Z. Dawy, and Z. Han, “A survey of contract theory-based incentive mechanism design in

wireless networks,” IEEE Wireless Communications, vol. 24, no. 3, pp. 80–85, 2017.

[28] N. Nisan, T. Roughgarden, E. Tardos, and V. V. Vazirani, Algorithmic Game Theory. Cambridge University Press, 2007.

[29] S. Boyd and L. Vandenberghe, Convex optimization. Cambridge university press, 2004.

DRAFT October 28, 2021


