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ABSTRACT

The current era has seen an explosive growth in communicatiypplications like on-
line banking, personal digital assistants, mobile comroation, smartcards, etc. have
emphasized the need for security in resource constrainedoaments. Elliptic curve
cryptography (ECC) serves as a perfect cryptographic toodhse of its short key sizes
and security comparable to that of other standard public &kgorithms. However,
to match the ever increasing requirement for speed in tadapgplications, hardware
acceleration of the cryptographic algorithms is a necgsdis a further challenge, the

designs have to be robust against side channel attacks.

This thesis explores efficient hardware architectures fljpted curve cryptography
over binary Galois fields. The efficiency is largely affedigdhe underlying arithmetic
primitives. The thesis therefore explores FPGA design$worof the most important
field primitives namely multiplication and inversion. FP&are reconfigurable hard-
ware platforms offering flexibility and lower costs like softev@rograms. However,
designing on FPGA platforms is challenging because of thgelgranularity, limited
resources, and large routing delay. The smallest prograbienantity on an FPGA
is the look up table. The arithmetic algorithms proposedhiis thesis maximizes the
utilization of LUTs on the FPGA.

A novel finite field multiplier based on the recursive Karatsaltgorithm is pro-
posed. The proposed multiplier combines two variants of lsatzd, namely the gen-
eral and the simple Karatsuba multipliers. The general Karhts multiplier has a
large gate count but for small sized multiplications is cactdbecause it utilizes LUT
resources efficiently. For large sized multiplications #imple Karatsuba is efficient as

it requires lesser gates. The proposed hybrid multiplieesithe initial recursion using



the simple algorithm while final small sized multiplicatiaesione using the general
algorithm. The multiplier thus obtained has the best ar@aetiproduct compared to

reported literature.

The Itoh-Tsujii multiplicative inverse algorithm is base Fermat’s little theorem
and requiresn — 1 squarings and)(logz(m)) multiplications. The proposed inverse
algorithm called quad-Itoh Tsujii, is based on the fact tbatan FPGA, using quad cir-
cuits is more efficient than using squarers due to a better utilization. The quad-Itoh
Tsuijii requires(m — 1)/2 quad circuits, and has the best computation time compared

to any inverse algorithm reported.

The proposed primitives are organized as an elliptic curnygto processor (ECCP)
and has one of the best timings and area time product companeported works. We
conclude that the performance of an ECCP is significantly eobdrif the underlying
primitives are carefully designed. Further, a side charateck based on simple timing
and power analysis is demonstrated on the ECCP. The constnuuitibe ECCP is then

modified to mitigate such attacks.
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CHAPTER 1

Introduction

This era has seen an astronomical increase in communisati@n the wired and wire-
less networks. Everyday thousands of transactions take phzer the world wide web.
Several of these transactions have critical data which teéeé confidential, transac-
tions that need to be validated, and users authenticatedseTlequirements need a

rugged security framework to be in force.

Cryptologyis the science concerned with providing secure commuwicsti The
goal of cryptology is to construct schemes which allow onlyharized access to in-
formation. All malicious attempts to access informatiompisvented. An authorized
access is identified by @yptographic key A user having the right key will be able to
access the hidden information, while all other users witl mave access to the infor-
mation. Cryptology consists aryptographyandcryptanalysis The former involves
the study and application of various techniques througltvimformation may be ren-
dered unintelligible to all but the intended receiver. Oa tther hand cryptanalysis is

the science of breaking cryptosystems and recovering tretsaformation.

There are two types of cryptographic algorithms, theseyaraeetric key and asym-
metric key algorithms.Symmetric kegryptographic algorithms have a single key for
both encryption and decryption. These are the most widedyl sehemes. They are
preferred for their high speed and simplicity. Howeverytlsan be used only when
the two communicating parties have agreed on the secretTkeg.could be a hurdle
when used in practical cases, as it is not always easy fos tigsexxchange keys. In
asymmetric kegryptographic algorithms two keys are involved. A privagyland a

public key. The private key is kept secret while the publig lssknown to everyone.



The encryption is done with the public key, and the encrypie$sage can be only
decrypted by the corresponding private key. Security aferegorithms depend on the
hardness of deriving the private key from the public key. haligh slow and highly
complex, asymmetric key cryptography has immense advestaghe main advantage
is that the underlying primitives used are based on well knpwoblems, such as in-
teger factorization and discrete logarithm problem. Thasblems have been studied
extensively and their hardness has not been contradidiedyafars of research. This is
unlike symmetric key cryptography where the strength ottdigerithm relies on combi-
natorial techniques. The security of such algorithms isgnoten and does not rely on
well researched problems in literature. The most used agtriokey crypto algorithm
is RSA [2]. Of late asymmetric crypto algorithms based orpgtiicurves have been
rapidly gaining popularity due to the higher level of setudffered at lower key sizes.
Several security standards have emerged which use eltipties for the underlying

security algorithm.

There are several methods to cryptanalyze modern crygibgralgorithms. Con-
ventional cryptanalysis techniques exploit algorithm kvessses. They cannot be ap-
plied in practice due to the large number of data that is requiln addition most tech-
niques require huge amount of computation time making thery &xpensive. How-
ever, the most serious threat to modern cryptographic iéthgos are attacks based on
information gathered fronside channels These attacks [3][4] target the implemen-
tation rather than the algorithm. Sources of side chanmdlide power consumption
of the device, timing, acoustics and radiation charadtesisthus an attacker monitor-
ing one or more side channels of a device performing an etiorygor decryption)
can gather information about the secret key. Optimizedtogaphic implementations
are more susceptible to side channel attacks, therefoheg@gorming cryptographic

hardware must consider this class of attacks during imphtatien.



1.1 Motivation

Though asymmetric key cryptography is indispensable fonroanication, there is a
penalty on the application’s performance. Most of the pldaig cryptographic algo-
rithms have several complex mathematical computationsngdke penalty dear. Itis

therefore important to have efficient implementations efalgorithms.

There are two schools of developing efficient cryptograjiglementations. The
first focuses on implementing and optimizing the cryptograjalgorithms in software
platforms. This has the advantage of being low cost as ndiaeddi hardware is re-
quired. However, benefits obtained by this method is rdsttiby the architecture
limitations of the microprocessor. For example, arithmetn large numbers cannot
be efficiently done on today’s microprocessors, as it candséopned on dedicated
hardware. Such arithmetic is a norm in public key cryptogra@algorithms. Besides,

software can very easily be tampered thus compromisingetter gy of the application.

Even if software implementations are tailored to explod pinocessor’s architecture
[5] [6][7][8], they are no match to dedicated hardware inmpémtations. The inherent
parallelism, flexibility and custom design of hardware gfigantly speed up execution.
Also, hardware devices can be made more tamper resistamiacethto software. This
is beneficial for cryptographic applications. However,dvaare is more expensive than
software and the amount of resources available is limitegkigh cycles for hardware
is also more involved and complex. Memory is yet another trairg for such designs.
It is therefore vital to have compact, scalable and modudad\ware designs which are
fine tuned to the specific applicatiofield Programmable Gate Array&PGAS) are re-
configurable platforms to build hardware. They offer adages of hardware platforms
as well as software platforms. While on one hand they offerenpoogrammability and
lower costs like a software platform, they also offer beterformance than a software
implementation. However designing on FPGAs is tricky. Whatks on aApplica-
tion Specific Integrated CircutASIC) library does not always work in an FPGA. The



main differences occur because of the inherent differemdled libraries and the archi-
tectures. FPGAs have fixed resourcespak up table(LUT) based architecture and
larger interconnect delays. Hence a design on FPGA mustreéutig built to utilize
the resources well and satisfy the timing constraints oRREA library. In this work
we design and implementsade channel attackSCA) resistant elliptic curve processor

on an FPGA platform.

1.2 Contribution of the Thesis

In this thesis architectures for a public key crypto aldoritbased on elliptic curves[9]
[10][11] are explored. The architectural explorations &neeted for reconfigurable

platforms. The contribution of this thesis is as follows.

e The thesis presents an architecture for efficient impleat@mts of finite field
multiplication. The proposed multiplier is callégbrid Karatsuba multiplieand
is based on the Karatsuba-Ofman multiplication algorith@].| Detailed analysis
has been carried out on how existing multiplication aldonis utilize FPGA re-
sources. Based on the observations, the work develops alhghinique which
has a better area time product compared to known algoritResults have been

practically demonstrated through a large number of exparts

e The most complex finite field operation in elliptic curve dggraphy (ECC) is
the multiplicative inverse. The thesis proposes a novedrsion algorithm for
FPGA platforms. The proposed algorithm is a generalizatiotne Itoh-Tsuijii
inversion algorithm [13]. Evidence has been furnished aipgerted with experi-
mental results to show that the proposed inversion algarahtperforms existing
results. The proposed method is demonstrated to be scafableespect to field

sizes.
e The work presents the design of a high performance Elliptiv€ Cryptoproces-

4



sor (ECCP) for an elliptic curve over the finite figltf'(223%). The chosen elliptic
curve is one of the selected curves for the Digital Signa8tesndard [14]. The
high performance is obtained by efficient implementatiohthe underlying fi-
nite field arithmetic. The processor is synthesized for thlenXs FPGA [15]

platform and is shown to be one of fastest reported impleatiems on FPGA.

e The thesis demonstrates that a naive implementation oflgiccturve crypto
processor is vulnerable to simple power attacks. The aisadd&monstrated using
XPowet, a power simulation tool from Xilinx. The power traces ar@wsh to
leak information about the key and internal activities @& #tate machine of the
processor. A side channel resistant processor is alsorseEband demonstrated

to be resistant to similar attacks.

1.3 Organization of the Thesis

The rest of this thesis is organized as follows.

e Chapter 2 contains a brief introduction to ECC and coves aspd&ciut engineer-
ing an elliptic curve processor. A survey is made on exisgiifigtic curve crypto
processors reported in literature. The chapter also amtibrief introduction

on FPGA architecture and side channel attacks.

e Chapter 3 contains the mathematical background requirechderstand ECC.
The first part of the chapter outlines the required conceptsbistract algebra.
It also presents some of the basic arithmetic circuits sigchdalers, squarers

and modular operators. The second part of the chapter dssw@liptic curve

cryptography.

¢ Finite field multiplication is discussed in detail in Chapter The Karatsuba

multiplier is chosen as the multiplier in the elliptic curegypto processor. A

Ihttp://ww.xilinx.com/products/design_tools/logiesign/verification/xpower.htm

5



hybrid Karatsuba multiplier is proposed for FPGA platforaml shown to have

the best area time product compared to existing works.

Chapter 5 discusses finite field inversion. A generalizatioth® Itoh-Tsuijii in-
version algorithm is proposed. A specific form of the geneeal Itoh Tsuijii
algorithm known as thgquad Itoh Tsujiis shown to be more efficient for FPGA
platforms. A processor based on the quad Itoh Tsujii is canostd and shown to

be the fastest inversion algorithm reported.

Chapter 6 integrates the various finite field arithmetic pres into an elliptic
curve crypto processor. The efficient underlying primgivesult in one of the

fastest reported elliptic curve crypto processors.

Chapter 7 uses Xilinx tools to demonstrate that the naiveemphtation of an
elliptic curve crypto processor is vulnerable to side cleuattacks. The chapter
then proposes a modification to the architecture which mtileeprocessor less

prone to side channel attacks.

Chapter 8 has the conclusion of the thesis and future directbresearch in this

area of work.

Appendix A has details of how the developed ECCP was verifieddoectness.
Appendix B has a list of the finite fields that were used to testdcalability of
the proposed inverse algorithm. Appendix C has instrustionuse XPower to
obtain the power trace of an FPGA. Appendix D has derivatfonshe elliptic
curve arithmetic equations. Appendix E has derivationsHergate requirements

for the simple Karatsuba multiplier.



CHAPTER 2

A Survey

Definition 2.0.1 A symmetric key cryptosystem can be defined by thet@p& I, £, D)
[16], where

P represents the finite set of possible plaintexts.

C represents the finite set of possible ciphertexts.

IC represents the finite set of possible keys.

For eachk € K there is an encryption rule, € £ and a corresponding decryp-
tion ruled;, € D. Eache, : P — C andd;, : C — P are functions such that

di(ex(x)) = z for every plaintextr € P.

The keys for both encryption and decryption are the same arstl Ine kept secret. This
leads to problems related key distributionandkey managementn 1976, Diffie and
Hellman [17] invented asymmetric key cryptography whiclved the problem of key

distribution and management. Asymmetric algorithms usailagh keys for encryption

Plaintext I::> Encryption DD|:> Decryption |::> Plaintext

! L

Public Key Private Key

Fig. 2.1: Public Key Cryptosystem



and decryption (Figure 2.1). Encryption is done by a pubég khich is known to
everyone. Decryption can be only done using the correspgnativate keyGiven the
private key, the corresponding public key can easily bevéeki However, the private
key cannot be efficiently derived from the public. kg asymmetric key cryptosystem
is constructed by means tfpdoor one-way functionghich are defined as follows
[11].

Definition 2.0.2 A functionf(x) from a setX to a setY is called a one-way function
if f(x) can efficiently be computed, but the computatiorf of(x) is computationally

intractable.

Definition 2.0.3 A trapdoor one-way function is a one-way functipfx) if and only
if there exists some supplementary information (usuakydécret key) with which it

becomes feasible to compuyte! (z).

Thus, trapdoor one way functions rely on intractable pnwisien computer sci-
ence. An example of an intractable problem isititeger factorization problefrwhich
states that given an integer one has to obtain its prime factorization i.e, find=
P s ps -+ pe, wherep; is a prime number and > 1. Solving the problem of factor-
ing the product of prime numbers is considered computalftpdéficult for properly
selected primes of size at leda$24 bits. This forms the basic security assumption of
the famous RSA algorithm [2]. Another intractable problehgéelliptic curve discrete
logarithm problem{ECDLP), has given rise to new asymmetric cryptosystemsthaise

elliptic curves.

2.1 Elliptic Curve Cryptography

Elliptic curves have been studied for over hundred yearshand been used to solve a

diverse range of problems. For example, elliptic curvesedun proving Fermat’s last



theorem which states that' + y™ = 2" has non zero integer solutions feyy and z
whenn > 2 [18].

The use of elliptic curves in public key cryptography wastfpsoposed indepen-
dently by Koblitz [19] and Miller [10] in the 1980s. Since thethere has been an
abundance of research on the security of ECC. In the 1990's EQé@nb® get ac-
cepted by several accredited organizations, and sevexaitygprotocols based on ECC
[14][20][21] were standardized. The main advantage of EC€ ovnventional asym-
metric crypto systems [2] is the increased security offevét smaller key sizes. For
example, &56 bit key in ECC produces the same level of security 88@ bit RSA
key'. The smaller key sizes leads to compact implementationsramdased perfor-

mance. This makes ECC suited for low power, resource consttalevices.

An elliptic curve is the set of solutior(s;, y) to Equation 2.1 together with the point

at infinity (O). This equation is known as thieierstral’ equation [18].

Y2+ azy + asy = 23 + asr? + aur + ag (2.1)

For cryptography, the points on the elliptic curve are chdsem a large finite field.
The set of points on the elliptic curve formgaoup under the addition rule. The point
O is the identity element of the group. The operations on thptiel curve, i.e. the
group operations arpoint addition point doublingand point inverse Given a point
P = (z,y) on the elliptic curve, and a positive integerscalar multiplicationis defined
as

nP =P+ P+ P+ --- P(ntimes) (2.2)

Theorderof the pointP is the smallest positive integersuch that: P = O. The points
{O,P,2P,3P,---(n — 1)P} form a group generated hy. The group is denoted as

< P >.

INIST Sources



The security of ECC is provided by the Elliptic Curve Discretggarithm problem
(ECDLP), which is defined as follows Given a pointP on the elliptic curve and
another point) e< P >, determine an integef (0 < k < n) such that) = kP. The
difficulty of ECDLP is to calculate the value of the scakagiven the points”? and(.

k is called the discrete logarithm ¢f to the base”. P is the generator of the elliptic

curve and is called the basepoint.

The ECDLP forms the base on which asymmetric key algorithrasailt. These
algorithms include the elliptic curve Diffie-Hellman keyalange, elliptic curve ElGa-

mal public key encryption and the elliptic curve digitalsagure algorithm.

2.2 Engineering an Elliptic Curve Crypto Processor

The implementation of elliptic curve crypto systems cdngtis a complex interdisci-

plinary research field involving mathematics, computegsce and electrical engineer-
ing [22]. Elliptic curve crypto systems have a layered hielng as shown in Figure 2.2.

The bottom layer constituting the arithmetic on the undedyfinite field most promi-

nently influences the area and critical delay of the ovenaiiementation. The group

calar MultiplicatioR

Elliptic Curve Group Operations

Finite Field Operations

Fig. 2.2: Elliptic Curve Pyramid
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operations on the elliptic curve and the scalar multipiarainfluences the number of

clock cycles required for encryption.

To be usable in real world applications, the crypto systeplementation must be
efficient, scalable and reusable. Applications such aststaads and mobile phones
require implementations where the amount of resourcesarsgéthe power consumed
is critical. Such implementations should be compact aneyded for low power. The
computation speed is a secondary criteria. Also, the degfresconfigurability of the
device can be kept minimum [23]. This is because, such deviaege a short lifetime
and are generally configured only once. On the other sideeo§plectrum, high per-
formance systems such as network servers, data base systenmequire high speed
implementations of ECC. The crypto algorithm should not bebibiieneck on the ap-
plication’s performance. These implementations mustlasaighly flexible. Operating
parameters such as algorithm constants, etc. should befigio@ble. Reconfiguration
can easily be done in software, however software implenientado not always scale
to the performance demanded by the application. Such sgstequire to use dedi-
cated hardware to speedup computations. When using sucldrardccelerators, the
clock cycles required, frequency of operation and arearapoitant design criteria.
The clock cycles and frequency should be high so that theabivatency of the hard-
ware is less. The area is important because smaller areasnpbre parallelism can

be implemented on the same hardware, thus increasing tieetethroughput.

2.3 Hardware Accelerators for ECCP

There are two platforms on which hardware acceleratorsuate Application Specific
Integrated Circuits (ASICs) and Field Programmable Gateyr(BPGAs). ASICs are
one time programmable and are best suited for high volumdugtmn. ASICs can
reach high frequency of operation, and algorithms implaston these devices have

high performance. Also, ASICs are best when data protectiaoncerned. Once data
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is written into an ASIC it is extremely difficult to read backlowever, ASICs suffer
from high development costs and lack flexibility with respcmodifying algorithms
and reconfiguring parameters [24]. Besides, production &3C requires to be done
in fabrication units. These fabrication units are gengraltned by a third party. This
is not suited for cryptographic applications where minimoumber of parties must be

involved.

FPGAs are reconfigurable devices offering parallelism aextility on one hand
while being low cost and easy to use on the other. Moreovey, lave much shorter
design cycle times compared to ASICs. FPGAs were initiallgdugs prototyping de-
vices and in high performance scientific applications, batshort time-to-market and
on-site reconfigurability features have expanded theiliegipon space. These devices
can now be found in various consumer electronic devices, pégformance networking
applications, medical electronics and space applicatidihg reconfigurability aspect
of FPGAs also makes them suited for cryptography applinati®econfigurability re-
sults in flexible implementations allowing operating madascryption algorithms and
curve constants etc. to be configured. FPGA's do not reqojpaisticated equipment
for production, they can be programmed in house. This isfimakfor cryptography

as no untrusted party is involved in the production cycle.

2.3.1 FPGA Architecture

There are two main parts of the FPGA chip [25] : the input/atiyO) blocks and
the core. The I/O blocks are located around the peripherfzeothip and are used to
provide programmable connectivity to the chip. The corehef¢hip consists of pro-
grammable logic blocks and programmable routing architest A popular architec-
ture for the core, calletsland stylearchitecture, is shown in Figure 2.Bogic blocks
also callectonfigurable logic block6CLB), consists of logic circuitry for implementing

logic. Each CLB is surrounded by routing channels connedtezligh switch blocks
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and connection blocks. Awitch blockconnects wires in adjacent channels through

programmable switches. @éonnection blockonnects the wire segments around a logic
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block to its inputs and outputs, also through programmabltckes. Each logic block
further contains a group ddasic logic elementéBLE). Each BLE has &ook up ta-

ble (LUT), a storage element and combinational logic as showRigure 2.4. The
storage element can be configured as an edge triggered Dofipfflas level sensitive
latches. The combinational logic generally contains Idgrccarry and control signal

generation.

LUTs can be configured to be used in logic circuitry. If therea inputs to the
LUT, then anym variable boolean function can be implemented. The LUT myainl
contains memory to store truth tables of boolean functimalsmaultiplexers to select the
values of memories. There have been several studies on shedidiguration for the
LUT. A larger LUT would result in more logic fitted into a sirgLUT and hence lesser
critical delay However, a larger LUT would also indicategier memory and bigger
multiplexers, hence larger area. Most studies show thahput LUT provides the best
area-time product, though there have been few applicatitrese a3 input LUT [26]
and6 input LUT [27] is more beneficial. Most FPGA manufactureng)iiding Xilinx?
and Alter& use4 input LUTS.

2.4 Side Channel Attacks

From the mid 90’s, a new research area that has gained foaideihannel crypt-
analysis This is becoming the biggest threat to modern day cryptesys with many
of the algorithms successfully attacked. These attacklyzmanintended information

leakage that is provided by naive implementations of a crggorithm.

Side channel attacks are broadly classified passiveandactiveattacks. In a pas-
sive attack, the functioning of the cryptographic deviceastampered. The secret key

is revealed by observing physical properties of the dewsoeh as timing characteris-

2http://www.xilinx.com
Shttp://www.altera.com
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tics, power consumption traces, etc. In an active attaekinputs and environment are
manipulated to force the device to behave abnormally. Thees&ey is then revealed

by exploiting the abnormal behavior of the device [28].

The two most extensively exploited side channels are poaesumption and tim-
ing analysis. An attack based on timing analysis[3] firshidfees and then monitors
certain operations in the device. The time required to ceteghese operations leaks
information about the secret key. Power consumption astptkreveal the secret key
by monitoring the power consumed by the device. The powesuwmption of a device
has dependencies on the data being manipulated and theiopdyaing performed.
There are essentially two forms of power attacksmple power analysianddifferen-
tial power analysisAn attacker using a simple power analysis (SPA) techniggaires
just a single power trace. Features of the power trace acktasgirectly interpret the
secret key. A stronger form of power attack called diffeie@drower attack DPA, was
first introduced by Kocher in [4]. This is a statistical tecque and requires several
power traces to be analyzed before the key is revealed. Tdss of attacks is based on

the power consumption dependence of a device, which is dep¢in the key.

2.5 Related Work

There have been several reported high performance FPGAgsors for elliptic curve
cryptography. Various acceleration techniques have besed tanging from efficient
implementations to parallel and pipelined architectutag29] the Montgomery mul-
tiplier [30] is used for scalar multiplication. The finite ldemultiplication is performed
using a digit-serial multiplier proposed in [31]. The Itdisu;jii algorithm is used for
finite field inversion. A point multiplication over the field F'(217) is performed in
0.21ms.

In [32] a fully parameterizable ABC processor is introducethjch can be used
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with any field and irreducible polynomial without need focoafiguration. This imple-
mentation although highly flexible is slow and does not re&cjuired speeds for high
bandwidth applications. A 239 bit point multiplication teces 12.8ms, clearly this is

extremely high compared to other reported implementations

In [33], the ECC processor designed has squarers, addemndtipliers in the data
path. The authors have used a hybrid coordinate represeniataffine, Jacobian and

Lépez-Dahab form.

In [34] an end-to-end system for ECC is developed, which haardware imple-
mentation for ECC on an FPGA. The high performance is obtawiddan optimized
field multiplier. A digit-serial shift-and-add multiplies used for the purpose. Inversion

is done with a dedicated division circuit.

The processor presented in [35] achieves point multipboan 0.074ms over the
field GF(2'%%). However, the implementation is for a specific form of elipturves
called Koblitz curves. On these curves, several acceteratichniques based on pre-
computation [36] is possible. However our work focuses amegie curves where such

accelerations do not work.

In [37] a high speed elliptic curve processor is presentedHe field G F'(21°1),
where point multiplication is done in 0.056ms. A binary Kistdba multiplier is used
for the field multiplication. However, no inverse algoritts@ems to be specified in the

paper, making the implementation incomplete.

In [38] a microcoded approach is followed for ECC making itye&s modify,
change and optimize. The microcode is stored in the block R88] fnd does not

require additional resources.

In [40], the finite field multiplier in the processor is preved from becoming idle.
The finite field multiplier is the bottle neck of the designrifere preventing it from

becoming idle improves the overall performance. Our desfghe ECCP is on similar
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lines where the operations required for point addition amdtloubling are scheduled

so that the finite field multiplier is always utilized.

In [1], a pipelined ECC processor is developed which uses dowed algorithm to
perform point doubling and point addition. This computesgbalar productin 0.019ms
for an elliptic curve ovelG F'(21%%). This is the fastest reported in literature. However,

the seven stage pipeline used has huge area requirements.

In this thesis, high performance is attained by focusingfbcient implementations
of the finite field primitives used. The algorithms used far thitical finite field opera-
tions are tuned for the FPGA platform. Our novel finite fieldtiplier is a combination
circuit and produces the output in one clock cycle. This aséndous performance
benefits. The proposed inversion algorithm is the fastgsirted in literature. These
efficient underlying primitives result in one of the fasteliptic curve processors even

though no parallelism or pipelining is used.

2.6 Conclusion

In this chapter, a brief introduction of elliptic curve ctggraphy was made, and the
hierarchy in an elliptic curve processor was presentedvieweof the existing reported
literature on elliptic curve crypto processors was maderditare platforms used for
elliptic curve cryptography were discussed, with spe@alis on FPGA architectures.

The vulnerability of crypto processors to side channek&gavas also presented.
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CHAPTER 3

Mathematical Background

Understandingelliptic Curve Cryptography(ECC) requires a good understanding of
the underlying mathematics. ECC relies heavily on abstigetbaa for its construc-
tion. This chapter therefore starts with a brief overviewhaf primitive algebraic struc-
tures, namely groups, rings and fields. The second part sfctimapter is dedicated
to the mathematics behind elliptic curves. In specificpétli curves over finite fields
of the formGF(2™) are considered. The operations on this form of elliptic euave

discussed.

3.1 Abstract Algebra

3.1.1 Groups, Rings and Fields

Definition 3.1.1 A groupdenoted by{G, -}, is a set of elementS with a binary oper-
ation ', such that for each ordered pai, b) of elements iz, the following axioms
are obeyed [41][42]:

e Closure :If a,b € G, thena -b € G.
e Associative :a- (b-c) = (a-b)-cforall a,b,c € G.

e Identity element There is a unique elemeate G such thatu- e = e¢-a = a for

alla € G.

e Inverse element For eacha € G, there is an element € G such thate - ¢’ =

a -a=e¢e



If the group also satisfiesb = b-a forall a, b € G thenitis known as aommutative

or anabelian group

Definition 3.1.2 Aring denoted by{R, +, x } or simplyR is a set of elements with two
binary operations called addition and multiplication, $uthat for all a, b, ¢ € R the

following are satisfied:
e R is an abelian group under addition.
e The closure property dR is satisfied under multiplication.
e The associativity property @& is satisfied under multiplication.

e Distributive Law :For all a,b, ¢ € R, a-(b+¢) = ab+acand(a+b)-c = ac+be.

The set of integers, rational numbers, real numbers and lexnmpimbers are all
rings. Aring is said to be commutative if the commutativegandy under multiplication
holds. That s, foralk,b € R,a-b=1b- a.

Definition 3.1.3 Afield denoted by{IF, +, x } or simplyF is a commutative ring which

satisfies the following properties

e There exists a multiplicative identity element denoted lsych that for every

ac€lF,a-1=1-a=1.

e Multiplicative inverse :For every element € F except), there exists a unique
elementz~! such thata - (a™!) = (a!) - a = 1. a~ ! is called the multiplicative

inverse of the element
e No zero divisors if a,b € F anda - b = 0, then eithetra = 0 or b = 0.
The set of rational numbers, real numbers and complex nuareeexamples of

fields, while the set of integers is not. This is because thé&phoative inverse property

does not hold in the case of integers.
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The above examples of fields have infinite elements. Howenvawyptographyinite
fieldsplay an important role. A finite field is also known @silois fieldand is denoted
by GF(p™). Here,p is a prime called theharacteristicof the field, whilem is a
positive integer. Therder of the finite field, that is, the number of elements in the field
is p™. Whenm = 1, the resulting field is called prime fieldand contains theesidue

classesnodulop[41].

In cryptography two of the most studied fields are finite fiefisharacteristic two
and prime fields. Finite fields of characteristic two, deddig G F'(2™), is also known
asbinary extension finite fieldsr simplybinary finite fields They have several advan-
tages when compared to prime fields. Most important is thietlfieat modern computer
systems are built on the binary number system. Withits all possible elements of
GF(2™) can be represented. This is not possible with prime fieldth(wi 2). For
example aGF(2?) field would require2 bits for representation and use all possible
numbers generated by the two bits. (A'(3) field would also requir@ bits for rep-
resenting the three elements in the field. This leaves oneofiolur possible numbers
generated by two bits unused leading to an inefficient rgmtesion. Another advan-
tage of binary extension fields is the simple hardware regur computation of some
of the commonly used arithmetic operations such as addanohsquaring. Addition in
binary extension fields can be easily performed by a sim{ieR. There is no carry
generated. Squaring in this field is a linear operation andatso be done using O R
circuits. These circuits are much more simple than the eodand squaring circuits of
aGF(p) field.

3.1.2 Binary Finite Fields

A polynomial of the forma(z) = a,, 2™ + apm_12™ ' + -+ + a1x + ap is said to
be apolynomial overGF(2) if the coefficientsa,,, a1, -+ , a1, ag are iNGF(2).

Further, the polynomial is said to lireeducibleoverGF'(2) if a(x) is divisible only by
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corbyc-a(z) wherec € GF(2) [43]. An irreducible polynomial of degree: with
coefficients inG F'(2) can be used to construct the extension f@&(@™). All elements

of the extension field can be represented by polynomials gfeden. — 1 overGF(2).

Binary finite fields are generally represented using two typiésses. These are the

polynomialandnormal baseepresentations.

Definition 3.1.4 Letp(x) be an irreducible polynomial ove® F'(2™) and leta be the
root of p(z). Then the set

{1a «, O-/Qa e 7am—1}
is called thepolynomial base

Definition 3.1.5 Letp(x) be an irreducible polynomial ove¥ F'(2™), and leta be the

root of p(z), then the set

is called thenormal baséf the m elements are linearly independent.

Any element in the field7F'(2™) can be represented in terms of its bases as shown
below.

a(r) = Q0™+ ara + ag

Alternatively, the element(x) can be represented as a binary stfiag 1, - - - , a1, ao)
making it suited for representation on computer systemsekample, the polynomial
'+ 23 + 2 + 1in the fieldG F(2®) is represented g80011011),.

Various arithmetic operations such as addition, subwactnultiplication, squaring
and inversion are carried out on binary fieldgddition andsubtractionoperations are

identical and are performed byO R operations.
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Fig. 3.1: Squaring Circuit

Leta(z), b(x) € GF(2™) be denoted by

m—1 m—1
a(z) = > aza’ b(z) =D ba'
=0 =0

then theaddition (or subtractior) of a(x) andb(z) is given by

m—1
a(z) +b(x) = Y_(a; +b;)a’ (3.1)
=0
here thet+ betweemn:; andb; denotes aX O R operation.
The squaringoperation on binary finite fields is as easy as addition. Theusgof
the polynomiak(z) € GF(2™) is given by
m—1 ]
a(z)? = > a;z* modp(z) (3.2)

1=0

The squaring essentially spreads out the input bits by tingezreroes in between two

bits as shown in Figure 3.1.

Multiplication is not as trivial as addition or squaring. & product of the two poly-
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nomialsa(x) andb(x) is given by

n—1

a(x) - b(x) = (Z b(x)aiﬂ) modp(x) (3.3)

=0
Most multiplication algorithms are of ordér(n?).

Inversion is the most complex of all field operations. Evea biest technique to
implement inversion is several times more complex thaniplidation. Hence, algo-
rithms which use finite field arithmetic generally try to reduhe number of inversions

at the cost of increasing the number of multiplications.

The multiplication and squaring operation requimmadular operatiorto be done.
The modular operation is the remainder produced when divigethe field’s irre-
ducible polynomial. If a certain class of irreducible pabynials is used, the modular

operation can be easily done. Consider the irreduciblertrialr™ + 2™ + 1, having a

464 232 74 0

= Y —

Fig. 3.2: Modular Reduction with Trinomiaf3? + 2™ + 1
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roota andl < n < m/2. Thereforen™ + o™ + 1 = 0. Therefore,

am"=14+a"

m+41 1

« =a+a""
(3.4)
2m—3 _ . m—3 _|_am+n—3

« =«

a2m—2 — am—Q 4 am+n—2

For example, consider the irreducible trinomidt + 2™ + 1. The multiplication or
squaring of the polynomial results in a polynomial of degaieenost464. This can be
reduced as shown in Figure 3.2. The higher order t&38%0 464 are reduced by using
Equation 3.4.

3.2 Elliptic Curves

Definition 3.2.1 An elliptic curve E over the fieldGF(2™) is given by the simplified
form of the Weierstral3 equation mentioned in Equation 2tk Simplified Weierstral3
equation is :

v 4oy =2 +ar® +b (3.5)
with the coefficienta andb in GF(2™) andb # 0.
If b # 0, then the curve in Equation 3.5 isn@n-singular curve A point on the
curve is said to beingularif its partial derivatives vanish.

The set of points on the elliptic curve along with a speciahp®, called thepoint
at infinity, form a group under addition. The identity element of theugres the point
at infinity (O). The arithmetic operations permitted on the group aretpouersion,

point addition and point doubling which are described aoW.
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P+Q)

(P+Q)
2P

Fig. 3.3: Point Addition Fig. 3.4: Point Doubling

Point Inversion : Let P be a point on the curve with coordinatés, y;), then the
inverse ofP is the point— P with coordinategz, x; + y;). The point— P is obtained
by drawing a vertical line througFR. The point at which the line intersects the curve is

the inverse ofP.

Point Addition : Let P and( be two points on the curve with coordinates, ;)
and (zs,y9). Also, let P # +@), then adding the two points results in a third point
R = (P + Q). The addition is performed by drawing a line througland(@ as shown

in Figure 3.3. The point at which the line intersects the eusv-(P + ). The inverse
of thisisR = (P + Q). Let the coordinates aR be (3, y3), then the equations far;
andys is

23 =N+ A+1+32+a
(3.6)

ys = N1 + 23) + 23+
wherel = (y1 + y2)/(z1 + x2). If P = —Q, thenP + (—=P) is O.
Point Doubling : Let P be a point on the curve with coordinates, y;) andP # —P.

The double ofP is the point2 - P = (x3,y3) obtained by drawing a tangent to the

curve throughP. The inverse of the point at which the tangent intersectstimee is
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Algorithm 3.1: Double and Add algorithm for scalar multiplication

Input: Basepoint” = (p,, p,) and Scalak = (k,,—1, ky—2 - - - ko)2, Where
kmo1 =1

Output: Point on the curvé) = kP

1 Q=P

2 fori=m—2to0do

3 QR=2-Q

4 if £, = 1then

5 Q=Q+P

6

7

end
end

Table 3.1: Scalar Multiplication using Double and Add to fiaad

k; | Operation Q
0 | Double only 2P
1 | Double and Add 5P
1 | Double and Add 11P
0 | Double only 22P

O =N W .

the double ofP (Figure 3.4). The equation for computi@g P is given as

b
x3:>\2+)\+a:x12+—2

71 (3.7)
y3:x12+/\x3+1:3

whereX = 21 + (y1/21).

The fundamental algorithm for ECC is teealar multiplication(defined in Section
2.1). The basic double and add algorithm to perform scaldtiphaation is shown in
Algorithm 3.1. The input to the algorithm iskmsepointP and am bit scalark. The

result is the scalar produgt.

As an example of how Algorithm 3.1 works, consider 22. The binary equivalent

of this is(10110),. Table 3.1 below shows ho22 P is computed.
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Each iteration ofi does a doubling o) if %; is 0 or a doubling followed by an
addition if £; is 1. The underlying operations in the addition and doublingadigus
use the finite field arithmetic discussed in the previousi@ectBoth point doubling
and point addition havéinversion () and2 multiplications (/) each (from Equations
3.6 and 3.7). From this, the entire scalar multiplier for thebit scalark will have
m(11 + 2M) doublings and3 (17 4 2M/) additions (assuming has approximately
m/2 ones on an average). The overall expected running time afddlar multiplier is
therefore obtained as

b~ (3M 4+ 2I)m (3.8)

For this expected running time, finite field addition and smgaoperations have been
neglected as they are simple operations and can be corsiieh@ave no overhead to

the run time.

3.2.1 Projective Coordinate Representation

The complexity of a finite field inversion is typically eighiries that of a finite field
multiplier in the same field [44]. Therefore, there is a huggiwation for an alternate
point representation which would require lesser inversiohhe two point coordinate
system(z, y) used in Equations 3.5, 3.6 and 3.7 discussed in the prevent®os is
called affine representatian It has been shown that each affine point on the elliptic
curve has a one to one correspondence with a unique equieatdass in which each
point is represented by three coordinat&s Y, Z). The three point coordinate system
is called theprojective representatiofiL1]. In the projective representation, inversions
are replaced by multiplications. The projective form of Weierstral3 equation can
be obtained by replacing with X/Z¢ andy by Y/Z?. There are several projective
coordinates systems proposed. The most commonly usedwejeoordinate system
are thestandardwherec = 1 andd = 1, theJacobianwith ¢ = 2 andd = 3 and the
Lépez-Dahab (LD) coordinatgkl] which hasc = 1 andd = 2. The LD coordinate
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system [30] allows point addition usimgixed coordinates.e. one point in affine while

the other in projective.
Replacingr by X/Z andy by Y/Z? in Equation 3.5 results in the LD projective
form of the Weierstral3 equation.

Y24+ XYZ=X34aX?Z?+ 02" (3.9)

Let P = (X4,Y3, Z;) be an LD projective point on the elliptic curve, then the e
of point P is given by— P = (X3, X3 71 + Y1, Z41). Also, P + (—P) = O, whereQ is

the point at infinity. In LD projective coordinat€3 is represented &g, 0, 0).
The equation for doubling the poirit in LD projective coordinates [30] results in

the point2P = (X3, Y3, Z3). This is given by the following equation.

Zy= X277
X=X +0b-2Z} (3.10)

Ys=b-Z} Zs+X5-(a-Zs+Y2+b-Z})

The equations for doubling requisdinite field multiplications and zero inversions.

The equation in LD coordinates for adding the affine paint (x2, 3-) to P, where
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@ # +P, is shown in Equation 3.11. The resulting poinfist @ = (X3, Y3, Z3).

A:y2~Zl2+Y1
B=uxy-Z1+ X,
C=12%-B
D=B* (C+a-Z})
Zy = C?
(3.11)
E=A-C
X;=A*+D+E
F=Xs+x-Zs
G = (zo+ 1) 73

Yy=(E+2s) F+G

Point addition in LD coordinates now requiddinite field multiplications and zero
inversions. For amn bit scalar with approximately half the bits one, the runntinge
expected is given by Equation 3.12. One inversion and 2 piigliitions are required at

the end to convert the result from projective coordinatek iato affine.

IM
tig = m(bM + —) +2M + 11
2 (3.12)

= (9.5m +2)M + 11

The LD coordinates require several multiplications to baalbut have the advantage
of requiring just one inversion. To be beneficial, the extrdtiplications should have a

lower complexity than the inversions removed.
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3.3 Conclusion

This chapter presented the necessary mathematical bacicdgrequired for this thesis.
The performance of the entire elliptic curve crypto prooesiepends on the underlying
finite field primitives, therefore the primitives should &aently implemented. The
next two chapters discuss implementations of two of the miastinant primitives used

in ECC, namely the finite field multiplication and inversion.
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CHAPTER 4

Architecting an Efficient Implementation of a Finite

Field Multiplier on FPGA Platforms

The finite field multiplier forms the most important compohénthe elliptic curve
crypto processor (ECCP). It occupies the most area on theelewid also has the
longest latency. The multiplier affects most the perforoeaaf the ECCP. Finite field

multiplication of two elements in the field F'(2™) is defined as
C(z) = A(z) - B(x) mod P(x) 4.1)

whereC(z), A(z) andB(z) are inGF(2™) and P(x) is the irreducible polynomial that
generates the field F'(2™). Implementing the multiplication requires two steps. irs
the polynomial product”(xz) = A(z) - B(z) is determined, then the modulo operation

is done onC’(z). This chapter deals with polynomial multiplication.

The organization of the chapter is as follows: the next sactiontains a brief
overview of important finite field multipliers in literatureSection 4.2 discusses the
Karatsuba algorithm in greater detail. Section 4.3 outlis@me of the Karatsuba mul-
tiplication variants used for elliptic curves. Section $resents how a circuit gets
mapped to a four input LUT based FPGA. Section 4.5 analyze<sihe existing Karat-
suba algorithms get mapped on to the FPGA. It also presentstiposed hybrid Karat-
suba multiplier which maximizes utilization of FPGA resoes. Section 4.6 compares
the performance of the hybrid Karatsuba multiplier withstxig implementations of

the Karatsuba algorithm. The final section has the conalusio



4.1 Finite Field Multipliers for High Performance Ap-

plications

The school bookmethod to multiply two polynomials requires®> AN D gates to gen-
erate the partial products. The final product is formed byiraglthe partial products.
Since we deal with binary fields, addition is easily done gstfO R gates without any

carries being propagated, thza — 1)? XOR gates are required to do the additions.

The Massey-Omuranultiplier operates in normal basis representations ofitie
elements. With this representation, the structure of thiiphication becomes highly
uniform resulting in efficient hardware architecture. Thehétecture takes a parallel

input but the result is produced serially [45].

Another multiplier based on normal basis is tBenar-Kog¢[46] multiplier. The
multiplier requires lesser hardware compared to the Ma&sayra multiplier but has

similar timing requirements.

In [47], the Montgomery multiplieiis adapted to binary finite fields. The multipli-

cation in Equation 4.1 is represented by the following eiguat
C(z) = A(z) - B(z) - R(x) 'modP(x) (4.2)

where,R(z) is of the formz* and is an element in the field. Alsg;d(R(x), P(z)) = 1.
The division byR(x) reduces the complexity of the modular operation. For bifiarte
fields, R(x) has the forn2* therefore division byR(x) can be easily accomplished on
a computer. This multiplier is best suited for low resournegi®nments where speed

of operation is not so important [44].

TheKaratsuba multiplie[12] uses a divide and conquer approach to multiply;)
and B(z). Them term polynomials are recursively split into two. With eagdiits

the size of the multiplication required reduces by half. sTk#ads to a reduction in
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the number ofAN D gates required at the cost of an increaseXi@R gates. This
also results in the multiplier having a space complexityOgfn'°923) for polynomial

representations of finite fields. A comparison of all avdéanultipliers show that only
the Karatsuba multiplier has a complexity which is of subdyatic order. All other
multipliers have a complexity which is quadratic. Besidds,tit has been shown in

[44] and [48] that the Karatsuba multiplier if designed pedp is also the fastest.

For a high performance elliptic curve crypto processor, fivete field multiplier
with the smallest delay and the least number of clock cyclbsess suited. Karatsuba
multiplier if properly designed, attains the above speeguieements and at the same
time has a sub-quadratic space complexity. This makes that&idyva multiplier the

best choice for high performance applications.

4.2 Karatsuba Multiplication

In the Karatsuba multiplier, the: bit multiplicandsA(z) andB(x) represented in poly-
nomial basis are split as shown in Equation 4.3. For brethiy,equations that follow
represent the polynomial$, (z), A;(z), Br(x) andB,(z) by Ay, A;, B, and B, respec-

tively.

Az) = Apa™? + A
(4.3)
B(x) = Bpa™? + By
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The multiplication is then done using three/2 bit multiplications as shown in Equa-
tion 4.4.

C'(z) = (Apz™? + A)(Bpa™? + By)
= ApBpz™ + (ARB, + A By)x™? + AB,
= A, Bpz™ (4.4)
+ ((Ap + A) (B + B) + AyBy, + A B)z™?

+ AZBZ

The Karatsuba multiplier can be applied recursively to eagh bit multiplication in
Equation 4.4. Ideally this multiplier is best suited wheiis a power o, this allows the
multiplicands to be broken down until they reatbits. The final recursion consisting
of 2 bit multiplications can be achieved byN D gates. Such a multiplier witm a

power of2 is called thebasic Karatsuba multiplier

4.3 Karatsuba Multipliers for Elliptic Curves

The basic recursive Karatsuba multiplier cannot be applieectly to ECC because
the binary extension fields used in standards such as [14] dgvime degree. There
have been several published works which implement a modifadtsuba algorithm
for use in elliptic curves. There are two main design apdmeadollowed. The first
approach is a sequential circuit having less hardware @addg but requiring several
clock cycles to produce the result. Generally at every cloake the outputs are fed-
back into the circuit thus reusing the hardware. The adggntd this approach is that
it can be pipelined. Examples of implementations followinig approach can be found
in[48][49][50][51]. The second approach is a combinatiaziecuit having large area
and delay but is capable of generating the result in one agcle. Examples of this

approach can found in [52][53][54][55]. Our proposed Kaudta multiplier follows
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the second approach, therefore in the remaining part ofsénision we analyze the

combinational circuits for Karatsuba multipliers.

The easiest method to modify the Karatsuba algorithm faptedl curves is by
padding. Thepadded Karatsuba multiplieextends then bit multiplicands to2/ts>1
bits by padding the most significant bits with zeroes. Thisved the use of the ba-
sic recursive Karatsuba algorithm. The obvious drawbacdtisf method is the extra

arithmetic introduced due to the padding.

In [53], a binary Karatsuba multipliewas proposed to handle multiplications in
any field of the formGF(2™), wherem = 2* + d andk is the largest integer such
that2* < m. The binary Karatsuba multiplier splits the bit multiplicands (A(x)
and B(x)) into two terms. The lower termsi( and B;) have2* bits while the higher
terms (4, and B;) haved bits. Two2* bit multipliers are required to obtain the partial
productsA; B, and (A, + A;)(By, + B;). For the latter multiplication, thel, and B,
terms have to be padded with — d bits. A, B, product is determined usingdbit

binary Karatsuba multiplier.

The simple Karatsuba multiplief55] is the basic recursive Karatsuba multiplier
with a small modification. If amn bit multiplication is needed to be done, being any
integer, it is split into two polynomials as in Equation 4.he A; and B, terms have
[m /2] bits and theA,, and B, terms havelm /2] bits. The Karatsuba multiplication
can then be done with twjon /2] bit multiplications and oném /2| bit multiplication.
The upper bound for the number afV D gates andX O R gates required for the simple
Karatsuba multiplier is the same as that @f‘a’>™1 bit basic recursive Karatsuba mul-
tiplier. The maximum number of gates required and the timayd®r anm bit simple

Karatsuba multiplier is given below.

# AN Dgates: 3lt092m]

[logam (4.5)
#XORgates Y 3"(4[m/2] - 4)

r=0
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In thegeneral Karatsuba multiplief55], the multiplicands are split into more than
two terms. For example an term multiplier is split inton different terms. The number

of gates required is given below.

# AN Dgatesm(m + 1) /2
5 7 (4.6)
#X ORgates:§m2 —om+1

4.4 Designing for the FPGA Architecture

Maximizing the performance of a hardware design requireslésign to be customized
for the target architecture. The smallest programmabléyentt an FPGA is the lookup
table (Section 2.3.1). A LUT generally has four inputs and lba configured for any
logic function having a maximum of four inputs. The LUT cas@be used to imple-
ment logic functions having less than four inputs, two foample. In this case, only
half the LUT is utilized the remaining part is not utilizeduc a LUT having less than
four inputs is arunder utilized LUTFor example, the logic function= x; + z» under
utilizes the LUT as it has only two inputdost compact implementations are obtained
when the utilization of each LUT is maximizéetom the above fact it may be derived
that the minimum number of LUTs required forgait combinational circuit is given

by Equation 4.7.

0 ifg=1
1 if 1<qg<4
#LUT(q) = , 4.7)
[q/3] if ¢ > 4andgmod3 = 2
l¢/3| if ¢ >4andgmod3 # 2

The delay of they bit combinational circuit in terms of LUTSs is given by Equati4.8,

whereD 7 is the delay of one LUT.

DELAY (q) = [logs(q)] * Drur (4.8)
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The percentage of under utilized LUTs in a design is detezthiasing Equation
4.9. Here LUT,, signifies that: inputs out o4 are used by the design block realized by
the LUT. So,LUT; and LUT3 are under utilized LUTs, whilé&UTy} is fully utilized.

%UnderUtilizedLUT's = LUTZ;ZTZ;TZ;Z—TZUE * 100 (4.9
| AB
+

AB :
+

! ABs :
+

; (AntA)BytB) |
+

AB, |
(2n-2) (3n/2)-2 n (n-2) (n/2) 0

Fig. 4.1: Combining the Partial Products in a Karatsuba Nl

4.5 Analyzing Karatsuba Multipliers on FPGA Platforms

In this section we discuss the mapping of various Karatsigparithms on an FPGA.

We estimate the amount of FPGA resources that is requiretiédamplementations.

Recursive Karatsuba Multiplier in anm (= 2¥) bit recursive Karatsuba multiplier the
basic Karatsuba algorithm of [12] is applied recursivehack recursion reduces the
size of the input by half while tripling the number of muliigdtions required. At each
recursion, except the final, ony OR operations are involved. Let = 2(°%2™)~* pe

the size of the inputs4 andB) for the k! recursion of then bit multiplier. There arg”
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suchn bit multipliers required. Thel andB inputs are splitinto twoA,, A; andBy,, B,
respectively with each term having'2 bits. n/2 two input XORs are required for the
computation of4,, + A; andB;, + B, respectively (Equation 4.4). Each two input XOR
requires one LUT on the FPGA, thus in total there mareUTs required. Combining
the partial products as shown in Figure 4.1 is the last stépeofecursion. Determining
the output bits: — 2 to n/2 and3n/2 — 2 to n requires3(n/2 — 1) two input XORs
each. The output bit — 1 requires 2 two input XORs. In alBn — 4) two input XORs
are required to add the partial products. The number of LW&Dsiired to combine
the partial products is much lower. This is because each ltfdflements a four input
XOR. Each output bit:/2 to 3n/2 — 2 requires one LUT, therefore — 1) LUTs are
required for the purpose. In tot&l, — 1 LUTSs are required for each recursion on the
FPGA. The final recursion ha°%2™)~1 two bit Karatsuba multipliers. The equation

for the two bit Karatsuba multiplier is shown in Equation@.1

CO :A()BO
Cy =AoBy+ A1 By + (Ao + A1) (Bo + B1) (4.10)
Cg :AlBl

This requires three LUTs on the FPGA: one for each of the audisi (Cy, C1, Cy).

The total number of LUTs required for the bit recursive Karatsuba multiplication

is given by Equation 4.11.

logam—2
#LUTSp(m) = 3% 3™~ 4 %~ 325 2lem—k 1)
logam—1 = (411)
— Z 3k(2loggm—k+1 . 1)
k=0

The delay of the recursive Karatsuba multiplier in terms Offls is given by Equa-
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tion 4.12. The firstogs(m) — 1 recursions have a delay L.UT's. The last recursion
has adelay of LUT.

DELAYgR(m) = (2(loga(m) — 1) + 1)Dryr

= (2logs(m) = 1) Dy

(4.12)

Whenm is not necessarily a power fthe number of recursions of ambit simple
Karatsuba multiplier is equivalent to that oR&°?>™! recursive Karatsuba multiplier,
therefore Equations 4.11 and 4.12 form the upper bound #snthmber of LUTs and
delay of a simple Karatsuba multiplier [55] (Equations 4at@l 4.14).

#LUTSs(m) < #LUT Sp(20s2mT) (4.13)

DELAYs(m) < DELAYg(2!"92m1) (4.14)

General Karatsuba Multiplier : Them bit general Karatsuba algorithm [55] is shown
in Algorithm 4.1. Each iteration af computes two output bit§; andCs,,,_»_;. Com-
puting the two output bits require same amount of resourngb@FPGA. The lines 6
and 7 in the algorithm is executed once for every even itemadf; and is not executed
for odd iterations of. The term\/; + M;_; + M;,_;) is computed with the four inputs
A;, Ai_j, B; andB;_;, therefore, on the FPGA, computing the term would requir@ on
LUT. For an oddi, C; would have|i/2] such LUTs whose outputs have to be added.
The number of LUTSs required for this is obtained from Equa#do/. An even value of

i would have two additional inputs correspondingM,, that have to be added. The

number of LUTSs required for computing; (0 < ¢ < m — 1) is given by Equation 4.15.

1 if i =0
#LUT., = { [i/2] +#LUT([i/2]) if iis odd (4.15)
i/24+#LUT(i/2+2) ifiiseven
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Algorithm 4.1: gkmul (General Karatsuba Multiplier)

Input: A, B are multiplicands ofn bits
Output: C of length2m — 1 bits

[+ Define: M, — A,B, * [
/= Define: Mg,y — (Az + Ay)(B: + By) */

1 begin

2 fori=0tom —2do

3 Ci=Com2-;=0

4 for j =0to |i/2] do

5 if ¢ =27 then

6 Ci=0C;+ Mj

7 Com—2—i = Com—o—i + Myp_1-;

8 else

9 Cl = CZ + Mj + Mi_j + M(j,z’fj)

10 Com—2—i = Com—oi+ Mp_1-;

11 +Mpm—1—itj + Mm—1—jm-1-i+)
12 end

13 end

14 end

15 Cmn1=0

16 forj=0to|(m—1)/2] do

17 if m — 1= 2j then

18 Cm_1 = Cm_l + Mj

19 else
20 Cn—1=Cmo1+M; + My_1_; + M(j,mflfj)
21 end
22 end
23 end

The total number of LUTs required for the general Karatsubdipiier is given by

Equation 4.16.

m—2
H#LUTSe(m) = 2( 3 #LUTQ.) +#LUTe,, | (4.16)
=0

When implemented in hardware, all output bits are computedlisineously. The
delay of the general Karatsuba multiplier (Equation 4.57¢qual to the delay of the
output bit with the most terms. This is the output bit,_; (lines 15 to 22 in the
Algorithm 4.1). Equation 4.17 is obtained from Equation54viith: = m — 1. The
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Table 4.1: Comparison of LUT Utilization in Multipliers

m General Simple
Gates| LUTs | LUTs Under| Gates| LUTs | LUTs Under
Utilized Utilized
2 7 3 66.6% 7 3 66.6%
4 37 11 45.5% 33 16 68.7%
8 | 169 53 20.7% 127 63 66.6%
16| 721 | 188 17.0% 441 | 220 65.0%
29| 2437 | 670 10.7% 1339 | 669 65.4%
32| 2977 | 799 11.3% 1447 | 723 63.9%

[1/2] computations are done with a delay of one LUT.(;+). Equation 4.8 is used to

compute the second term of Equation 4.17.

Dryr + DELAY ([(m —1)/2])  if m — 1is odd
Dyyr+ DELAY (m —1)/2+2) if m—1iseven

DELAYg(m) = { (4.17)

4.5.1 The Hybrid Karatsuba Multiplier

In this section we present our proposed multiplier calleslybrid Karatsuba multi-
plier. We show how we combine techniques to maximize utilizatibbTs resulting

in minimum area.

Table 4.1 compares the general and simple Karatsuba &gwrifor gate counts
(two input XOR and AN D gates), LUTs required ondilinx Virtex 4 FPGAand the
percentage of LUTs under utilized (Equation 4.9).

The simple Karatsuba multiplier alone is not efficient forG#° platforms as the
number of under utilized LUTs is about 65%. Forarbit simple Karatsuba multiplier
the two bit multipliers take up approximately a third of threa (form = 256). In a two

bit multiplier, two out of three LUTs required, are undeiia&d (In Equation 4.10¢,
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and (s result in under utilized LUTSs). In addition to this, aroundlfithe LUTs used
for each recursion is under utilized. The under utilized IsU&sults in a bloated area

requirement on the FPGA.

The m-term general Karatsuba is more efficient on the FPGA for kuadlies on
m (Table 4.1) even though the gate count is significantly highkhis is because a
large number of operations can be grouped in fours whicly futilizes the LUT. For
small values ofn (m < 29) the compactness obtained by the fully utilized LUTS is
more prominent than the large gate count, resulting in latdonts on the FPGA. For
m > 29, the gate count far exceeds the efficiency obtained by thedtilized LUTS,

resulting in larger footprints with respect to the simple&auba implementation.

Algorithm 4.2: hmul (Hybrid Karatsuba Multiplier)
Input: The multiplicandsA, B and their lengthn
Output: C of length2m — 1 bits

1 begin

2 if m < 29 then

3 return gkmul(A, B, m)

4 else

5 [ =[m/2]

6 A = A[m—1-~~l] + A[l—lu-O]

7 B/ = B[m—1~--l] + B[l—1~~-0]

8 Cpl = hmul(A[l_l...o], B[l—ln-O}a l)

9 Cpo = hmul(A', B',1)

10 Cpg = hmul(A[m,l.._”, B[m,l...l], m — l)

11 return (Cps << 2l) + (Cp1 + Cpa + Cp3) << 1+ Cpy
; / * << indicates left shift */

12

13 end

14 end

In our proposed hybrid Karatsuba multiplier, shown in Aiggan 4.2, them bit
multiplicands are split into two parts when the number o stgreater than or equal to
the threshol®9. The higher term hagn /2| bits while the lower term hagn /2] bits.

If the number of bits of the multiplicand is less th2ththe general Karatsuba algorithm
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Fig. 4.2: 233 Bit Hybrid Karatsuba Multiplier

is invoked. The general Karatsuba algorithm ensures maniurtlization of the LUTs
for the smaller bit multiplications, while the simple Kasaba algorithm ensures least
gate count for the larger bit multiplications. For a 233 bjibhid Karatsuba multiplier
(Figure 4.2), the multiplicands are split into two termsiwit;,, and B, of 116 bits and
A; and B; of 117 bits. The 116 bit multiplication is implemented usithgee 58 bit
multipliers, while the 117 bit multiplier is implementeding two 59 bit multipliers
and a 58 bit multiplier. The 58 and 59 bit multiplications arplemented with 29 and
30 bit multipliers, the 29 and 30 bit multiplications are eéarsing 14 and 15 bit general

Karatsuba multipliers.

The number of recursions in the hybrid Karatsuba multipiegiven by

r = [ogs(55 )1 +1 (4.18)

The ™" recursion ( < i < r) of them bit multiplier has3! multiplications. The
multipliers in this recursion have bit lengths:/2'] and [m/2¢]. For simplicity we
assume the number of gates required for|the2 | bit multiplier is equal to that of the
[m /2] bit multiplier. The total number of\ N D gates required is tha N D gates for

the multiplier in the final recursion (i.€:m/2"~'] bit multiplier) times the number of
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[m/27~1] multipliers present. Using Equation 4.6,

LAND = 3;_ (2:?11 ((2:”11 + 1) (4.19)

The number ofXOR gates required for thé” recursion is given byt[ 5] — 4.
The total number of two inpuk O Rs is the sum of theX O Rs required for last recur-
sion,#XOR,, ,, and theXORs required for the other recursiongXOR,,. Using
Equations 4.5 and 4.6,

r—2
#XOR =3""#XOR, ,+> 3#XOR,,
= (4.20)

— g1 (10[2212 - 7(%1 + 1) +§3i<4(;ﬁ . 4)

The delay of the hybrid Karatsuba multiplier (Equation 4.&lobtained by sub-
tracting the delay of &n /2711 bit simple Karatsuba multiplier from the delay of an
bit simple Karatsuba multiplier, and adding the delay ¢fig/2"~!] bit general Karat-

suba multiplier.

DELAYy(m) = DELAYs(m)
— DELAYs([m/2""']) + DELAYG([m/2"1])

(4.21)

Table 4.2: Comparison of the Hybrid Karatsuba MultipliertwiReported FPGA Imple-

mentations
Multiplier Platform Field | Slices | Delay | Clock | Computation| Performance
(ns) Cycles Time(ns) AT (us)
Grabbe [48] [50] | XC2V6000 | 240 1660 | 12.12 54 655 1087
Gathen [50] XC2V6000 | 240 1480 12.6 30 378 559
This work XC4V140 233 10434 16 1 16 154
XC2VP100 | 233 12107 | 19.9 1 19.9 241

44



1.1e+06

1e+06 |

900000

800000

700000

600000

Area * Delay

500000

400000

300000

200000

Simple Karatsuba —+— |
Binary Karatsuba ---x---
Hybrid Karatsuba ------

100000 | ¥

Number of bits

Fig. 4.3: m Bit Multiplication vs Areax Time

4.6 Performance Evaluation

The graph in Figure 4.3 compares the area time product fdnythad Karatsuba mul-
tiplier with the simple Karatsuba multiplier and the bind¢gratsuba multipliers for
increasing values ofn. The simple and binary Karatsuba multipliers were reimple-
mented and scaled for different field sizes. The results wbtained by synthesizing
using Xilinx’s ISE for a Virtex 4 FPGA. The area was determined by the number of
LUTSs required for the multiplier, and the time in nano seconttludes the I/O pad
delay. The graph shows that the area time product for theidharatsuba multiplier

is lesser compared to the other multipliers.

Table 4.2 compares the hybrid Karatsuba with reported FR@G#ementations of
Karatsuba variants. The implementations of [48] and [56]ssqguential and hence re-
quire multiple clock cycles, thus they are not suited fohpgrformance ECC. In order
to alleviate this, we proposed a combinational Karatsubliipliar. However to ensure
that the design operates at a high clock frequency, we perf@rdware replication.

For example, in a 233 bit multiplier, 14 bit and 15 bit gendfatatsuba multipliers are
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replicated, since the general Karatsuba multipliersagiliUTs efficiently. This gain is
reflected in Table 4.2.

4.7 Conclusion

In this chapter we discussed the finite field multiplicationtuWe proposed a hybrid
technique for implementing the Karatsuba multiplier. Owrgmsed design results in
best areax time product on an FPGA compared to existing works. The lylKarat-

suba multiplier forms the most important module for oungit curve crypto processor.
In the next chapter, we discuss the finite field inversion Whwould also use the hybrid

Karatsuba multiplier.
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CHAPTER 5

High Performance Finite Field Inversion for FPGA

Platforms

Theinverseof a non zero elementin the fieldGF(2™) is the element ™! € GF(2™)
suchthati-a=! = a~!-a = 1. Among all finite field operations, computing the inverse
of an element is the most computationally intensive. Yebitrfs an integral part of
many public key cryptography algorithms including ECC. Itherefore important to

have an efficient technique to find the multiplicative ineers

This chapter is organized as follows : the next section hased iscussion on
various multiplicative inverse algorithms and reasonswuyt the Itoh-Tsujii algorithm
is most suited for elliptic curve cryptography. Section 8eacribes the Itoh-Tsujii al-
gorithm and some of the reported literature on its implemgort. Section 5.3 derives
an equation to determine the number of clock cycles requodehd the inverse. Sec-
tion 5.4 proposes a generalized Itoh-Tsujii algorithm aresents a special case of the
generalized version called the quad-Itoh Tsujii algorithwhich is efficient for FPGA
platforms. This section also builds a controller that imnpdmts the quad-Itoh Tsujii
algorithm. Section 5.5 has the performance evaluation@ptioposed algorithm with

the best existing inverse algorithms available. The finetige has the conclusion.

5.1 Algorithms for Multiplicative Inverse

The most common algorithms for finding the multiplicativeerse are the extended
Euclidean algorithms (EEA) and the Itoh-Tsujii AlgorithdTA) [13]. Generally, the

EEA and its variants, the binary EEA and Montgomery [56] nsecalgorithms result



in compact hardware implementations, while the ITA is faside large area required
by the ITA is mainly due to the multiplication unit. All crypgraphic applications
require to perform finite field multiplications, hence thbardware implementations
require a multiplier to be present. This multiplier can besed by the ITA for inverse
computations. In this case the multiplier need not be camsidlin the area required by
the ITA. The resulting ITA without the multiplier is as congtaas the EEA making it

an ideal choice for multiplicative inverse hardware [44].

The Itoh-Tsuijii algorithm was initially proposed to find theultiplicative inverse
for normal basis representation of elements in the field2™)[13]. Since then, there
have been several works that improved the original algoréind adapted the algorithm
to other basis representations [57][58][59]. In [57], irsien in polynomial basis repre-
sentations of field elements was presented. In [58] addifi@ains were used efficiently
to compute the multiplicative inverse #7 clock cycles for an element represented in
polynomial basis in the field’F'(2'%%). In [59] a parallel implementation of ITA was
proposed to generate the inverseinclock cycles for the same field and basis repre-

sentation.

5.2 The Itoh-Tsujii Algorithm (ITA)

The Itoh-Tsujii Multiplicative Inverse Algorithm is based Fermat's little theorem, by

which the inverse of an elementc G F'(2™) is computed using Equation 5.1.

at=a?""2 (5.1)

The naive technique of implementing® requiresm —2) multiplications andm —
1) squarings. Itoh and Tsuijii in [13] reduced the number of iplittations required by
using addition chains. Aaddition chain[60] for n € N is a sequence of integers of the

formU = ( up w; uy ---u, )satisfyingthe properties
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o uy=1
e U =N
e u; =u; + uy, forsomek < j <1

Brauer chainsare a special class of addition chains in whjck- 7 — 1. An optimal

addition chainfor n is the smallest addition chain far

To understand how the Itoh-Tsujii algorithm works Equatiorb.1 is rewritten as

shown below.

ol = (azmﬂ—l)2

We reuse notations from paper [59]. FoeE N, let
Be(a) = a® " € GF(2™)

then,

a! = [Bu-1(a))?

In [59] a recursive sequence (Equation 5.2) is used with alitiad chain to com-
pute the multiplicative inversed;. ;(a) € GF(2™) can be expressed as shown in Equa-

tion 5.2. For simplicity of notation we shall represehta) by jy.

Brss(a) = (8)% B = (Be)? 53; (5.2)

As an example consider finding the inverse of an elemert GF(2*3). This
requires computings; (a) = >~ and then doing a squaring (i.ehs: (a)]2 = a™1).

A Brauer chain fo232 is as shown below.

Uy=( 1236714 28 29 58 116 232 ) (5.3)
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Table 5.1: Inverse of € GF(2?33) using generic ITA

Bu;(@) | Buyru(a) Exponentiation
1| Bi(a) a
2 | Bafa) Bir1(a) (51)2151 =a¥!
3 | Bs(a) Bat1(a) (52)2151 =a?!
4 | Bs(a) B3y3(a) (83)%° B3 = a® !
5 Br(a) Bet1(a) (ﬁ6)2151 =a?!
6 | fula) | Bria(a) (B0)* Br = a®' !
7 | Pwla) | Praria(a) (514)214514 = ¢!
8 | Bala) Bags1(a) (ﬁQS)Qlﬁl = a1
9 | Bssla) | Bagyaela (529)229529 2

(a)
CL) 558—&-58(@) (658)258ﬁ58 _ a2116*1

(
(a) 5116+116(a) <5116>21165116:a2232—1

— =
— O
o
W =
N O

Computingfass(a) is done inl0 steps with231 squarings and0 multiplications as

shown in Table 5.1.

In general ifl is the length of the addition chain, finding the inverse of Ement
in GF(2™), requiresl — 1 multiplications andn — 1 squarings. The length of the
addition chain is related tex by the equatiorl < |logom| + hw [60], (wherehw
is the hamming weight of the binary representatiomdf therefore the number of

multiplications required by the ITA is much lesser than thigthe naive method.

5.3 Clock Cycles for the ITA

In the ITA for field GF'(2™), the number of squarings required is as highad-urther
from Table 5.1, it may be noted that most of the squaringsiredis towards the end of
the addition chain. The maximum number of squarings at anycpéar step could be
as high as; /2. Although the circuit for a squarer is relatively simpleg frge number
of squarings required hampers the performance of the ITAr&ightforward way of

implement the squarings would requirg/2 clock cycles at each step. The technique
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Fig. 5.1: Circuit to Raise the Input to the Power265f

used in [58] and [59] cascades(whereu, is an element in the addition chain) squarers
(Figure 5.1) so that the output of one squarer is fed to thatiofthe next. If the number

of squarings required is less thap, a multiplexer is used to tap out interim outputs.
In this case the output can be obtained in one clock cyclénelinumber of squarings
required is greater tham,, the output of the squaring block is fed back to get squares
which are a multiple ofu,. For example, ifu; (u; > u,s) squarings are needed, the
output of the squarer block would be fed bdek/u] times. This would also require

[u;/us] clock cycles.

In addition to the squarings, each step in the ITA has exawtly multiplication
requiring one clock cycle. The total number of clock cyclegquired for this design,
assuming a Brauer chain, is given by Equation 5.4. The suromatithe equation is
the clock cycles for the squarings at each step of the algoriThe(/ — 1) term is due

to the(/ — 1) multiplications. The extra clock cycle is for the final sgaat

l

#ClockCycles =1+ (1 —1) + Z(MW
! - (5.4)
=1+ Y[y
1=2 Us

In order to reduce the clock cycles a parallel architectuas proposed in [59]. The
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reduced clock cycles is achieved at the cost of increasetiMaae. In the remaining
part of this section we propose a novel ITA designed for th&&Rrchitecture. The
proposed design, though sequential, requires the sameenwhblock cycles as the

parallel architecture of [59] but has better axéiane product.

5.4 Generalizing the Itoh-Tsujii Algorithm

The equation for the square of an elememrt G F'(2™) is given by Equation 5.5, where

p(z) is the irreducible polynomial

m—1

a(z)® =Y a;z* modp(z) (5.5)

1=0

This is a linear equation and hence can be represented imtimedf a matrix (") as
shown in the equation below.

a?=T-a

The matrix depends on the finite fiefd/'(2™) and the irreducible polynomial of the
field. Exponentiation in the ITA is done with squarer cirsuitWe extend the ITA so
that the exponentiation can be done with @hycircuit and not just squarers. Raising
to the power o2 is also linear and can be represented in the form of a matskasn

below.

For anya € GF(2™) andk € N, Define,

ax(a) = a®" ! (5.6)
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Theorem 5.4.11f a € GF(2™) , oy, (a) = a*™ ' and oy, (a) = a2~ then

Oty (@) = (g, ()", ()
whereky, ky, andn € N

Proof

RHS= (ay, (a)*"* ax,(a)

= (a2"'“1—1)2"’“2 (a2"k2—1>
= (@2 ey
— (QZ”(’“”’“?)—l)

= ak1+k2(a)

= LHS

Theorem 5.4.2 The inverse of an elemeatc GF'(2™) is given by

L {aml (a)r whenn | (m — 1)

n

2
{(qu(a))zrﬁT(a)] whenn f (m — 1)
whereng +r =m — 1 andn, ¢, andr € N

Proof Whenn | (m — 1)
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Whemn 1 (m — 1)

(@@)? (@) = [@ 7 @]
@2@“—1} 2

2

[ m—1__
— |2 1}

= ail
We note that elliptic curves over the fieldF'(2) used for cryptographic purposes

[14] have an oddn, therefore we discuss with respect to such values ailthough the

results are valid for altn. In particular, we consider the case wheg- 2; such that

ag(a) =a” ~

To implement this we requirguad circuits. To show the benefits of using a quad
circuit on an FPGA instead of the conventional squarer, idenghe equations for a
squarer and a quad for an elemefit) € GF'(2°) (Table 5.2). The irreducible polyno-
mial for the field isz? + = + 1. In the table}y - - - bg are the coefficients df(x). The
#LUTs column shows the number of LUTs required for obtairtimg particular output
bit.

We would expect the LUTs required by the quad circuit be twhee of the squarer.
However this is not the case. The quad circuit's LUT requigamis only 1.5 times that
of the squarer. This is because the quad circuit has a loweepge ofinder utilized
LUTs (Equation 4.9). For example, from Table 5.2 we note that wubit 4 requires
threeXOR gates in the quad circuit and only one in the squarer. Howbwegh circuits
require onlyl LUT. This is also the case with output kit This shows that the quad

circuit is better at utilizing FPGA resources compared ®thuarer. Moreover, both
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Table 5.2: Comparison of LUTs Required for a Squarer and Quanli€for GF(29)

Output| Squarer Circuit Quad Circuit
bit b(z)?> | #LUTs b(x)? #LUTs
0 bo 0 bo 0
1 b 0 by 0
2 by + b5 1 bs + by 1
3 be 0 bs + by 1
4 by + bg 1 by + b3 + bs + b7 1
5 by 0 bs 0
6 bs + bg 1 b + bs 1
7 bs 0 by + bs 1
8 by + bg 1 by + by + bs + bs 1

Total LUTs 4 6

Table 5.3: Comparison of Squarer and Quad Circuits on Xilimexi4 FPGA

Field Squarer Circuit Quad Circuit| Size ratio
#LUT,
#LUTs Delay (ns) #LUTy Delay (ns) 2(#LUTS)

GF(2™) | 96 | 1.48 | 145 | 1.48| 0.75
GF(2%3) | 153 | 1.48 | 230 | 1.48| 0.75

circuits have the same delay of one LUT. If we generate thetiquower by cascading
two squarer circuits (i.€b(x)?)?), the resulting circuit would have twice the delay and

require 25% more hardware resources than a single quadtcircu

These observations are scalable to larger fields as showabie 5.3. The circuits
for the finite fieldsGF(223%) and GF(2'%) use the irreducible polynomials®?® +
2™ + 1 andz'® + 2! + 1 respectively. They were synthesized foK#inx Virtex 4
FPGA. The table shows that the area saved even for large feldsout25%. While

the combinational delay of a single squarer is equal to thtteoquad.

Based on this observation we propospiad-ITAusing quad exponentiation circuits
instead of squarers. The procedure for obtaining the ievensan oddm using the

quad-ITA is shown in Algorithm 5.1. The algorithm assumes augr addition chain.
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Algorithm 5.1: gitmia (Quad-ITA)
Input: The element. € GF(2™) and the Brauer chain
U={1,2,---,2 m—1}
Output: The multiplicative inverse !

1 begin
2 l=lengthU)
3 a’> =hmul(a,a);/* hmul : hybrid Karatsuba multiplier =/

; /* proposed in Algorithm4.2 */
4 ay=a=d"a

5  foreachu; e U(2<i<I[—1)do
6 P = Ui

7 q = U — Ui—1

8 o, = hmul(a}’, ay)

9 end

10 at=hmula, @, )

11 end

The overhead of the quad-ITA is the need to precomptit&ince we do not have a
squarer this has to be done by the multiplication block, Wisgresent in the architec-
ture. Using the multiplication unit, cubing is accomplidhie two clock cycles without
any additional hardware requirements. Similarly, the fgtalaring can be done in one

clock cycle by the multiplier with no additional hardwarejoered.

Consider the example of finding the multiplicative inversamg&lement € G F(2233)
using the quad-ITA. From Theorem 5.4.2, setting 2andm = 233,a™" = [azx2(a)]* =

92.116 _1 _

[a116(a)]?. This requires computation of,14(a) = a a*"°~! and then doing a
squaringa—! = (a116(a))?. We use the same Brauer chain (Equation 5.3) as we did in
the previous example. Excluding the precomputation stemputinga;6(a) requires

9 steps. The total number of quad operations to compuiga) is 115 and the number

of multiplications is9. The precomputation step requirg€lock cycles and the final
squaring takes one clock cycle. In ak multiplications are required for the inverse

operation. In general for an addition chain far— 1 of length/, the quad-ITA requires
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two additional multiplications compared to the ITA implem&tion of [59].

#Multiplications : | + 1 (5.7)

The number of quad operations required is given by

#QuadPowers : (m2— D —1 (5.8)

The number of clock cycles required is given by the Equati® Bhe summation
in the equation is the clock cycles required for the quadladile [ + 1 is the clock

cycles of the multiplier.

-1

#ClockCycles = (1+1)+ > [

i—2 Us

U; — Ui—1

] (5.9)

The difference in the clock cycles between the ITA of [59] (Btion 5.4) and the
guad-ITA (Equation 5.9) is

Uy — Up—

[ —1] (5.10)

Us

Table 5.4: Inverse of € GF(2%%) using Quad-ITA

g, (a) | Quyru (@) Exponentiation

1 | ai(a) a’

2 as(a) ay41(a) (a1)41a1 — g1

3 | asz(a) agi1(a) (a2)41a1 = g4-1

4 | agla) | asys(a) (as)¥as = at™?

5 | ar(a) agr1(a) (046)41041 = g4'1

6 | awn(a) | arr(a) (ar) a7 = a1

7 | ass(a) | ansria(a) (a14)4lja14 — !
29

8 Oégg(@) 0628+1(CL) (0428)29061 = CL4 -1
58

9 | ass(a) | aagize(a) (0429)458 o9 = a*" !
116

10 | agela) | assiss(a) (0458)4 asg =at !
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Fig. 5.2: Quad-ITA Architecture fof F'(223%) with the Addition Chain 5.3

In general for addition chains used in ECC, the valueofu;_, is as large agm—1)/2

and much greater than,, therefore the clock cycles saved is significant.

quad circuit — 3

Multiplexer[—*

77>: quad circuit = (1) - - - —-1—- - - - - -
,,,,,,,,,, | |

,,,,,,,,,,,,,,,,, J

!

- o
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Fig. 5.3: Quadblock Design: Raises the Input to the Powef of

58



5.4.1 Hardware Architecture

To compare the proposed quad-ITA with other reported ivargplementations we
develop a dedicated processor shown in Figure 5.2 that gisehe inverse of the input
a € GF(2?%). Generating the inverse requires the computation of thessteTable
5.4 followed by a squaring. The main components of the achite is a finite field
multiplier and a quadblock. The multiplier is an implemeiuta of the hybrid Karatsuba
algorithm (Section 4.5.1). The quadblock (Figure 5.3) ¢sie®f 14 cascaded circuits,
each circuit generating the fourth power of its inputy:lf is the input to the quadblock,
the powers ofjin generated arein?, gin’, ¢in* --- ¢in*"'. A multiplexer in the
guadblock, controlled by the select lings:l, determines which of th&4 powers gets

4qsel

passed on to the output. The output of the quadblock can besemted agin

Two buffers MOUT and QOUT store the output of the multiplier and the quad-
block respectively. At every clock cycle, either the muigpor the quadblock (but not
both) is active (Then signal if 1 enables either th®/ OUT, otherwise theQOUT
buffer). A register bank may be used to store results of etegh (g,,,) of Algorithm

5.1. Aresultis stored only if it is required for later comatibns.

The controller is a state machine designed based on the eldaierand the number
of cascaded quad circuits in the quadblock. At every cloaite;ycontrol signals are
generated for the multiplexer selection lines, enableséduffers and access signals
to the register bank. As an example, consider the computaid Table 5.4. The
corresponding control signals generated by the contrllas shown in Table 5.5. The
first step in the computation ef ! is the determination of®>. This takes two clock
cycles. In the first clockg is fed to both inputs of the multiplier. This is done by
controlling the appropriate select lines of the multiplexerhe resultg?, is used in the
following clock along witha to producea®. This is stored in the register bank. The
second step is the computation@f(a). This too requires two clock cycles. The first

clock uses:® as the input to the quadblock to compl(ma)‘*l. In the next clock, this
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Table 5.5: Control Word fo6; F'(2%3%) Quad-ITA for Table 5.4

Step Clock | sell sel2 sel3 gsel en
a;(a) 1 0 0 X x 1
2 0 2 X X 1
as(a) 3 X X 0 1 0
4 1 1 X X 1
as(a) 5 X X 0 1 0
6 1 1 X X 1
ag(a) 7 X X 0 3 0
8 2 1 X X 1
ar(a) 9 X X 0 1 0
10 1 1 X X 1
ag4(a) 11 X X 0 7 0
12 2 1 X X 1
Oégg(@) 13 X X 0 14 0
14 2 1 X X 1
ang(a) 15 X X 0 1 0
16 1 1 X X 1
asg(a) 17 X X 0 14 0
18 X X 1 14 0
19 X X 1 1 0
20 2 1 X X 1
Oénﬁ(CL) 21 X X 0 14 0
22 X X 1 14 0
23 X X 1 14 0
24 X X 1 14 0
25 X X 1 2 0
26 2 1 X X 1
FinalSquare 27 2 2 X X 1
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is multiplied with a® to produce the required output. In general, computing aey st
oy, (@) = o, 1, () takesl + [$2] clock cycles. Of this[ 121 clock cycles are used by
the quadblock, while the multiplier requires a single clogkle. At the end of a step,

the result is present M OUT.

Addition Chain Selection Criteria

The length of the addition chain influences the number ofictycles required to com-
pute the inverse (Equations 5.4 and 5.9), hence propettiegied the addition chain is
critical to the design. For a given, there could be several optimal addition chains. It
is required to select one chain from available optimal chaifhe amount of memory
required by the addition chain can be used as a secondacyiseleriteria. The mem-
ory utilized by an addition chain is the registers requir@dstorage of the results from
intermediate steps. The result of stefja) is stored only if it is required to be used in

any other stepy;(a) andj > i + 1. Consider the addition chain in 5.11.
Uy=(12 356 12 17 29 58 116 232 ) (5.11)

Computingas(a) = asy3(a) requiresas(a), thereforens(a) needs to be stored. Simi-
larly, a1 (a), as(a) anda;s(a) needs to be stored to computg(a), a17(a) andasg(a)

respectively. In all four registers are required. Minimgithe number of registers is
important because, for cryptographic applicationss generally large, therefore each

register’s size is significant.

Using Brauer chains has the advantage that for every steppettee first), at least
one input is read from the output of the previous step. Theuwubf the previous
step is stored il/OUT, therefore need not be read from any register and no storage
is required. The second input to the step would ideally beublilog. For example,
computinga;6(a) requires onlyass(a). Sinceass(a) is the result from the previous

step, it is stored i/ OUT. Therefore, computing;4(a) does not require any stored

61



values.

Design of the Quadblock

The number of quad circuits cascaded)(has an influence on the clock cycles, fre-
guency and area requirements of the quad-ITA. Increasiaghttimber of cascaded
blocks would reduce the number of clock cycles (Equatior) BEequired at the cost

of an increase in area and delay.

Let a single quad circuit requidg LUTs and have a combinational delaytgf For
this analysis we assume thgincludes the gate delay as well as the path delay. We also
assume that the path delay is constant. The valugsasfdt, depend on the finite field
GF(2™) and the irreducible polynomial. A cascadewfquad circuits would require

us - I, LUTs and have a delay of; - ¢,,.

In order that the quadblock not alter the frequency of opanat:;, should be se-
lected such that, - ¢, is less than the maximum combinational delay of the entire
design. In the quad-ITA hardware, the maximum delay is from Karatsuba multi-
plier, therefore we seleet, such that the delay of the quadblock is less than the delay
of the multiplier.

us - t, < Delay of multiplier

However, reducing,, would increase the clock cycles required. Therefore wectele

so that the quadblock delay is close to the multiplier delay.

The graph in Figure 5.4 plots the computation delay (cloakogein nanoseconds
x the clock cycles) required versus the number of quads in tlael-GTA for the field
GF(2?%). For small values of, the delay is mainly decided by the multiplier, while
the clock cycles required is large. For large number of aesahe delay of the quad-
block exceeds that of the multiplier, therefore the delaghefcircuit is now decided by

the quadblock. Lowest computation time is obtained withuatbl 1 cascaded quads.
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Fig. 5.4: Clock Cycles of Computation Time versus Number of GuadQuadblock on
a Xilinx Virtex 4 FPGA for GF'(2%33)

For this, the delay of the quadblock is slightly lower thae thultiplier. Therefore,
the critical delay is the path through the multiplier, whillee clock cycles required is
around30. Therefore for the quad-ITA in a field F(2*3%), 11 cascaded quads result in
least computation time. However, in order to make the cloaies required to com-
pute the finite field inverse i6'F'(2233) equal to the parallel implementation of [59}
cascaded quads are used even though this causes a margieasain the computation

time (which is still quite lesser than the parallel implern@ion at0.55.sec).

5.5 Experimental Results

In this section we compare our work with reported finite figidarse results. We also

test our design for scalability over several fields.

The graph in Figure 5.5 shows the scalability of the quad-#i8l compares it with
a squarer-ITA. The design of the squarer-ITA is similar tatthf the quad-ITA (Figure
5.2) except for the quadblock. The quad circuits in the gleadds replaced by squarer
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Fig. 5.5: Performance of Quad-ITA vs Squarer-ITA Implenagion for Different Fields
on a Xilinx Virtex 4 FPGA

circuits. Both the quadblock and squarer block have the sam#baear of cascaded
circuits. The platform used for generating the graph X§lenx Virtex 4 FPGA The X
axis has increasing field sizes (see the Appendix for listtiefifields), and the Y axis

has the performance metric shown below.

frequency

Slices x ClockCycles

Performance =

(5.12)

The slices is the number of slices required on the FPGA as reported bpx&l ISE
synthesis tool. The graph shows that the quad-ITA has bettéormance compared to

the squarer-ITA for most fields.

Table 5.6 compares the quad-ITA with the best reported ITé liontgomery in-
verse algorithms available. The FPGA used in all designkas(ilinx Virtex E The
guad-ITA has the best computation time and performance aozdpto the other im-
plementations. It may be noted that the larger area compargB] and [59] of the
guad-ITA is because it uses distributed RAM [61] for registevhile [58] and [59] use
block RAM [39]. The distributed RAM requires additional CLB oesces while block
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Table 5.6: Comparison for Inversion on Xilinx Virtex E

Implementation | Algorithm Platform Field Slices Frequency | Clock Computation Performance
(MHz) Cycle Time (Equation 5.12)
) () (c/f)

Dormale [62] Montgomery | XCV2000E 160 890 50 - 9.71psec 115.7
XCV2000E 256 1390 41 - 18.7usec 38.4

Crowe [63] Montgomery | XCV2000E 160 1094 51 - 6.28usec 1455
XCV2000E 256 1722 39 - 13.17usec 441

Henriquez [58] | ITA XCV3200E | 193 10065 21.2 27 1.33usec 78

Henriquez [59] Parallel ITA XCV3200E 193 11081 21.2 20 0.94psec 95.7

This work quad-ITA XCV3200E 193 11911 36.2 20 0.55usec 152.1

RAM does not.

5.6 Conclusion

This chapter discusses the finite field inverter requiredHerelliptic curve crypto pro-
cessor. The Itoh-Tsuijii algorithm was used for the invarsié\ generalized version
of the ITA was proposed that improves the utilization of FP@&&ources. With this
method, we show that raising an element by a power of 4 (quachtipn) on an FPGA
is more compact and faster than using squarers. Thus theogeaation forms the core
of an improved ITA algorithm called the quad-ITA. The quadltakes least number
of clock cycles, has lesser computational time and hasred¢téormance compared
to the best reported inversion algorithms. The quad-ITAsidufor the final inversion

required in the elliptic curve crypto processor. This ixdssed in the next chapter.
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CHAPTER 6

Constructing the Elliptic Curve Crypto Processor

This chapter presents the construction ofedliptic curve crypto processofECCP)
for the NIST specified curve [14] given in Equation 6.1 ovee thinary finite field
GF(2%3).

v 4oy =2 +ar® +b (6.1)

The processor implements the double and add scalar meidtin algorithm described
in Algorithm 3.1. The processor (Figure 6.1), is capable @hd the elliptic curve

operations of point addition and point doubling. Point dowbis done at every iteration
of the loop in Algorithm 3.1, while point addition is done fevery bit set to one in the

binary expansion of the scalar inpkit The output produced as a result of the scalar

L Qin
Qout
A0
Regbank Arithmetic
Al Co
Unit
A2
! c1
kP A3
T A
| c[10:25] ¢[0:9],c[29:26]
ROM - Control Unit

curve constant
and basepoint

Fig. 6.1: Block Diagram of the Elliptic Curve Crypto Processor



multiplication is the product P. Here, P is the basepoint of the curve and is stored in
the ROM in its affine form. At every clock cycle, the registank fegbank containing
dual ported registers feed theithmetic unit(AU) through five busesA0, A1, A2, A3
andQin). Atthe end of the clock cycle, results of the computatiansiored in registers
through buseg’0, C'1 andQout. There can be at most two results produced at every
clock. Control signalsd0] - - - ¢[32]) generated every clock cycle depending on the
elliptic curve operation control the data flow and the comfiah done. Details about
the processor, the flow of data on the buses, the computatmresetc. are elaborated

in following sections.

The scalar multiplication implemented in the processorigtiFe 6.1 is done using
the Lopez-Dahab (LD) projective coordinagystem. The LD coordinate form of the

elliptic curve over binary finite fields is

Y2+ XYZ =X +aX*Z%+b2* (6.2)

In the ECCPy is taken as 1, whilé is stored in the ROM along with the basepoint
P. Equations for point doubling and point addition in LD cooates are shown in

Equations 3.10 and 3.11 respectively.

During the initialization phase the curve constamaind the basepoirf® are loaded
from the ROM into the registers after which there are two cotaponal phases. The
first phase multiplies the scalaro the basepoinP. The result produced by this phase
is in projective coordinates. The second phase of the caatipatconverts the projec-
tive point result of the first phase into the affine poi®. The second phase mainly
involves an inverse computation. The inverse is comput@tgube quad Itoh-Tsujii

inverse algorithmproposed in Algorithm 5.1.

The next section describes in detail the ECCP. Section 6.2idesdhe implemen-
tation of the elliptic curve operations in the processorctf®a 6.3 presents the finite

state machine that implements Algorithm 3.1. Section 6sitha performance results,

67



: c[21]
: 0
i - c[10 0
| MUX [ ]W: ad1 RAl outl - :
! IN1 > MUX |
| 0[11]_> ad2 RAZ out. —;_&
i :1 c[12] - |we OUTl !
o c[25] > 3
: ¢[22] !
: Y 1
3 " c[14:13] adl RBL outl ;O !
din |
IN2[~ciie1s] MUX ' a2
! . ad2 R out: Nall
cL 1 > B * oUTZ B
e ‘
! c[17] we RB L Y \k !
¢[32],¢[30] .
MUX || Qin
00 RE, 23] Y
- ouTY!
0 J1 !
Qolt 01 MUX - MUX A1
> “ c[18 outs >
| adl 1 Y I
i IN3 W Rq outl 1 :
! 1 1x c[19] 22 ] - !
i E—— C[20]—> e RC2 outz—l : i3

Fig. 6.2: Register File for Elliptic Curve Crypto Processor

while the final section has the conclusion.

6.1 The Elliptic Curve Cryptoprocessor

This section describes in detail the register file, arithenanit and the control unit of

the elliptic curve crypto processor.

6.1.1 Register Bank

The heart of the register file (Figure 6.2) are eight regssteach of size 233 bits. The
registers are used to store the results of the computations dt every clock cycle.
The registers are dual ported and arranged in three bahksRB, andRC'. The dual

ported RAM allows asynchronous reads on the limed andout2corresponding to the
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Table 6.1: Utility of Registers in the Register Bank

Register| Description

RA, 1. During initialization it is loaded witlP,.
2. Stores the: coordinate of the result.
3. Also used for temporary storage.
RA, StoresP,.
RB, 1. During initialization it is loaded wittP,.
2. Stores the coordinate of the result.
3. Also used for temporary storage.
RB, StoresP,.
RB3 Used for temporary storage.
RB, Stores the curve constant
RC; 1. During initialization it is set td.
2. Storez coordinate of the projective result.
3. Also used for temporary storage.
RCs Used for temporary storage.

address on the address liretl andad2respectively. A synchronous write of the data
ondinis done to the location addresseddil. Thewesignal enables the write. On the
FPGA, the registers are implemented as distributed RAM[&iLgvery clock cycle, the
register file is capable of delivering five operands (on bul&sAl, A2, A3 andQin)

to the arithmetic unit and able to store three results (fraosebC'0, C'1 andQout). The
inputs to the register file is either the arithmetic unit ausp the curve constant Of
Equation 6.2), or the basepoifit= (P,, P,).

Multiplexers MU XIN1, MUXIN2 andMU X I N3 determine which of the three
inputs gets stored into the register banks. Further, bitheéncontrol word select a
register, or enable or disable a write operation to a pdaicegister bank. Multiplexers
MUXOUT1, MUXOUT2, MUXOUT3 and MU XOUT4 determine which output
of a register bank get driven on the output buses. Table @dshow the each register

in the bank is utilized.
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Fig. 6.3: Finite Field Arithmetic Unit

6.1.2 Finite Field Arithmetic Unit

The arithmetic unit (Figure 6.3) is built using finite fieldtametic circuits and orga-
nized for efficient implementation of point addition (Egoat3.11) and point doubling
(Equation 3.10) in LD coordinates. The AU has 5 input$ o A3 andQin) and 3
outputs C'0, C'1 andQout). The main components of the AU is a quadblock and a
multiplier. The multiplier is based on theybrid Karatsuba algorithn{Section 4.5.1).

It is used in both phases (during the scalar multiplicatibage and conversion to affine
coordinate phase) of the computation. Tdeadblockis designed according to Fig-
ure 5.3. Here, the quadblock consistsldfcascaded quad circuits and is capable of

" The quadblock is used only for inversion

generating the outpout = Qin™
which is done during the final phase of the computation. ThénAblseveral adders and
squarer circuits. These circuits are small compared to thiéphier and the quadblock

and therefore contribute marginally to the overall arealatehcy of the processor.
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6.1.3 Control Unit

At every clock cycle the control unit produces a control wo@ntrol words are pro-
duced in a sequence depending on the type of elliptic cureeadipn being done. The
control word signals control the flow of data and also dedmedperations performed
on the data. There are 33 control signal8|(to ¢[32]) that are generated by the control
unit. The signalg|0] to ¢[9] control the inputs to the finite field multiplier and the out-
putsC0 andC'1 of the AU. The control lineg[26] to ¢[29] are used for the select lines
to the multiplexer in the quadblock (Figure 5.3). The renmajrcontrol bits are used in
the register file to read and write data to the registers.i@e6t3 has the detailed list

of all control words generated.

6.2 Point Arithmetic on the ECCP

This section presents the implementation of LD point addiind doubling equations
on the ECCP.

6.2.1 Point Doubling

The equation for doubling the poiftin LD projective coordinates was shown in Equa-
tion 3.10 and is repeated here (Equation 6.3). [30]. Thetimguired for doubling is
the pointP = (X3,Y7, Z;) and the output is its doubl2P = (X3, Y3, Z3). The equa-
tion show that four multiplications are required (assuming 1). The ECCP has just

one multiplier, which is capable of doing one multiplicatiper clock cycle. Hence, the
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ECCP would require at least four clock cycles for computingdbeble.

Zy =X} 73

X3=X/+b-2}

(6.3)

Ys=b-Z} Zs+X5-(a-Zs+Y2+b-Z})

This doubling operation is mapped to the elliptic curve g using Algorithm

6.1.

Algorithm 6.1: Hardware Implementation of Doubling on ECCP

Input: LD Point P=(Xy, Y7, Z1) present in registerd{A,, RB,, RC})
respectively. The curve constanis present in registeR B,
Output: LD Point 2P=(X3, Y3, Z3) present in registerddA,, RB;, RC)

respectively.

1 RB; = RBy - RC?

2 RC, = RA%. RC?

3 RA; = RAY + RB;s

4 RBy = RB3- RC, + RA, - (RC, + RB? + RBs3)

Table 6.2: Parallel LD Point Doubling on the ECCP

Clock | Operation 1 (0)

Operation 2('1)

1 | RC, = RAZ- RC?

A WN

RB3 - RB3 . RB4
RC, = (RAY + RB3) - (RCy + RB? + RB;)
RBl = RBg : RCl + RC2

RB; = RC?

RA; = (RA} + RBs)

Table 6.3: Inputs and Outputs of the Register File for Pointiidog

Clock| A0 A1 A2 A3 | CO (1
1 RA, RC - - RCy RB;s
2 - RBy RBs - | RBj
3 RA, RBs RBy, RC)| RC; RA
4 RB; RC - RCy | RBy -
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On the ECCP, the LD doubling algorithm can be parallelized tmmete in four
clock cycles as shown in Table 6.2 [64]. The parallelizatfobased on the fact that the
multiplier is several times more complex than the squardradder circuits used. So,
in every clock cycle the multiplier is used and it produces ofithe outputs of the AU.

The other AU output is produced by additions or squaring ajpamns alone.

Table 6.3 shows the data held on the buses at every clock ¢yalso shows where
the results are stored. For example, in clock cycle 1, théetds of the registerR A,
and RC; are placed on the bus0 and A1 respectively. Control lines in/U X A and
MUX B of the AU are set such that0? and A1 are fed to the multiplier. The output
multiplexersM U X C and MU X D are set such that/ and A1* are sent on the buses
C0 andC1. These are stored in registeR&;, and R B; respectively. Effectively, the
computation done by the AU aieC, = RA? - RC? and RB; = RC{. Similarly the

subsequent operations required for doubling as state@iaré.performed.

A:y2~le+Y1
B=uay - Z1+X;
C=2-B
D=B* (C+a-Z})
Zs = C*
(6.4)
E=A.C
Xs=A*+D+E
F=X3+2y-Zs
G = (z2+y2) - Z3

Ys=(E+Z3)-F+G
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6.2.2 Point Addition

The equation for adding an affine point to a point in LD prdjexicoordinates was
shown in Equation 3.11 and repeated here in Equation 6.4. eghation adds two
points P = (X1,Y1,Z;) and@ = (z9,y2) Where@ # +P. The resulting point is
P+ Q= (X3,Y3,7Z3).

Algorithm 6.2: Hardware Implementation of Addition on ECCP
Input: LD Point P=(X1, Y7, Z;) present in registerd{A,, RB;, RC")
respectively and Affine Point Q=¢{, 1») present in registerd{A,, RB,)
respectively
Output: LD Point P+Q=(X3, Y3, Z3) present in registerdi{A,, RB,, RC})

respectively
lRBlzRB2R012+RBl, [+ A */
ZRAlzRAQ'RC1+RA1; [* B */
3R83:R01RA1, [+ C */
5 RCy, = RB?; [* Z3 x|
GRCQZRBl'RBg; [+ E */
7RA1:RB%+RA1+RCQ, [ * X3 * [
8RB3:RA1+RA2R012, [ F */
9 RB; = (RAy + RBy) - RC?; [+ G */
10 RB; = (RCQ + RCl) . RBg + RBy ; [ * Y:g *
Table 6.4: Parallel LD Point Addition on the ECCP
Clock | Operation 1 () Operation 2()

1 RBl - RBQ : RC% + RBl =

RB, = (RA; + RBy) - RC? -
RB; = (RCy + RCy) - RBs + RB; | -

2 RAI = RA2 : RCl + RAl =

3 RB3 = RC; - RA; -

4 | RA, = RA% . (RB; + RC?) i

6 RC, = RB? RBs = RA, + RA, - RB?
7

8

The addition operation is mapped to the elliptic curve hamdwusing Algorithm
6.2. Notea is taken ad. On the ECCP the operations in Algorithm 6.2 are scheduled
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Table 6.5: Inputs and Outputs of the Register Bank for Pointi¥aid

Clock| A0 A1 A2 A3 | CO (1
1 RBy, RC, RB, - |RB -
2 RA, RC, RA, - | RA -
3 RA, - - RC, | RBy -
4 RA, RCy RBs - | RA -
5 RA, RBs RBy, - | RCy RA
6 RA, RBs RAy - RC, RB;s
7 RB, RC, RA, - | RDB; -
8 RB; RC, RB, RC,|RDB -

efficiently to complete in eight clock cycles [64]. The schledl operations for point
addition is shown in Table 6.4, and the inputs and outputh@feégisters at each clock

cycle is shown in Table 6.5.

-

Fig. 6.4: The ECCP Finite State Machine

6.3 The Finite State Machine (FSM)

The three phases of computation done by the ECCP, namely tiadizaition, scalar
multiplication and projective to affine conversion phaseiarplemented using the FSM

shown in Figure 6.4. The first three states of the FSM do th&liziation. In these
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Table 6.6: Inputs and Outputs of Regbank for Every State

State Regbank Outputs Regbank Inputs
A0 Al A2 A3 Qin
InitL - B B B B CO :RAj| = P, ,C1:RB; = P, RCy = 1
Init2 - - - - - CO0 :RA3 = P, ;C1:RBy = Py
Init3 - - - - - C1:RBy =b
D1 RA; RC; - - - CO :RCy = RAT - RC};C1 :RBg = RC}
D2 - RB; RBs - - CO :RB3 = RB3 - RB,
D3 RA, RB3 RB; RCi - CO :RC3 = (RA} + RB3) - (RC1 + RB? + RB3);
C1:RA; = (RA? + RB3)
D4 RB3 RCj - RCy - CO0 :RB; = RB3 - RCy + RCy
Al RB; RC; RBj - - CO :RBy = RB; - RC? + RB;
A2 RA; RCi; RA, - - CO0 :RA| = RAy - RCy + RA;
A3 RA, - - RCy - CO0 :RB3 = RC; - RA;
A4 RA1 RC; RBs - - CO :RA; = RA2 . (RB3 + RC?)
A5 RA, RBs RB; - - CO :RC3 = RB; - RB3;C1:RA; = RB? + RA, + RB; - RB3
A6 | RA; RB3 RA; - - CO :RCy = RBZ;C1:RB3 = RA| + RAy - RB2
A7 RB, RC; RA, - - CO :RBy = (RAs + RB3) - RC?
A8 RB3 RC; RB; RC, - CO0 :RB; = (RCy + RC;) - RB3 + RB;
11 - RC, - - - CO0 :RC, = RC? - RCy
12 - RCy - - - CO0 :RB3 = RCH . RCy
13 - RC1 RBs - - CO0 :RB3 = RBi1 - RC}
14 - - - - RB3 | Qout:RCy = RBj
15 - RC; RBs - - CO :RB3 = RCy - RB3
16 - RCi1 RBj - - CO0 :RBj3 = RB} - ROy
17 - - - - RB3 | Qout:RC3 = RB]
18 - RC; RBs - - CO0 :RB3 = RC5 - RBs
19 - - - - RB3 | Qout:RC3 = RB}*
110 - RCy RBj - - CO0 :RB3 = RCy - RB3
111 - RC1 RBj - - CO0 :RB3 = RBj - RCy
112 - - - - RB3 | Qout:RCy = RB1*
113 - - - - RC3 | Qout:RCsy = ch‘*
114 - RCy RBj - - CO :RB3 = RC} - RB3
115 - - - - RB3 | Qout:RCy = RBI*
116 - - - - RC> | Qout:RCy = RC%‘I
117 - - - - RC3 | Qout :RCq = RC%4
118 - - : - RC3 | Qout :RCy = rola
119 - - - - RCo Qout :RCo = RC%
120 - RC; RBs - - CO0 :RB3 = RC5 - RB3
121 - RBg3 - - - CO :RCy = RB2
122 | RA; RC, - - - CO0:RA; = RA] - RCy
123 RB1 RC; - - - CO :RB; = RB; - RC?
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Table 6.7: Control Words for ECCP

State Quadblock Regfile MUXIN Regfile MUXOUT Regbank signals AU Mux C and D AU Mux A and B
€29 - - €26 €32€30€25C24 €31€23€22€21 €20 - - €10 c9---Ce C5 €0
Initl XXX X 1010 00xx 1x01xx001x0 0000 000000
Init2 XXX X 1010 00xXx Oxx1xx011x1 XXX X XXX XXX
Init3 XXX X IxxXx XX XX Oxx1xx110xx XXX X XXX XXX
D1 XXX X 001x 00x0 1x01xx100x0 1000 001001
D2 XX XX 000x x10x O0xx111100xx xx00 000010
D3 XXX X 00x1 0100 101010001x0 1100 100100
D4 XXX X 000x 00x1 010110000xx xx11 000000
Al XXX X 000x 0001 0x0101000xx xx01 001000
A2 XXX X 00x1 0010 0x00xx00110 00xx 000010
A3 XXX X 00xx 00x0 00x1xx100x0 xx00 101000
A4 XXX X 00x0 0000 0100xx101x0 xx00 010001
A5 XXX X 00x1 0100 1x1010001x0 0100 000010
A6 XXX X 001x 0110 1x011010010 0010 001010
A7 XXX X 000x 0011 0x01010001x xx00 001011
A8 XXX X 000x 0001 010110000xx xx01 011000
11 XXX X 00xx 00xx Ix0xxxxx0xx xx00 001101
12 XXX X 000x 000x 0x01xx100xx xx00 000110
13 XXX X 000x 000x xx01xx100xx xx00 110101
14 0011 01xx 000x I1x10xx100xx XXXX XXXXXX
15 XXX X 000x 000x 0x11xx100xx xx00 000010
16 XXX X 000x 000x 0x01xx100xx xx00 110101
17 0111 01xx 000x 1x10xx100xx XX XX XXXXXX
18 XXX X 000x 00xx 0x11xx100xx xx00 000010
19 1110 01xx 000x 1x10xx100xx XXX X XXX XXX
110 XXX X 000x 00xx 0x11xx100xx xx00 000010
111 XXX X 000x 000x 0x01xx100xx xx00 110101
112 1110 01xx 000x 1x10xx100xx XXX X XXX XXX
113 1110 01xx 100x Ix10xxxx0xXx XXX X XXX XXX
114 XXX X 000x 000x 0x11xx100xx xx00 111010
115 1110 01xx 000x 1x10xx100xx XXX X XXX XXX
116 1110 01xx 100x Ix10xxxx0xXx XXX X XXX XXX
117 1110 01xx 100x Ix10xxxx0xX XXX X XXXXXX
118 1110 01xx 100x Ix10xxxx0xX XXX X XXX XXX
119 0010 01xx 100x Ix10xxxx0xX XX XX XXX XXX
120 XXX X 000x 000x 0x11xx100xx xx00 000010
121 XX XX 000x 01xx 1x0010xx0xx xx10 XXXXXX
122 XXX X 00x0 00x0 0x00xxxx1x0 xx00 000000
123 XXX X 000x 00x1 0x0100xx0xx xx00 001000
124 X X X X 000x 0000 0xx0xx000x0 X X X X XXX XXX

states the curve constant and basepoint coordinates aedlé@m ROM into the reg-
isters (Table 6.6). These states also detect the leading iIM8i2 scalar key:. After
initialization, the scalar multiplication is done. Thisnsists of 4 states for doubling
and 8 for the point addition. The states that do the doublneg/al - - - D4. In state
D4, a decision is made depending on the keykbi{: is a loop counter initially set to
the position of the leading one in the key, ands thei”* bit of the keyk). If k; = 1
then a point addition is done and staté is entered. If; = 0, the addition is not done
and the next key bit (correspondingite- 1) is considered. If; = 0 and there are no
more key bits to be considered then ttmmpletesignal is issued and it marks the end
of the scalar multiplication phase. The states that do tli¢iad are Al - - - A8. At the
end of the addition (statd8) stateD1 is entered and the key bit_; is considered. If
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there are no more key bits remaining the complete signalsisrtesl. Table 6.7 shows

the control words generated at every state.

At the end of the scalar multiplication phase, the resulawi®d is in projective
coordinates and th&, Y andZ coordinates are stored in the registé&4,, RB; and
RCY respectively. To convert the projective point to affine, thikowing equation is
used.

r=X- 271

(6.5)

y=Y-(Z27')
The inverse ofZ is obtained using thquad-ITAdiscussed in Algorithm 5.1. The ad-
dition chain used is the Brauer chain in Equation 5.3. Thegssar implements the
steps given in Table 5.4. Each step in Table 5.4 gets mappecdire or more states
from I1 to 121. The number of clock cycles required to find the inversglisThis is
lesser than the clock cycles estimated by Equation 5.9. i$Hiscause, inverse can be

implemented more efficiently in the ECCP by utilizing the sgusipresent in the AU.

At the end of statd 21, the inverse of7 is present in the registe®C;. The states

122 and /23 compute the affine coordinatesandy respectively.

The number of clock cycles required for the ECCP to produce theub is com-
puted as follows. Let the scalarhas length and hamming weight, then the clock

cycles required to produce the output is given by the follmpequation.

#ClockCycles =3+ 12(h — 1) +4(1 — h) + 24 (6.6)
— 154 8h + 4l |

Three clock cycles are added for the initial staisclock cycles are required for the
final projective to affine conversion2(h — 1) cycles are required to handle the 1's in
k. Note that the MSB of: does not need to be consideredd. — %) cycles are required
for the O's ink.
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Table 6.8: Comparison of the Propos@d’(2") ECCP with FPGA based Published

Results
Work Platform Field | Slices | LUTs Gate Freq | Latency | Latency
m Count | (MHz) (ms) /bit (ns)
Orlando [29] | XCV400E 163 3002 76.7 0.21 1288
Bednara [33] | XCV1000 191 48300 - 36 0.27 1413
Kerins [32] XCV2000 239 - 74103 30 12.8 53556
Gura [34] XCV2000E | 163 19508 - 66.5 0.14 858
Mentens [65] | XCV800 160 - 150678 47 3.810 23812
Lutz [35] XCV2000E | 163 - 10017 - 66 0.075 460
Saqib [37] XCV3200 191 | 18314 - 10 0.056 293
Pu [38] XC2V1000 193 - 3601 115 0.167 865
Ansari [40] XC2V2000 | 163 - 8300 - 100 0.042 257
Chelton [1] XCV2600E | 163 | 15368 | 26390 | 238145 91 0.033 202
XC4Vv200 163 | 16209 | 26364 | 264197 | 153.9 0.019 116
This Work XCV3200E | 233 | 20325 | 40686 | 333063 | 25.31 0.074 317
XC4Vv140 233 | 20917 | 39303 | 334709 | 64.46 0.029 124

6.4 Performance Evaluation

In this section we compare our work with reported’(2™) elliptic curve crypto pro-
cessors implemented on FPGA platforms (Table 6.8). Our ECG3wathesized using
Xilinx’s ISE for Virtex 4andVirtex E platforms. Since, the reported works are done on
different field sizes. We use the measiuéency/bit for evaluation. Here latency is
the time required to computeP. Latency is computed by assuming the scaldras
half the number of bits 1. The only faster implementatiores[87] and [1]. However,
[37] does not perform the final inverse computation requfaecconverting from LD
to affine coordinates. Also, as shown in Table 6.9 our implaaten has a better area
time product compared to [1], while the latency is almostaéqdo compare the two
designs we scaled the area of [1] by a factof23f3/m)?, since area of the elliptic curve
processors is mostly influenced by the multiplier which haama ofO(n?). The time

is scaled by a factof233/m), since the time required is linear.
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Table 6.9: Comparing Arealime Requirements with [1]

Work Field | Platform Slices Scaled Latency Scaled Area
Slices (ms) Latency (ms) xTime
(m) (S) | 88 =5(28)2 (T) TS=T(28) | (SSxTS)
Chelton [1] | 163 | XC4V200 | 16209 33120 0.019 0.027 894
This Work 233 | XC4V140 | 20917 20917 0.029 0.029 606

6.5 Conclusion

This chapter integrates the previously developed finitel #eithmetic blocks to form
an arithmetic unit. The AU is used in a elliptic curve cryptmgessor to compute
the scalar product P for a NIST specified curve. Our ECCP has the best timing per
bit compared to most of the reported works. Of all works coraegaonly two have
better timing compared to ours. We showed that our designruas efficient FPGA

utilization compared to these works.
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CHAPTER 7

Side Channel Analysis of the ECCP

The previous chapter presented the construction of artieltprve crypto processor.
This chapter discusses issues regarding side channekanafithe processor. First a
side channel attack based simple power analysi&SPA) of the ECCP is demonstrated.
Then, the architecture of the ECCP is modified to reduce thatlfeSPA. We call this

new architectur&PA resistant elliptic curve crypto procesg&R-ECCP).

This chapter is organized as follows : the next section destnates a simple power
analysis on the ECCP. Section 7.2 presents the SR-ECCP and shevikenpower

traces don't reveal the key any more. The final section hasdhelusion.

7.1 Simple Power Analysis on the ECCP

The state machine for the scalar multiplication in the ECCP1RRastates (Figure 6.4),

4 states D1 - - - D4) for doubling and 8 statesA(l - - - A8) for addition. Each iteration

in the scalar multiplication handles a bit in the key staytirom the most significant
one to the least significant bit. If the key bit is zero a douglis done and no addition

is done. If the key bit is one the doubling is followed by aniidd. The dissimilarity

in the way al and a0 in the key is handled makes the ECCP vulnerable to side channel

attacks as enumerated below.

e The duration of an iteration depends on the key bit. A key bt leads to a short
cycle compared to a key bit of 1. Thus measuring the duratiam aeration will

give an attacker knowledge about the key bit.
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Fig. 7.1: Power Trace for a Key with all Fig. 7.2: Power Trace for a Key with dll

e Each state in the FSM has a unique power consumption tracaitdfiog the
power consumption trace would reveal if an addition is ddnes trevealing the
key bit.

To demonstrate the attack we uskilinx’s XPower?! tool. Given avalue change
dump(VCD) file generated from a flattened post map or post routeshePower is
capable of generating a power trace for a given testbendhil@®n generating the

power trace is given in Appendix C).

Figures 7.1 and 7.2 are partial power traces generatedddet( /' ['FFFFFF )6
and(80000000),¢ respectively. The graphs plots the power on the Y axis wigtitine
line on the X axis for a&ilinx Virtex 4 FPGA The difference in the graphs is easily
noticeable. The spikes in Figure 7.1 occurs in stéie This state is entered only when
a point addition is done, which in turn is done only when the ki is 1. The spikes
are not present in Figure 7.2 as the stateis never entered. Therefore the spikes in

the trace can be used to identify ones in the key.

The duration between two spikes in Figure 7.1 is the timertakedo a point dou-
bling and a point addition. This is 12 clock cycles. If there &awo spikes with a
distance greater than 12 clock cycles, it indicates thaioomeore zeroes are present in

the key. The number of zeroes)(present can be determined by Equation 7.1. In the

Ihttp://www.xilinx.com/products/design_tools/logiesign/verification/xpower.htm
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Fig. 7.3: Power Trace wheln= (B9B9)4

equatiory is the duration between the two spikes dnis the time period of the clock.

t
- 7.1
=8 (7.1)

The number of zeroes between the leading onke amd the one due to the first spike

can be inferred by the amount of shift in the first spike.

As an example consider the power trace (Figure 7.3) for the EQfE&ned when
the key was set toB9B9);4. There are 9 spikes indicating 9 ones in the key (excluding
the leading one). Table 7.1 infers the key from the time domabetween spikes. The

clock has a period’ = 200ns.

The first spiket; is obtained ag506'" ns. If there were no zeros befarethe spike
should have been present2a06" ns (this is obtained from the first spike of Figure
7.1). The shift i8300 ns equal to four clock cycles. Therefore a 0 is present befme
t; spike.
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Table 7.1: SPA for the keys9B9,4

i | t; —t;i—1 | n | Key Inferred
1 - - 01

2| 2400ns| O 1

3| 2400ns| O 1

4| 4000 ns| 2 001

5|1 2400ns| O 1

6| 3200ns| O 01

7| 2400ns| 0 1

8| 2400ns| O 1

9| 4000ns| 2 001

The key obtained from the attack(ig)11100110111001),, and it matches the actual
key.

7.2 SPA Resistant ECCP

To harden the ECCP against SPA, the sequence of computatiaisad when the key

bit is 1 and when the key bit is 0 must be indistinguishableeréhare several ways
to achieve this. The most common technique is by insertingrandy addition when

the key bit is 0[66]. This is shown in Figure 7.4. With this imed, a doubling and
an addition is always done. The value of the key bit decidekafaddition should

be considered. This makes the sequence for a key bit of ltimgiisshable from a 0.

The time for an iteration is a constant therefore reducimgntyy attacks. Similar power
traces are seen at every iteration thus reducing threasvwépattacks. The following
section modifies the ECCP architecture using the dummy additianake it robust

against SPA.
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7.2.1 The SR-ECCP

Modifying the ECCP to incorporate 'adding always’ requirehartge in the FSM and
the register file. The new FSM is as shown in Figure 7.5. leetpe of the key bit
all statesD1--- D4 and Al --- A8 are entered in every iteration. If the key bit is 1 the
result of stateds is considered as the output of the iteration. If the key bixilse result
of D4 is taken as the output. After all key bits are processed-theplete signal is

asserted.

Fig. 7.5: FSM for SR-ECCP

The SR-ECCP also requires a modification in the register file asrsin Figure
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7.6. An additional register bank D containing three registers is introduced. The three

registers in the bank D, RD, and R D5 store the coordinates of the computed double.

The outputs of the register bank is used in stdgeonly when the key bit is 0.RD

requires an additional input multiplex&fU X I N4 to store the doubled result. The size
of the output multiplexerd/UXOUT1, MUXOUT2 andMU XOUT3 are increased

to incorporateR D's outputs.

c1

Qdut

j

c[24]
c[39]c[21]
c[10
MUX [ ldi—n> ad1 RAl outl]
N1 cl11 az RA. ouz
c[12] e
¢(:[25]
c[14:13]___gladt  RB;
c[16:15] out:
MUX din
IN2 3| 202 RB out;
c[17] we R83
c[32],c[30] RB4
MUX Tl Rc oud |
IN3 [ ® > 1 |
c[19] | ad2 2 |
c[20] | We RC2 1
3 A3
> -
c[34:33] |
MUX o adl RDL outl | 3
Lol .
IN4 | crae:3s] [ RD, oud
c[37]
——we
RD3

7.2.2 Power Trace of the SR-ECCP

Fig. 7.6: Register File for SR-ECCP

Figure 7.7 has the power trace for the SR-ECCP for thg B$39),¢. This is the same

key used in the power trace of Figure 7.3. However, unlikaifgég’.3, Figure 7.7 has

no periodic spikes. Thus using a simple power analysis, glge&nnot be inferred from

Figure 7.7.
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Fig. 7.7: Power Trace whelh= (B9B9)4

Table 7.2: Performance Evaluation of the SR-ECCP

Processor| Device Slices| Frequency| Clock Cycles
ECCP Xilinx Virtex 4 (XC4VFX140) | 21852 | 64.46MHz 1883
SR-ECCP| Xilinx Virtex 4 (XC4VFX140) | 23511 | 56.46MHz 2811

7.2.3 Performance Evaluation

The modification of the ECCP to improve its security comes atsa@iincreased area,

lower frequency and increased computation time. Table o@s the overhead of the

SR-ECCP compared to the ECCP. Tdleck cycless the number of clocks required

to computek P, assumingt has116 zeroes out o233 and the MSB ofk is 1. The

clock cycles required for the SR-ECCP is always a constanpeaise of the number

of zeroes ink.
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7.3 Conclusion

This chapter demonstrated the vulnerability of the ECCP tqknpower analysis.
Simulations show that power trace of the processor leakdheeskey. The vulnera-
bilities of the ECCP were fixed in the SR-ECCP, which does homogeneperations
irrespective of the key bit. The penalty of the SR-ECCP is a laagea requirement

and lower frequency compared to the ECCP.
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CHAPTER 8

Conclusions and Future Work

The thesis explores various architectures for the corstruof an elliptic curve crypto
processor for high performance applications. The most rtapofactor contributing to
the performance is the finite field multiplication and finiteldi inversion. A combina-
tional multiplier is able to obtain the product in one clogkle at the cost of increased
area and delay. In order to ensure that the primitives haweod grea delay product,
the thesis suggests techniques to reduce the area timecptodeffectively utilizing

the available FPGA resources.

A hybrid Karatsuba multiplier is proposed for finite field rplication, which has
been shown to possess the best area time product compaegubtted Karatsuba im-
plementations. The hybrid Karatsuba multiplier is a releeralgorithm which does the
initial recursions using the simple Karatsuba multipl&5s], while the final recursion is
done using the general Karatsuba multiplier [55]. The gan€aratsuba has large gate
counts, however it is more compact for small sized multgilmns due to the better LUT
utilization. The simple Karatsuba multiplier is more efict for large sized multipli-
cations. After a thorough search, a threshold of 29 was fotvhdtiplications smaller
than 29 bits is done using the general Karatsuba multiplieile larger multiplications

are done with the simple Karatsuba multiplier.

The quad-Itoh Tsujii inversion algorithm proposed to find thultiplicative inverse
has the best computation time and area time product comparedrks reported in
literature. This work first generalizes the Itoh-Tsujii @ghm and then shows that a
specific instance of the generalization, which uses quaditsrinstead of squarers, is

more efficient on FPGAs.



An elliptic curve crypto processor is built using the propddinite field primitives.
Except for [1], the constructed processor has better tintiagn all reported works.
However, the constructed processor has much better araaemegnts and area time
product compared to [1]. These were achieved in spite ofdbethat the scalar mul-
tiplication implemented was straight forward and no patein or pipelining in the

architecture was used.

8.1 Future Work

e The focus of this work was on the implementation of efficidiyptc curve prim-
itives for ECC and its impact on the overall performance of B@&CP. Thus a
possible future work could be to combine architectural mégphes like pipelining
and parallelism in the higher level scalar multiplier widthniques proposed in

this thesis.

e The toplevel is a simple implementation of the Montgomenjtiplication using
Lopez-Dahab (LD) projective coordinates. The combinattbmore sophisti-
cated methods like add and half method, LD method, non adljf@en methods,

mixed coordinates etc. with the proposed primitives mayxXpeemented.

e A simple power attack was analyzed and prevented in the sidenel resistant
version of the elliptic curve crypto processor. A very iging field of research,
would be to study the effect of the more powertlifferential power analysis

(DPA) on the proposed architecture.

e To make the work proposed in this thesis usable in practiee developed el-
liptic curve crypto processor may be incorporated in sé¢gudolkits such as

OpenSStE. This involves the development of a communication intexfiac com-

http://www.openssl.org
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munication with the host processor, operating system dediivers and library

modifications.
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APPENDIX A

Verification of the ECCP and SR-ECCP

The elliptic curve crypto processor (ECCP) and the side cHamsestant version of
the ECCP, the SR-ECCP, have to be verified for their correctnessvdiification was

done for the curve given Equation A.1.

v 4oy =2 +ar® +b (A.1)

The basepoint and the values of the curve constants useeeis igi Table A.1. These
constants were taken from NIST’s digital signature speatifon [14] for elliptic curves
overGF(2%33).

For a key ), the scalar produdtP is determined by simulation of the ECCP (or
the SR-ECCP) with Modelsim or iVerilog. Her, is the basepoint with coordinates
(P, P,). The result thus obtained is verified against the resultiobt by running the
elliptic curve software with the same kéy The elliptic curve software was obtained

from the bookkmplementing Elliptic Curve Cryptographyy Michael Rosing [67].

Table A.1: Basepoint and Curve Constants used for VerificatiadheoECCP and the
SR-ECCP

Basepoint X ;) | 233'hOFACO9DFCBACS8313BB2139F1
BB755FEF65BC391F8B36F8F8EB7371FD558B
Basepoint Y £,) | 233'h1006A08A41903350678E585
28BEBFBAOBEFF867A7CA36716F7E01F81052
Curve constantt) | 233'h066647EDE6C332C7F8C0923
BB58213B333B20E9CE4281FE115F7D8F90AD

Curve constantd) | 1




A Python? script was developed which would automatically generasmdom key
k. This key is used by Rosing’s software to determihe= k£ P. The key is also used
in the test vector of the ECCP(or SR-ECCP) to determjpe= k£ P. The python script
would then verify if); = @>. A large number of scalar multiplications were were

tested using the above mentioned procedure.

www.python.org
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APPENDIX B

Finite Fields used for Performance Evaluation of ITA

The graph in Figure 5.5 was plotted after synthesizing theedgfTA and the squarer-
ITA for several finite fields. The following table containsetladdition chains, irre-
ducible polynomials and number of cascaded quad circuitserquadblock for each

implementation of the (quad-)ITA.

Finite Field | Addition Chain Irreducible Polynomial | ws
GF(2103) (1 2 3 6 12 24 25 50 51 102) 2103 429 4+1=0 12

GF2MY) | (1 2 3 6 12 13 26 27 54 55 110) M 42104 1=0 13
GF(2?Y) | (1 2 3 6 7 14 15 30 60 120) 22l 4218 4 1=0 14
GF(2'%) | (1 2 4 8 16 32 64 128) 2129 425 411 =0 16
GF(2Y™") | 1 2 4 8 9 18 36 72 73 146) 24 4t 1=0 18
GF(2%) | (1 2 4 5 10 20 40 80 160) 20l 4 218 11 =0 10
GF(2'%%) | (1 2 4 5 10 20 21 42 84 168) 2169 4434 1 1=0 10
GF(2'") | (1 2 4 5 10 11 22 44 88 176) 27T+ 28 +1=0 11
GF(2193) (1 2 3 6 12 24 48 96 192) 29 42154 1=0 12
GF(22°Yy | (1 2 3 6 12 24 25 50 100 200) 2201 L2t 11 =0 12
GF(2?99) | (1 2 3 6 12 13 26 52 104 208) 2209 426 1 =0 13
GF(2?%5) | (1 2 3 6 7 14 28 56 112 224) 2225 4232 11 =0 14
GF(223%) | (1 2 3 6 7 14 28 29 58 116 232) 223 4+ 2™ +1=0 14
GF(2241) (1 2 3 6 7 14 15 30 60 120 240) 2?1 420 1 1=0 15
GF((2%%%) | (1 2 3 6 7 14 15 30 31 62 63 126 252) | 2253 + 2464 1=0 15
GF(22™) | (1 2 4 8 16 17 34 68 136 272) 22 4+ 2P +1=0 17
GF(2%8Y) | (1 2 4 8 16 17 34 35 70 140 280) 228 429 1 1=0 17
GF(2?%%) | (1 2 4 8 9 18 36 72 144 288) 2289 4221 +1=0 18




APPENDIX C

Using XPower to Obtain Power Traces of a Device

There are two forms of power dissipation of for a device;istabhd dynamic power.
Static powelis the amount of power dissipated by the device when no cokrining.

During this phase no signals toggle, hence the power corgisiiee minimum power
required to maintain the state of the logic c&lynamic poweis the amount of power
dissipated by the device when the clock is running. The dyoaower is considerably
higher than the static power consumed by the device, andygnerally caused when
one or more of the inputs toggle. Analysis of the instantasedynamic power of the

device is used in side channel attacks.

Obtaining power traces of a device require equipments ssistoaage oscilloscopes
and power analyzers. However these equipments are expearsivtherefore not easy
to procure. Most importantly, through this flow we can croksak the side channel
vulnerability using simulation without being hampered lyise picked up during an
actual measurement. We therefore use Xilinx's XPower toalrtalyze the power con-

sumption of a design after it has been placed and routed.

C.1 XPower

The XPower tool estimates the power consumption for a waaeKilinx FPGA archi-
tectures. The estimation is based on the device and the mwhbansitions (activity

rate) of the device.

The following procedure is used to estimate the power coeslny a device using
Xilinx’s ISE and XPower.



The developed verilog code is synthesized using the Xil$k tool. The result
of synthesis is angdfile. This file is a netlist of primitive gates which could be

implemented on several of the Xilinx FPGAs.

The next step is to map the primitives onto the resourcesadnaion the specific
FPGA platform. This is done by the Xilinx map tool. The outpéthe tool is an

.ncdfile.

The .ncdfile is then passed to the place and route tool, where speadatibns
on the FPGA are assigned. This tool tries to incorporatdaltiming constraints
specified in the constraints file. The output of the place andertool is an

updatedncdfile.

In ISE, a flattened verilog netlist can be generated aftentapping or the place
and route. This verilog netlist after the mapping can beteckly clicking the
generate post-map simulation moddlhis would create a verilog netlist called
topmodule_map.\Also a.sdffile is created containing timing information of the

device.

Now the flattened verilog file and ttself along with a testbench can be simulated
in Modelsim. A value change dump file containing all the slgrensitions can
be generated from the simulation. This requires the folhgwines to be present

in the test bench.

initial begin

$dunpfile ("dunp.ved"); I/ File to place signal activity report =/
$dunpvars; /+ Dunp all signals in the design =/
$dunpon; /* Turn on dunp =/

#100000 $dunpof f; /* Turn of f dunp =/

end

These lines will result in a file calledump.vcdo be generated during simulation.

The VCD file contains the activity on each signal in the design.

96



e The constraints file.pcf), the .vcd file and the.ncd file are used as inputs to
XPower. XPower can be run from command line as shown below.
xpwr topmodule_map.ncd topmodule.pcf -s dump.ved
The result produced by xpwr is present in a text file catlggimodule.txt The
topmodule.txt file contains the instantaneous power copsiom for the given

test vector.

e This text file is plotted on a graph to obtain the power trace.
If the .sdf file generated by ISE is used in XPower, then the power measune
would include the power consumed due to glitches. If the plaate and route verilog

netlist was used instead of the mapped netlist then moraaecpower measurement

is possible.
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APPENDIX D

Elliptic Curve Arithmetic

This appendix derives the elliptic curve equations for pin affine coordinates and

Lépez-Dahab projective coordinates.

Consider the elliptic curvé’ over the fieldG F(2™). This is given by

v+ oy =2+ ax® + b (D.1)

wherea, b € GF(2™).

Equation D.1 can be rewritten as

F(z,y):y*+2° +zy+az’ +b=0 (D.2)

The partial derivatives of this equation are

dF
— =2
dy

D.3
"o (D3)
dx

If we consider the curve given in Equation D.1, with= 0, then the poin{0, 0)
lies on the curve. At this poiniF'/dy = dF/dx = 0. This forms asingular point
and cannot be included in the elliptic curve group, thefon additional condition of

b # 0 is required on the elliptic curve of Equation D.1. This cdimh ensures that the
curve isnon singular



D.1 Equations for Arithmetic in Affine Coordinates

D.1.1 Point Inversion

Let P = (x1, y;) be a point on the elliptic curve of Equation D.1. To find theeirse of
point P, a vertical line is drawn passing through The equation of this line is = ;.
The point at which this line intersects the curve is the isgerP. The coordinates of
—Pis(x1,y;). To findy;, the point of intersection between the line and the curvetmus

be found. Equation D.2 is represented in terms of its rp@sdq as shown below.

(y—A)y—B)=y*—(p+q)y+pq (D.4)

The coefficients of; is the sum of the roots. Equating the coefficientg of Equations
D.2 and D.4.
ptq=m

One of the roots ig = ¥, therefore the other rogtis given by

p=x1+

This is they coordinate of the inverse. The inverse of the pdts therefore given by

(xlvxl +y1)

D.1.2 Point Addition

Let P = (x1,y;) and@ = (z9,y2) be two points on the elliptic curve. To add the two
points, a line {) is drawn through? and@. If P # +@, the line intersects the curve of
Equation D.1 at the point R = (x3,y5). The inverse of the point Ris R = (P + Q)

having coordinate§rs, y3).
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The slope of the liné passing througl® and( is given by

\ — Y2 —U
To — I

Equation of the lin€ is

y—ylz)\(ﬂf—xl)

(D.5)
y=Az—z1)+u
Substitutingy from D.5 in the elliptic curve equation D.1 we get,
ANz —z) + )+ oMz —zy) + 1) =2° +az® + b
This can be rewritten as
2+ N+ A+a)®+--=0 (D.6)

Equation D.6 is a cubic equation having three roots. Letdlogsrbep, ¢ andr. These
roots represent the coordinates of the points on the line that intersect thee(the

point P,  and— R). Equation D.6 can be also represented in terms of its r@ots a

(z—p)z—q)(z—r)=0

(D.7)
2 —(p+qg+r)z---=0
Equating ther? coefficients of Equations D.7 and D.6 we get,
p+qg+r=XN+XI+a (D.8)

SinceP = (z1,y1) and@ = (z2,y-) lie on the linel, therefore two roots of Equation
D.6 arex; andx,. Substitutingp = x; andq = x5 in Equation D.8 we get the third

root, this is ther coordinate of the third point on the line which intersects¢hrve( ie.
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—R). This point is denoted by, and it also represents thecoordinate ofRz.

T3 =N+ A+x+25+0a (D.9)

They coordinate of- R can be obtained by substituting= z3 in Equation D.5. This
point is denoted ag;.
ys = Maz + 1) + 1 (D.10)

Reflecting this point about theaxis is done by substituting, = x5 + y3. This gives
they coordinate ofR?, denoted byy;.

ys = Mzs + 1) +y1 + 23 (D.11)

Since we are working with binary finite fields, subtractiothis same as addition.

Therefore,

r3=A 4+ A+ 1+ ta

ys = Nxs + 1) +y1 + 3 (D.12)
\ = Y2+
To + X1

D.1.3 Point Doubling

Let P = (x1,y1) be a point on the elliptic curve. The double Bf ie. 2P, is found by
drawing a tangent through P. This tangent intersects the curve at the peigtP =

(x3,v3). Taking the reflection of the poirt2 P about theX axis give2P = (3, y3).

First, let us look at the tangehthroughP. The slope of the tangents obtained
by implicit differentiation of Equation D.1.

d d
Zy—y+x—y+y:3x2+2ax
dx dx
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Since we are using modular 2 arithmetic,

dy

=4y =21"
dx Y

The slopely/dx of the linet passing through the poift is given by

2
P ] (D.13)
T1
The equation of the lineécan be represented by the following.
Y+ = ANz + 1) (D.14)
This gives,
y= Mz +z1)+u
y = Az + ¢ for some constant
To find x5 (the z coordinate of-2 P), substitute fory in Equation D.1.
A+ +rx(Ar+c) =2 +ax+b
This equation can be rewritten as
0=2*+ (N +AX+a)z+-- (D.15)

This equation is cubic and has three roots. Of these thrds,tveo roots must be
equal since the line intersects the curve at exactly twotpoifihe two equal roots are

represented by. The sum of the three roots (8% + X\ + a), similar to Equation D.7.
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Therefore,

p+p+r=XN+A+ta

r=M4+A+a

The dissimilar root is. This root corresponds to the coordinate of—2P ie. 3.
Therefore,

3=\ +\+a

To find they coordinate of-2P, ie. v, substituters in Equation D.14. This gives,

Yy = A3 + Az + y;

Y = A3 + 212

To find y3, they coordinate oR P, the pointy; is reflected on the axis. From the point
inverse equation

ys = Azg + 21”4 73
To summarize, the coordinates of the double are given by titquB.16

3 =N+ A+a

ys = 11” + Awg + 23 (D.16)
A= T + &
gl
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D.2 Equations for Arithmetic in LD Projective Coordi-

nates

D.2.1 Point Inversion

Inverting a pointP = (x4, y;) on the elliptic curve results in the poirtP = (x3,y3) =
(z1, 21 + y1). Convertingz, to X,/Z,, x5 t0 X3/Z5 andy, to Y, /Z,?, ys to Ys/ Zs*
Then)Z(—;‘ = )Z(—ll thereforeX; = X; andZ; = Z,. Also,

Y X9 0%

Z2= 7, T3

Z3 Zy 7
Xzt
=

Therefore— P = (X3, Y3, Z3) in projective coordinates i8X,, X121 + Y1, Z).

D.2.2 Point Addition

In Equation D.12, change; to X,/Z;, x5 to X3/Z5 andy, to Y,/ Z,?, ys to Y3/ Z5>.

Then the slope becomes

|t (42

xy + (X1/21)

 pwZi+uy
a Zl(ngl +X1)

LetA =y, 7> +Y,, B=ux,7,+ X, andC = Z,; B. Then,
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Consider equation for; in Equation D.12.

€3

Therefore,

and,

X AN (AN N
— =\ =5 — — +22+a
75 BZ, BZ, 7, P

A2+ ABZy + B2X\Zy + B*, 2} + aB*Z,?
B (BZy)?

Zy = (BZ))* = C*? (D.17)

X3 =A%+ AC + B*X, 7, + B%x9 7% + aB%*Z,?

= A? + AC + B*(Z\(X1 + 222,) + aZ?)

= A* 4+ AC + B*(Z,B + aZ,?)

Let,E = AC andD = B%*(Z,B + aZ,?), then

Xs=A*+E+D (D.18)

Consider the equation fgg in Equation D.12.

Ys

Y; A (X X5 X3 Y
= 5= —+ )+ () +
738~ 7B\ Zy ' Zs Zy Z

 AB3X,Z* + ABX3Zy + X375 + B*Y1Z,?
— 7
Y; = AB*X,7,%> + ABX37Z, + X375 + B*Y1Z,>
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SubstitutingX; = B + ©,Z; andFE = ABZ; we get

Ys = (B +297,)AB*Z,* + EX3 + X373 + B'Y, Z,*
= (AB*Z* + Exy7Z3) + EX3 + X373 + B*Y, Z,*
= (221> + Y1)B*Z\* + ExyZ3 + EX3 + X375 + B*Y, Z,*

= 3/2232 + ExoZs + EX3 + X323
LetF = X5+ 2075 andG = (xz + y2)232.

Vs = (G + 1975%) + ExyZ3 + EX5 + X373

(D.19)
Ys =G+ F(E + Z3)
D.2.3 Point Doubling
Thez; equation in D.16 can be rewritten as follow.
2
xr3 = <$1+&> +($1+&)+CL
. . (D.20)
x4yt + 2l 4wy +axd '
= pe
1
From Equation D.1
b= a3 +y; + 1y + ax?
Substituting in Equation D.20
b
T3 =] + — (D.21)
Ty
Convertr; to X;/Z; andxs to X3/Z;5.
Xy X?  bz?
Zs 7P X?
X;  X{+0Zf
Zy  XiZ}
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Therefore,

X3 = X{ +bZ{

Zy = X272
They; equation in D.16 can be represented by the following.

Y3 = xf + ($1 + &)1'3 + x3
x1

3+ Y
= (2} +23) + (F—— = )

From Equations for D.21 and D.1,

(yf + CLJ}% + b).’133

Y3 = 5 2
Iy

x7

Converting this equation to projective coordinates by ciamngs; to Y3 /72, andy; to
Yi/Z3.

Y, b2 V7 22\ X,

— 1 p oL 23
72 X2 <X12212 ot X12> Zs
Yy bZ{Z3+ (Y +aXPZ7 +0Z1) X5
zi Z3

Therefore

Yy =bZ{Zs+ (Y7 +aXiZ] + bZ}) X3
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APPENDIX E

Gates Requirements for the Simple Karatsuba

Multiplier

This appendix determines the estimatesidof D and X O R gates for the simple Karat-

suba multiplier.

E.1 Gate Requirements for the Basic Karatsuba Multi-

plier

E.1.1 AND Gate Estimate

For anm = 2" bit basic Karatsuba multiplier, the first recursion splite t» bit multi-
plicands intam /2 bits. Threen /2 = 2*~! bit multipliers are then required. The second
recursion has ning:/4 = 2%=2 bit multipliers. Thei'" recursion hag’ multipliers with
each multiplier beingn /2! = 28~ bits in length. There ark = logym such recursions.
The final recursion containing two bit multiplications I852™ multipliers. In the final

recursion each multiplication is done using a singl&€ D gates. Therefore,

# AN D gates: 3'°02m (E.1)

E.1.2 XOR Gate Estimate

Let A and B be the twom = 2* bit multiplicands. In the first recursion, the multipli-

cands are split into two halves. Let the higher bitsAeand B;, and the lower bits



Table E.1: Combining the Partial Products

dn—4|3n—-22n—1|2n—2 | n—1

to to to to
3n—1 2n n 0
- - - M, M,
- M, M, M, -

be A, and B;. The threemn /2 bit multiplications that are performed and, = A, B,
M, = AB;and My, = (A, + A) (B + B;). Letn = m/2. Forming the termsl, + A,
requiresn XOR gates. Similarly the termB;, + B; requiresn XOR gates. In all2n
XORs are required. After the three multiplications are catgal, the partial products
are added as shown in the Table E.1. The columns in the table ste output bits
of the multiplier and partial products that need to be coradito form the output bit.
Combining the term$2n — 2) to n requires3(n — 1) XOR gates. Similarly the terms
from (3n—2) to 2n require3(n—1) XOR gates. Combining the terni3n— 1) requires

2 XOR gates. Thus, the total number. 8O R gates required for combining the partial
products iin — 4, and the number aK O R gates required i6n — 4 + 2n = 4m — 4.
Sincem /2" is the length of the multiplier in the’ recursion, the number of XOR gates
required in the-*" recursion ist(m /2") — 4. Adding up the XOR gates required for all

the recursions gives the XOR gate estimate (Equation E.2.

logam
#XORgates: Y 3 (4m/2" — 4) (E.2)

r=0
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E.2 Gate Requirements for the Simple Karatsuba Mul-
tiplier

The simple Karatsuba is basically the basic Karatsuba phieitiwith a small modifica-
tion to handle bit lengths of the form # 2. The number ofX OR and AN D gates for
the basic Karatsuba multiplier form the upper bound for tamber of gates required

by the simple Karatsuba multiplier. Therefore,

#AND gates: 3/l92]

[togam] (E.3)
#XORgates > 3"(4[m/2] — 4)

r=0
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