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We present a syntactical representation (grammar) to formally describe any PUF construction. We then
use this grammar to represent several PUF designs.

1 Grammar for Formal PUF Representation

The grammar to represent any PUF design or composition of PUFs is given as follows:

TOP: :
MODULE TOP
| MODULE
MODULE: :
begin PRIMITIVE ( INPUT_DEF )
STATEMENTS
OUTPUT_DEF
end PRIMITIVE

PRIMITIVE::
PUF_PRIMITIVE
| BASIC_PRIMITIVE

PUF_PRIMITIVE::
APUF
| XORAPUF

BASIC_PRIMITIVE: :
D_FLIPFLOP
| ARBITER
| MUX_2x1
| SWITCH_2x2
| DELAY-CHAIN
| NAND_LATCH

INPUT_DEF::
DATA_TYPE TUPLE DELIMITER INPUT_DEF
| DATA_TYPE TUPLE
| //no-input

OUTPUT_DEF: :
return ( INPUT_DEF ) DELIMITER | //no-output



PRIMITIVE_CALL: :
PRIMITIVE ( VARIABLES )

TUPLE: :
< VARIABLES >
| STRING
| NUMBER

VARIABLES::
TUPLE DELIMITER VARIABLES
| TUPLE
| //null

STRING: :
[a-zA-Z_] [a-zA-Z0-9_]*

NUMBER : :
[1-9] [0-9]*

DELIMITER::
; |, //semi-colon or comma

STATEMENTS: :
STATEMENT STATEMENTS
| STATEMENT

STATEMENT: :
ASSIGNMENT
| IFELSE_STATEMENT
| SERIAL_STATEMENT
| PARALLEL_STATEMENT

ASSIGNMENT: :
STRING = EXPRESSION DELIMITER
| TUPLE = PRIMITIVE_CALL DELIMITER
| DELIMITER //null-statement

EXPRESSION: :

EXPRESSION ARITHMETIC_OPERATOR EXPRESSION
EXPRESSION LOGICAL_OPERATOR EXPRESSION

( EXPRESSION )

not EXPRESSION

STRING

NUMBER

ARITHMETIC_OPERATOR: :
V2 L B I 4

LOGICAL_OPERATOR: :
and | or | xor | == 1= | <= | >= | < |

IFELSE_STATEMENT: :
if EXPRESSION then



STATEMENTS
end if
| if EXPRESSION then
STATEMENTS
end if
else
STATEMENTS
end if
| if EXPRESSION then
STATEMENTS
end if
ELSEIF_STATEMENTS
else
STATEMENTS
end if

ELSEIF_STATEMENTS: :
else if EXPRESSION then
STATEMENTS
end if
ELSEIF_STATEMENTS
| else if EXPRESSION then
STATEMENTS
end if

SERIAL_STATEMENT: :
serial ASSIGNMENT to EXPRESSION do
STATEMENTS
end serial

PARALLEL_STATEMENT: :
parallel ASSIGNMENT to EXPRESSION do
STATEMENTS
end parallel



2 Structural Design of PUF Constructions

In this section, we present the structural design of PUFs using the grammar given in Section 1. We begin
by enlisting the primitive components required in each construction and then represent it using the formal
representation language generated by the grammar.

2.1 APUF [1]

Primitive components:
1. D Flip-flop (D_FLIPFLOP) and Arbiter (ARBITER)
2. 2 x 1-Multiplexer (MUX_2x1) and 2 x 2-Switch (SWITCH_2x2)
3. Delay chain of Arbiter PUF (DELAY-CHAIN)

Representation:

Algorithm 1: Structural Representation of APUF

Input parameters:
— Number of stages/switches (n)
— Challenge bits (¢ = (c1,...,¢n))
— Enable bit (en)
Output parameters:
— Response bit (apuf_out)
Internal variables:
— Top signal lines at the input of each stage (t)
— Bottom signal lines at the input of each stage (b)

Structural Design:
begin APUF ( num n, vec c,

bit en )
(t,b) = DELAY-CHAIN (n,en,c);
apuf_out = ARBITER (t,b);
return ( bit apuf_out );
end APUF

begin DELAY-CHAIN ( num n,
vec c, bit en )

t =en; b = en;
serial i =1ton—1do

| (t,b) = SWITCH.2x2 (t,b,c;);
end serial

return ( vec (t,b) );

end DELAY-CHAIN

begin SWITCH 2x2 ( bit t_in,

bit b_in, bit c_in )
top_out = MUX_2x1 (t_in,b_in, c_in);
bot_out = MUX_2x1 (b-in, t_in, c_in);
return ( vec (top_out,bot_out) );
end SWITCH_2x2

begin ARBITER (bit in, bit clk)
out = D_FLIPFLOP (in, c1k);
return ( bit out );

end ARBITER




Clk

53,’
________ =
4 A 4 4
Cq=l co=1 C3= Cp=

2.2 XOR-APUF [2]

Primitive components:
1. Arbiter PUF (APUF)
2. XOR gate (®)

Representation:

Figure 1: Arbiter PUF

Algorithm 2: Structural Representation of XORPUF

Input parameters:

— Number of stages/switches (n)
— Number of delay chains (k)

— Challenge bits (¢ = (cq, ..

— Enable bit (en)

Output parameters:

.yCn))

— Response bit (xorpuf_out)

Internal variables:

— Response from each APUF (a)

Structural Design:

begin XORPUF ( num n, num k, vec c, bit en )

parallel : =1 to k do

| a; = APUF (n,c,en);
end parallel
xorpuf_out = a; @ - - @ ay;
return ( bit xorpuf out );
end XORPUF
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Figure 2: 3-XOR APUF
2.3 FF-APUF [3]
Primitive components:
1. Arbiter with D flip-flop (ARBITER)
2. 2 x 2-switch (SWITCH.2x2)
Representation:
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Figure 3: Feed-forward arbiter PUFs [3]



Algorithm 3: Structural Representation of FF-APUF with Single FF Input and Single FF Output

Input parameters:
— Number of stages/switches (n)
— Challenge bits (¢ = (c1,...,¢n))
— Enable bit (en)
— Feed-forward input stage to arbiter (£f_in)
— Feed forward output stage from arbiter (£f_out)
Output parameters:
— Response bit (ffapuf_out)
Internal variables:
— Top signal lines at the input of each stage (t)
— Bottom signal lines at the input of each stage (b)
— Response from feed-forward arbiter (arb_int)

Structural Design:
begin FFAPUF ( num n, vec c, bit en,

num ff_in, num ff_out )
(t,b) = FF-DELAY-CHAIN (n,c,en, ff_in, ff out);
ffapuf_out = ARBITER (t,b);
return ( bit ffapuf out );
end FFAPUF

begin FF-DELAY-CHAIN ( num n, vec c, bit en,
num ff_in, num ff out )
t =en; b = en;
serial i =1ton—1do
(t,b) = SWITCH.2x2 (t,b,c;);
if ¢ == ff_in then
| arb_int = ARBITER (t,b);
end if
if i +1 == ff_out then
‘ Ci+1 = arb,int;
end if
end serial
(t,b) = SWITCH-2x2 (t,b,cy);
return ( vec (t,b) );
end FF-DELAY-CHAIN
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Figure 4: Feed-forward arbiter PUFs with two feed-forward outputs [3]

Other Variants of Feed Forward APUF

1. FF-APUF with single feed-forward input and multiple feed-forward outputs

Algorithm 4: Structural Representation of FF-APUF with Single FF Input and Multiple FF
Output

Input parameters:
— Number of stages/switches (n)
— Challenge bits (¢ = (c1,...,¢n))
— Enable bit (en)
— Feed-forward input stage to arbiter (ff_in)
— Feed forward output stages from arbiter (ff_out = (qi,...,qn))
Output parameters:
— Response bit (ffapuf_out)
Internal variables:
— Top signal lines at the input of each stage (t)
— Bottom signal lines at the input of each stage (b)
— Response from feed-forward arbiter (arb_int)

Structural Design:
begin FFAPUF_SIMO ( num n, vec c, bit en,
num ff_in, vec ff_out )

t = en; b = en;
seriali =1ton—1do
(t,b) = SWITCH_2x2 (t,b,c;i);
if i == ff_in then
| arb_int = ARBITER (t,b);
end if
ifi+1==q;or--- ori+1==q, then
| ciy1 = arb_int;
end if
end serial
(t,b) = SWITCH.2x2 (t,b, ¢y );
ffapuf_out = ARBITER (t,b);
return ( bit ffapuf out );
end FFAPUF_SIMO




2. FF-APUF with multiple feed-forward inputs and multiple feed-forward outputs
Depending on the relative position of the input and output stages of the feed forward loops, the FF-
APUFs architectures can be categorized as — (a) Nested, (b) Overlap, (¢) Cascade, and (d) Separate.
Figure 5 depicts all the four configurations assuming only two feed forward loops.

Algorithm 5: Structural Representation of FF-APUF with Multiple FF Input and Multiple FF
Output

Input parameters:
— Number of stages/switches (n)
— Challenge bits (¢ = (c1,...,¢q))
— Enable bit (en)
— Feed-forward input stages to arbiters (ff_in = (p1,...,Pn))
— Feed forward output stages from arbiters (£f_out = (qi,...,dn))
Output parameters:
— Response bit (ffapuf_out)
Internal variables:
— Top signal lines at the input of each stage (t)
— Bottom signal lines at the input of each stage (b)
— Response from feed-forward arbiter (arb_int)

Structural Design:
begin FFAPUF_ MIMO ( num n, vec c, bit en,
vec ff_in, vec ff_out )

t = en; b = en;
seriali=1ton—1do
(t,b) = SWITCH_2x2 (t,b,c;);
serial Kk =1 to m do
if ¢ == py then
| arb_inty = ARBITER (t,b);
end if
end serial
serial Kk =1 to m do
if i +1 == gx then
‘ Ci+1 = arb,intk;
end if
end serial
end serial
(t,b) = SWITCH_2x2 (t, b, cy);
ffapuf out = ARBITER (t,D)
return ( bit ffapuf_out );
end FFAPUF _MIMO

)




(a) Nested configuration.

=

viaiaviginy3

(b) Overlap configuration.

[

Challenge

Arh = Out

Nu Ny=Npa Naz

(d) Separate configuration.

Figure 5: Different variants of FF-APUF with multiple feed-forward input and multiple feed-forward output
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2.4 FF-XOR-PUF [4]

Primitive components:
1. FF-APUF (FFAPUF)
2. XOR gate ()

Representation:

Algorithm 6: Structural Representation of FF-XORPUF

Input parameters:
— Number of stages/switches (n)
— Number of delay chains (k)
— Challenge bits (¢ = (c1,...,Cn))
— Enable bit (en)
— Feed-forward input stages to arbiters (ff_in = (ps,...,px))
— Feed forward output stages from arbiters (£f_out = (qi,...,qx))
Output parameters:
— Response bit (ffxorpuf_out)
Internal variables:
— Response from each FF-APUF (ffa)

Structural Design:
begin FFXORPUF ( num n, vec ¢, num k, bit en,
num ff_in, num ff out )

parallel i = 1 to k do

| ffa; = FFAPUF (n,c,en,pi,q;);
end parallel
ffxorpuf_out = ffa; @ .- - @ ffay;
return ( bit ffxorpuf_out );
end FFXORPUF

FF PUF -1

FF PUF -2

c .
. AOR
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Figure 6: Feed-forward XOR APUFs [4]
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Figure 7: 5-4 DAPUF

2.5 DAPUF [5]

Primitive components:
1. Delay chain of Arbiter PUF (DELAY-CHAIN)
2. Arbiter with D flip-flop (ARBITER)
3. XOR gate (@)

Figure 7 depicts a specific DAPUF construction consisting of five delay chains, which takes an n-bit
challenge and gives a 4-bit response.
Representation:
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Algorithm 7: Structural Representation of DAPUF

Input parameters:
— Number of delay chains (k)
— Number of stages/switches in each delay-chain (n)
— Challenge bits (c = (c1,...,¢n))
— Enable bit (en)
Output parameters:

— m Response bits (dapuf_out = (ry,...,ry))
Internal variables:
— Top output signal line of each delay-chain (t = (ty,...,ty))

— Bottom output signal line of each delay-chain (b = (by,...,by))
— Maximum number of XOR inputs from arbiters (xor_cnt)

~ Response from arbiters with top signal lines (ag™®)
— Response from arbiters with bottom signal lines (ag°*)

Structural Design:

begin DAPUF ( num k, num n,
vec c, bit en )
begin DAPUF ( num k, num n, parallel i =1 to k do
vec c, bit en ) | (ti,b;) = DELAY-CHAIN (n,en, c);
parallel : =1 to k do end parallel
| (ti,b;) = DELAY-CHAIN (n,en,c); xor_cnt = MATH-CEIL (k * (k — 1)/m);
end parallel g=1;
xor_cnt = MATH-CEIL (k * (k — 1)/m); serial i =1 to kK — 1 do

g=1,h=1;,1, =0;
seriali=1to k—1 do
serial j =7+ 1 to k do
a®°P = ARBITER (ti,t;);
T, = 1 P atop;
g=g+1
if g > xor_cnt then
| h=h+1Lrm=09=1
end if
end serial
end serial
serial i =1to k—1do
serial j =7+ 1 to k do
aP* = ARBITER (bs,by);
L = 15 D 2%
g=9+1L
if g > xor_cnt then
| h=h+1;r,=0;9g=1;
end if
end serial

end serial
return ( vec (ry,...,Tn) );
end DAPUF

OR

parallel j =i+ 1 to k do
‘ ag”® = ARBITER (ti,t;);
g=g+1
end parallel
end serial
seriali =1to k—1 do
parallel j =7+ 1 to k do
‘ ag®® = ARBITER (b;, bj);
g=9+1
end parallel
end serial
h=1;r,=0;
parallel g =1 to kx (k—1)/2 do
if g > (h * xor_cnt) then
| h=h+1; 1, =0;
end if
r, =1, D a;Op§
end parallel

if g > (h % xor_cnt) then

| h=h+1; 1y, =0;
end if
r,=Ir,Pa
end parallel
return ( vec (ry,...,Ty) );
end DAPUF

bot.
g )
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Figure 8: Block diagram of a MUX-PUF

2.6 MUX-PUF [6]
Primitive components:

1. Arbiter PUF (APUF)

2. 2 x 1-Multiplexer (MUX-2x1)

Representation:
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Algorithm 8: Structural Representation of MUXPUF

Input parameters:
— Number of delay chains in selection input (k)
— Number of stages/switches in each delay-chain (n)
— Challenge bits (c = (c1,...,¢n))
— Enable bit (en)
Output parameters:
— m Response bit (muxpuf _out)
Internal variables:
— Response from each APUF connected to selector input (s;)
— Response from each APUF connected to data input (d;)
— Input to MUX (y;,5)

Structural Design:
begin MUXPUF ( num k, num n, vec c, bit en )
muxpuf_out = 0;
parallel : =1 to k£ do
| s; = APUF (n,c,en);
end parallel
parallel i = 1 to 2% do
d; = APUF (n,c,en);
V1,1 = dj;
end parallel
parallel i = 1 to k do
serial j =1 to 2¢7% do
| Vit1,5 = MUX2x1(y; 25—1, 1,29, Si);
end serial
end parallel
muxpuf_out = yx411;
return ( bit muxpuf out );
end MUXPUF
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Figure 9: (k,, k;)- Interpose PUF

2.7 Interpose PUF (7]

Primitive components: XOR-Arbiter PUF (XORPUF)
Representation:

Algorithm 9: Structural Representation of (k,, kq)-Interpose PUF

Input parameters:
— Number of stages/switches (n)
— Number of delay chains in lower XOR PUF (k;)
— Number of delay chains in upper XOR PUF(k,)
— Challenge bits (¢ = (c1,...,¢n))
— Interpose bit position (t)
— Enable bit (en)
Output parameters:
— Response bit (ipuf_out)
Internal variables:
— Response from upper XORPUF (y,)
— Input challenge set to lower XORPUF (x = (x4,...,Tn11))

Structural Design:
begin IPUF ( num n, num k,, num k;, vec c,
num t, bit en)

yu = XORPUF (n,ky, ¢, en);
parallel i =1tot—1do
| Xi = Ci;
end parallel
Xt = Yus
parallel i =t+ 1 ton+1 do
| Xi = Ci—13

end parallel

ipuf_out = XORPUF (n + 1,k;,x,en);
return ( bit ipuf_out );

end IPUF
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2.8 ROPUF [2]

Primitive components:
1. Ring Oscillators with NOT gate (RING_0SC)
2. 2 x 1-Multiplexer (MUX_2x1)
3. Counter (COUNTER)

Representation:

Algorithm 10: Structural Representation of ROPUF

Input parameters:
— Number of challenge bits (n)
— Number of inverters in a RO (m)
— Challenge bits (¢ = (c1,...,Cn))
— Enable bit (en)
Output parameters:
— Response bit (ropuf_out)
Internal variables:
— Signal line at the input of each RO (t)
— Signal line at the input of upper MUX (y)
— Signal line at the input of lower MUX (z)

— Output of first counter (count;)
— Output of second counter (counts)

Structural Design:
begin ROPUF ( num n, num m,
vec c, bit en )
parallel : = 1 to 2" do
t; = RING_0SC(m, en);
V1,1 = Ty
end parallel
parallel i = 2" 4+ 1 to 2"t! do
t; = RING_0SC(m, en);
Zy,i—on = T3
end parallel
serial t =1 to n do
parallel j =1 to 2" do
Vit1,5 = MUX_2x1 (¥i,2j—1, 1,25, Ci);
Zit1,j = MUX_2x1 (23 ,2j—1,21,25,Ci);
end parallel
end serial
count; = COUNTER(yn11.1);
county = COUNTER(Zn+171);

if count; > count, then
| ropuf_out =1;

end if

else
| ropuf_out = 0;
end if
return ( bit ropuf_out );
end ROPUF

begin RING_0SC (num m, bit en)
t =en and t;
serial i =1 to m —1do
| t = not t;
end serial
return ( vec t );
end RING_0SC

begin COUNTER ( bit sig_in )
count = 0;
if sig in == 1 then
| count = count + 1;
end if
return ( num count );
end COUNTER

17
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Figure 11: Different configurations of composite PUFs (64-bit challenge and 1-bit response) [§]

2.9 Composite PUF [§]

Here, we consider compositions having at most 2 layers.
Primitive components:

1. Arbiter PUF (APUF)

2. Ring Oscillator PUF (ROPUF)
3. XOR gate (@)

4. Mapping functions

Representation:
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Algorithm 11: Structural Representation of Composite PUF — (A) APUFs + ROPUF

Input parameters:
— Challenge bits (c = (c1,...,¢n))
— Total number of Challenge bits (n)
— Challenge size of APUFs (na)
— Number of inverters in RO (m)
— Enable bit (en)
Output parameters:
— Response bit (cpuf_out)
Internal variables:
— Number of PUFs in lower layer (n_arb)
— Input challenge to lower layer PUF (x = (x1,...,%na))
— Input challenge to upper layer PUF (y = (y1,..., Vnarb))

Structural Design:
begin CPUF_AR ( num n, vec ¢, num na, num m, bit en )
n_arb = n/na;
parallel i = 1 to n_arb do
Xi = <c(i—1)*na+17 Tt Ci*na>;
yi = APUF (na, x;, en);
end parallel
cpuf_out = ROPUF (n_arb,m,y, en);
return ( bit cpuf_out );
end CPUF_AR

Algorithm 12: Structural Representation of Composite PUF — (B) APUFs + XOR

Input parameters:
— Challenge bits (¢ = (cq,...,Cpn))
— Challenge size of APUFs (na)
— Enable bit (en)
Output parameters:
— Response bit (cpuf_out)
Internal variables:
— Number of PUFs in lower layer (n_arb)
— Input challenge to lower layer PUF (x = (x1,...,%na))

Structural Design:
begin CPUF_AX ( num n, num na, vec c, bit en )
n_arb = n/na;
parallel i = 1 to n_arb do
Xy = <C(i71)*na+17 R Ci*na)?
yi = APUF (na, x;, en);
end parallel
cpuf out =y1 & -+ D Yn_arb;
return ( bit cpuf_out );
end CPUF_AX
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Algorithm 13: Structural Representation of Composite PUF — (C) ROPUFs + APUF

Input parameters:
— Challenge bits (c = (c1,...,¢n))
— Challenge size of ROPUF's (nr)
— Number of inverters in RO (m
— Enable bit (en)
Output parameters:
— Response bit (cpuf_out)
Internal variables:
— Number of PUFs in lower layer (n_ro)
— Input challenge to lower layer PUF (x = (x1,...,%nr))
— Input challenge to upper layer PUF (y = (y1,..., Vnro))

Structural Design:

begin CPUF RA ( num n, num m, num nr, vec c, bit en )
cpuf_out = 0;

n.ro = n/nr;

parallel i =1 to n_ro do

Xi = <c(i—1)*nr+17 R Ci*nr>;
yi = ROPUF (nr,m, x;,en);
end parallel
cpuf_out = APUF (n_ro,y,en);
return ( bit cpuf_out );
end CPUF_RA

Algorithm 14: Structural Representation of Composite PUF — (D) ROPUFs + XOR

Input parameters:
— Challenge bits (¢ = (cq,...,Cpn))
— Challenge size of ROPUFs (nr)
— Number of inverters in RO (m
— Enable bit (en)
Output parameters:
— Response bit (cpuf_out)
Internal variables:
— Number of PUFs in lower layer (n_ro)
— Input challenge to lower layer PUF (x = (x4, ,Xnr))
— Input challenge to upper layer PUF (y = (y1, * , Vn_arb))

Structural Design:

begin CPUF RX ( num n, num m, num nr, vec c, bit en )
cpuf_out = 0;

n.ro = n/nr;

parallel : =1 to n_.ro do

Xi = <C(i—1)*nr+17 Tty Ci*nr>;
yi = ROPUF(nr,m, x;, en);
end parallel
cpuf_out =y;1 @+ D Yn_ro;
return ( bit cpuf_out );
end CPUF_RX
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Algorithm 15: Structural Representation of Composite PUF (e)

Input parameters:
— Challenge bits (c = (c1,...,¢n))
— Number of APUFs in lower layer(a)
— Challenge size of ROPUFs (m)
— Number of inverters in RO (inv)
— Enable bit (en)
Output parameters:
— Response bit (cpuf_out)
Internal variables:
— Number of PUFs in lower layer (n_arb)
— Input challenge to lower layer PUF (x = (x4, ,%pT))
— Input challenge to upper layer PUF (y = (y1, "+, Vn_arb))

Structural Design:
begin COMPOSEPUF (num n, vec c, bit en, num a, num m, num inv, bit en)
Ny, = (n_m)/a_m;
parallel i =1 to a do
loc, = (i — 1) * (na + m);
Ca = (Cloca+1, " ** s Clocatny )}
a; = APUF(n,, Ca, €n);
loc, = loc, + ng;

Cr = <Clocr+1> ) Clocr+m>;
a; = ROPUF(m, ¢, inv, en);
end parallel
parallel i = 1 to a do
| X =a; ®ry;
end parallel
Cr = <Cn—m+1a Tty Cn>;
Xat1 = ROPUF(m, ¢, ,,inv, en);
cpuf_out = ROPUF(m, x, inv, en);
return cpuf_out;
end COMPOSEPUF
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Algorithm 16: Structural Representation of Composite PUF(f)

Input parameters:
— Challenge bits (c = (c1,...,¢n))
— Challenge size of APUFs (na)
— Challenge size of ROPUFs (nr)
— Number of inverters in RO (m)
— Order of APUFs and ROPUF's in first layer
(o = (o1, ,0x);0; € {0,1})
— Enable bit (en)
Output parameters:
— Response bit (cpuf_out)
Internal variables:
— Number of PUFs in lower layer (n;)
— Input challenge to lower layer APUF (x = (%1, -, Xna))
— Input challenge to lower layer ROPUF (x = (x4, , Xnr))
— Input challenge to upper layer PUF (y = (y1,** , ¥n,))

Structural Design:

begin COMPOSEPUF X (num n, num m, num na, num nr, vec ¢, vec o, bit en)
cpuf_out = 0;

parallel i = 1 to k do

if o; == 0 then

\ Xy = <C(ifl)*nr+17 “**, Cisnr);
end if
else

‘ Xi = <C(i—1)*nr+17 e 7Ci*nr>;
end if

y = ROPUF(nr,m, x;, en);
cpuf_out = cpuf_out @ y;
end parallel

return cpuf_out;

end COMPOSEPUF_X
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Figure 12: Block diagram of Lightweight Secure PUF [9]

2.10 LS-PUF [9]
Primitive components:
1. Arbiter PUF (APUF)
2. XOR gate (@) (used in input-output networks as shown in Fig 12)

3. Shift Register (SHIFTREG) (used in interconnect network to realize a one-to-one permutation of challenge
bits as shown in Fig 12)

Representation:
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Algorithm 17: Structural Representation of LS-PUF

/*combines the input of the input network of all rows into a single input*/
Input parameters:

— Number of PUF rows (Q)

— Number of stages/switches in each PUF (n)

— Challenge bits (c = (c1,...,¢n))

— Enable bit (en)
Output parameters:

— m Response bits (1spuf_out = (ry,...
Internal variables:

— Output of the interconnect network

;Tn))

(X = <X17 e ,XQ> = <<X1$1, e 7X1,n>7 ey <XQ$1, e ,XQ’n>>)
— Output of the input network

(d={(ds,...,dq) = ({(d1,1,.--,d1n),--.,(dg1,---,dqn)))
— Output of each PUF (y = (y1,...,¥n))

Structural Design:

begin LSPUF ( num Q, num n,
vec c, bit en )
x = INTERCON_NETWORK (Q, ¢, n);

begin INPUT_NETWORK ( num Q,
num n, vec x )

parallel i =1 to Q do

parallel j = ton— 1 do

d = INPUT_NETWORK (Q, n, x); if j == 1 then
parallel i = 1 to Q do | d:'t,(n+2)/2 = Xij;
| r; =APUF (n,d;,en); end if

end parallel
1spuf_out = OUTPUT_NETWORK(Q, r);

else if %2 # 0 then
| dig1)/2 = Xy D Xa gt

return ( bit lspuf_out ); end if
end LSPUF; else
| di(mtit2)/2 = X153 O i g4
end if

begin INTERCON_NETWORK ( num Q,
vec ¢, num n)

X; = c;

parallel i =1to Q— 1 do

| xit1 = SHIFTREG (n,xi,1i — 1);
end parallel

return ( vec x );

end INTERCON_NETWORK

begin SHIFTREG ( num n, vec c,
num k )

s=(S1,...,8n);

parallel : =1 to n do

| S(i+k)%n = Cij;

end parallel

return ( vec s );

end SHIFTREG

end parallel
end parallel
return ( vec d );
end INPUT_NETWORK

begin OUTPUT_NETWORK ( num Q,
vec r)
/*z and s are chosen depending on the security and
resource trade-off*/
parallel j =1 tom do
y; =0;
parallel i =1 to z do
| Vi =Y @ I(+s+i)%a
end parallel
end parallel
return ( vec y );
end OUTPUT _NETWORK
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2.11 CRC-PUF [10]

Primitive components:
1. Arbiter PUF (APUF)
2. LFSR (FIBO_LFSR) with XOR (@) and AND (and) operations
3. Shift Register (SHIFTREG)

Representation:

Algorithm 18: Structural Representation of CRC-PUF

Input parameters:

— Number of stages/es in each delay-chain (n)

— Challenge bits (¢ = (cq,...,Cn))

— Enable bit (en)
Output parameters:

— m Response bits (crcpuf_out = (ry,...,ry))
Internal variables:

— Previous challenge bits (t = (t1,...,ty))

— Generator polynomial coefficients (g = (g1,...,8&n))

Structural Design:
begin CRCPUF ( num n, vec c, bit en )
X =c;
parallel i = 1 to m do
x = FIBO_LFSR (n, x);
r; = APUF (n,x, en);
end parallel
return ( vec (r1,...,7m) J;
end CRCPUF

begin FIBO_LFSR ( num n, vec c)
/*g(x) = generator polynomial and
g ={(g1,...,8n) = coefficient vector*/
xor_poly = 0;
parallel : = 1 to n do
| xor_poly = xor_poly @ (g; and c;);
end parallel
¢ = SHIFTREG(n, c, 1);
cy = xor_poly;
return ( vec c );
end FIBO_LFSR
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Figure 13: Block diagram of CRC-PUF [10]

2.12 Configurable ROPUF [11]

Primitive components:
1. Ring Oscillators with NOT gate (RING_0SC)
2. 2 x 1-Multiplexer (MUX-2x1)
3. Counter (COUNTER)

Representation:
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Algorithm 19: Structural Representation of Configurable ROPUF

Input parameters:

— Number of Configurable Ring Oscillators (CRO) (n)

— Number of inverters in a CRO (m)
— Challenge bits (c = (c1,...,¢n))
— Enable bit (en)
Output parameters:
— Response bit (cropuf_out)
Internal variables:

— Signal line at the input of each CRO (t)
— Signal line at the control input of each CRO (s)
— Signal line at the input of first MUX (y)

— Signal line at the input of second MUX (z)

— Input signal to counter (sig-in)
— Output of first counter (count;)
— Output of second counter (count,)

Structural Design:
begin CROPUF ( num n, num m,
vec c, bit en )

5 = <C13"' 7Cm>;

parallel : = 1 to 2" do

t; = CONF_RING_OSC (m, s, en);

Vi,i = ti;

end parallel

parallel i = 2" 4+ 1 to 2"*! do

t; = CONF_RING_0SC (m, s, en);

Zy,i—on = T3

end parallel

serial i =1 to n do

parallel j =1 to 2" do
Yi+1,5 = MUX-2x1 (¥i,25-1, 1,25, C1);
Zit1,j = MUX_2x1 (23 2j—1,21,25,Ci);

end parallel

end serial

count; = COUNTER(yn11.1);

county = COUNTER(zp11.1);

if count; > count, then
| cropuf_out = 1;
end if
else
| cropuf_out = 0;
end if
return ( bit cropuf _out );
end CROPUF

begin CONF_ RING_0SC ( num m,
vec s, bit en )
t; = en and ty;
parallel i =1 to m — 1 do
nt; = not t;;
nty, = not t;;
tit1 = MUX_2x1 (ntl,ntQ, Si);
end parallel
t, = tm;
return ( bit t; );
end CONF_RING_0SC
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Figure 15: Configurable Ring Oscillator [11]

2.13 ColPUF [12]

Primitive components:
1. Congurable Ring Oscillator PUF (CROPUF)
2. LFSR (FIBO_LFSR)

Representation:
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Algorithm 20: Structural Representation of ColPUF

Input parameters:
— Number of Configurable Ring Oscillators (CRO) (n)
— Number of inverters in a CRO (m)
— Challenge bits (cs = (cs1,...,csp))
— Enable bit (en)
Output parameters:
— Response bit (colpuf_out)
Internal variables:
— Signal line at the input of each CRO (t)
— Challenge generated by LFSR (c)

Structural Design:

begin COLPUF ( num n, num m, vec cs, bit en )
¢ = FIBO_LFSR (n, cs);

colpuf_out = CROPUF (n,m, c,en);

return ( bit colpuf_out );

end COLPUF
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2.14 Secure Configuration using Bent function [13]

Primitive components:
1. Arbiter PUF (APUF)
2. Bent function (BENT_FUNC)

Representation:

Algorithm 21: Structural Representation of Secure PUFs with Bent-Function

Input parameters:
— Number of stages/switches in Arbiter PUF (n)
— Challenge bits (¢ = (c1,...,¢n))
— Number of Arbiter PUFs (k)
— Enable bit (en)
Output parameters:
— Response bit (bentpuf_out)
Internal variables:
— Response from APUFs (y = (y1,...,¥x))

Structural Design:
begin BENTPUF ( num n, vec c,

num k, bit en ) begin BENT_FUNC (num k, vec y)
parallel i = 1 to k do parallel i =1 tok— 1 do
| yi=APUF (n,c,en); bf_out = bf_out ® (y; and yi14);
end parallel i =14 2;
bentpuf_out = BENT_FUNC (k,y); end parallel
return ( bit bentpuf_out ); return ( bit bf_out );
end BENTPUF end BENT_FUNC
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Figure 17: Secure PUF configuration using Bent function [13]
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2.15 5,-PUF construction using M-M Bent function [14]

Primitive components:
1. Arbiter PUF (APUF)
2. M-M Bent function (BENT_FUNC)

Representation:

Algorithm 22: Structural Representation of S,,-PUF

Input parameters:
— Number of stages/switches in Arbiter PUF (N)
— Challenge bits (¢ = (c1,...,cy))
— Number of SPUFs (n)
— Enable bit (en)
Output parameters:
— Response bit (snpuf_out)
Internal variables:
— Response from SPUFs (y = (y1,...,¥x))

Structural Design:

begin SNPUF ( num n, num N, vec c, end serial
num k, bit en ) y2 = APUF (n, chift,en);
parallel : = 1 to n do spuf_out = y;XORys;
| yi=SPUF (N, c,en); return ( bit spuf_out );
end parallel end SNPUF
snpuf_out = BENT_FUNC (n,y);
return ( bit snpuf_out ); begin BENT_FUNC (num N, vec y)
end SNPUF parallel i =1 to N — 1 do
bf_out = bf_out ® (y; and yi14);
begin SPUF ( num N, vec c, i =1+ 2;
bit en ) end parallel
cshift = 0; return ( bit bf_out );
y1 = APUF (N, ¢, en); end BENT_FUNC

serial i =1 to N do
| cshift; =c; u;
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2.16 Bistable Ring PUF [15]

Primitive components:
1. NOR gate
2. MUX (MUX)
3. DEMUX (DEMUX)

Representation:

Algorithm 23: Structural Representation of Bistable Ring PUF

Input parameters:
— Number of stages in Bistable Ring PUF (n)
— Challenge bits (¢ = (c1,...,¢n))
— Reset bit (reset)
Output parameters:
— Response bit (brpuf_out)

Structural Design:
begin BRPUF ( num n, vec c, bit reset )
d1 = O7
seriali=1ton—1do
(t1,b;) = DEMUX (ds, c3);
t} = NOR (t;,reset);
b, = NOR (b;, reset);
di+1 = MUX (tg_7b/1, Ci);
end serial
d; = dy;
brpuf_out = dp;
return ( bit brpuf_out );
end BRPUF
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I I I I
Cm Cm+1 Cn-1 Cn

Figure 19: Block diagram of Bistable Ring PUF
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3 Compositions of Weak and Strong PUFs
3.1 Multi-PUF (MPUF) using Pico-PUF and APUF [16]

Primitive components:
1. Pico PUF (PICOPUF)
2. XOR gate (®)
3. APUF (APUF)

Representation:

Algorithm 24: Structural Representation of MultiPUF with Pico-PUF and APUF

Input parameters:

— Number of stages/switches in Arbiter PUF (n)
— Challenge bits (¢ = (cq,...,Cn))

— Enable bit (en)
Output parameters:
— Response bit (multipuf_out)

Internal variables:
— Response from Pico-PUF (k)

Structural Design:

begin MULTIPUF ( num n, vec c,
bit en )

parallel i = 1 to n do

k; = PICOPUF (en);

ki =k; @ cy;
end parallel
multipuf out = APUF (n,k,en);
return ( bit multipuf out );
end MULTIPUF

begin PICOPUF ( bit en )

a; = ARBITER (1, en);

a; = ARBITER (1, en);

picopuf_out = NAND_LATCH (ay,as);
return ( bit picopuf_out );
end PICOPUF

begin NAND _LATCH (bit a;, bit aj)
b; = not a; or (a; and by);

return ( bit by );

end NAND_LATCH
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4 Recurrent Composition of PUFs

4.1 Recurrent composition of DAPUF

Primitive components:

1. DAPUF (DAPUF)
2. XOR gate (®)

Representation:

Challenge

n bits

k-bits E 9

Feed-back v

Figure 22:

Response

Block diagram of Recurrent-DAPUF
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Algorithm 25: Structural Representation of Recurrent-DAPUF
Input parameters:
— Number of stages/switches in DAPUF (n)
— Number of delay chains in DAPUF (m)
— Challenge bits (c = (c1,...,¢n))
— Enable bit (en)
Output parameters:
— Response bit (r_out)
Internal variables:
— Response bits from DAPUF obtained in first iteration (rint = (Tint.1,Tint.2s-- -, Lint,m))
— Internal Challenge (Cint)

Structural Design:

seriali=1to k—1 do

begin Recurrent-DAPUF ( num n, vec c, bit serial j =i+ 1 to k do
en ) at°P — ARBITER (ti,tj);
Tint = DAPUF(k, 1, c, en); Ty = T ® a*P;
parallel i = 1 to n/m do g=9+1
parallel j =1 to m do if g > xor_cnt then
Cint,(i—1)*m+j — Cint,(i—1)*m+j | h=h+17r,=0;9g=1;
@Brint,j; end if
end parallel end serial
end parallel end serial
Tout = DAPUF(k, 1, Cine, €n); serial i =1 to kK — 1 do
return ( bit r out ); serial j =i+ 1 to k do
end Recurrent-DAPUF a®* = ARBITER (b;,b;);
L = 1y B %
begin DAPUF ( num k, num n, g=g+1;
vec c, bit en ) if g > xor_cnt then
parallel i =1 to k do | h=h+1;7r,=0;9g=1;
| (ti,b;) = DELAY-CHAIN (n,en,c); end if
end parallel end serial
xor_cnt = MATH-CEIL (k % (k — 1)/m); end serial
g=Lh=1r=0; return ( vec (ry,...,ry) );
end DAPUF

5 Learnability Analysis of PUF Compositions

Several PUF architectures have been analysed in the PAC Learning framework [17,18]. Here we present the
PAC learnability bounds for a recurrent composition of DAPUF, termed as Recurrent-DAPUF.

5.1 PAC Learning Analysis of Recurrent Composition of PUF

We show that a Recurrent-DAPUF can be represented using a Linear Threshold Function (LTF) and can
be learned using the PAC variant of Perceptron algorithm. We then derive the PAC learnability bounds
for the composition using the mistake bound of the learning algorithm. A k-chain DAPUF, taking an n-bit
challenge and producing an m-bit response consists of k(k — 1) arbiters whose outputs are fed into m XOR
gates. Thus it is mathematically equivalent to m XOR-APUFs, each consisting of k(k—1)/m APUFs. Linear
Threshold function (LTF)-based representation for XOR APUF's has been widely adopted in [19,20], and can
be used to represent DAPUF as well. Analogous to PAC learning of XOR-APUF, a DAPUF represented by
m independent LTFs can be learned by the PAC variant of Perceptron Algorithm. The sample complexity
of the PAC learning algorithm depends on the mistake bound of the Perceptron algorithm and is given by
O(1/€(log(1/8) + Npis)). The upper bound on the number of mistakes that can be made by the Perceptron
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Algorithm is N5 = (R/ 6)2 where R is the length of the transformed challenge vector ¢ and € is the error
bound specific to PAC model. Therefore the number of CRPs required to learn one bit of DAPUF response

2 k(k—1)/m
is o(g(zog@) + (nd) ()

In case of Recurrent-DAPUF, the challenge (c) is XORed with the intermediate response (r;,:) obtained
from the DAPUF, and fed to the DAPUF to obtain the final response. Since r;,; is hidden, the challenge
applied in the second iteration (c;,¢) gets obfuscated thereby increasing the complexity of challenge response
relationship. For the analysis, we have used 5-4 DAPUF as the core PUF which takes a 64-bit challenge
and returns a 4-bit response. In this composition, each response bit is XORed with 16 consecutive challenge
bits. This implies that each of the 16-bit sub challenge fed to the core DAPUF is either equal to or is a
complement of the corresponding part of the challenge given to the Rec-DAPUF, depending on whether the
XORed response bit is 0 or 1. Thus, the challenge applied after XOR operation has either 0, 16, 32, 48 or
64 bits flipped as compared to the Rec-DAPUF input, depending on the Hamming weight of 7.

Extending the response bias calculation presented in [14], we obtain the bias! of a single response bit

of k-chain DAPUF, when b (even) consecutive challenge bits are flipped to be n = % + 2(k(k=1)/m)—1 (% -

) ) where d is the discretized delay value calculated as given in [20].

k(k—1)/m
%tan_l, / ﬁ) , where m is the length of r;,:. For 0, 16, 32, 48 and 64 bit flips, let us denote the

corresponding response bias as 19 = 1, 11, 72, 13 and 14 respectively.

With the knowledge of intermediate challenge (¢;n¢ ), Recurrent-DAPUF can be accurately modelled using
LTF representation as described above. Since we do not have the c¢;,;, we assume the intermediate challenge
to be equal to Recurrent-DAPUF input ¢, on the same lines as given in [21]. This assumption eliminates the
feedback and reduces the Recurrent-DAPUF to a DAPUF. Hence, the resultant PUF can be represented by
an LTF, as we select one out of the 4 output bits. The next step is to calculate the impact of the difference in
the assumed (¢) and the actual challenge (¢;p,¢) on the response bit (r). We estimate the impact on the final
response using the response bias as explained below. Let h be the hypothesis obtained from the learning
algorithm for Recurrent-DAPUF, after observing a set of labelled examples (training set) of the form (¢, ).
The probability that an example (¢,r) (not belonging to the training set) disagrees with hypothesis h is
calculated as follows:

4
Prih(c) #r] = Z Prih(c) # r||rinte] = 3|.Pr[|7int] = 1]

16

(2 ()2
(3 () = e

For this analysis, it is assumed that the distribution of r;,; is uniform. It is to be noted that Recurrent-
DAPUF returns r when core-DAPUF is given challenge c¢;n¢. Thus, the error of the hypothesis (h) is
estimated for ¢;,,; and the bits differing between c¢;,,; and ¢;,+ @ ¢ can be considered as noise. The probability
of mismatch between the predicted and actual response for a given 7;,; is the sum of two probabilities: i)
probability that the predicted and actual response differ on challenge ¢;,,; and the bits differing between ¢ and
¢int do not impact the final response bit. ii) probability that i(c;,:) is equal to r, however the response gets
flipped due to the difference between ¢ and c¢;,;. When hypothesis A becomes equal to the target function,
we have (e = 0) = Pr[h(c) # r] = ", since error occurs only due to the difference between ¢ and c¢;p+.
Thus the updated margin of the hypothesis becomes e.7y’.

The maximum number of mistakes that can be made by the Perceptron algorithm is polynomial in the

). (emi+ (1 —e)(1—m))

Il
I |
=}
N
SN

2
separation (e.n’) and is given by N5 = (j},) where R = (n+1)F(k=1/™ is the length of transformed chal-

1Bias refers to the probability that the PUF response remains unchanged on modifying one or more bits of the input challenge
and is denoted by 7.
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lenge vector and the length of weight vector corresponding to hypothesis output by the Perceptron algorithm
2 k(k—1)/m
is one. Thus the sample complexity to PAC learn Recurrent-DAPUF is O( L (log(%) + (nd)"(nt1) )),

6.77' 62.71/2
where d is the discretized delay value and €,d are the PAC model parameters. Since i’ < 1, the number
of CRPs required to learn Recurrent-DAPUF is approximately 1/7’ times more than DAPUF, thus proving
that addition of feedback increases ML robustness.
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