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What are Signature Schemes?

• Provides message integrity in the public key 
setting

• Counter-parts of the message authentication 
schemes in the public setting

• Allow a signer S who has established a public 
key, pk, can sign a message with his own secret 
key.

• Anybody who knows pk, and knows that the 
public key was originates by S, can verify the 
signature.
– Several applications
– Distribution of patches by a software company. 
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DSA vs MAC

• Both are used for integrity.

• Verification of MACs rely on the private 
key setting.

• However verification of the DSA is based 
on public key setting.
– signatures are publicly verifiable.

– signatures are transferable.

– signatures provide non-repudiation. 

Definition
A  signature schem e is a tup le of three P P T  algorithm s: 

(G en,S ign ,V rfy) satisfying  the fo llow ing:

1 . T he key-generation  algorithm  G en takes as inpu t 

a security param eter n , and  outputs a pair of keys (p

*

k ,sk). 

pk  is the public key and  sk  is the secret key. A ssum e both  

have length  n .

2 . T he signing  algorithm  S ign , takes as input a private key 

sk  and  a m essage m {0 ,1} .

It ou tputs a signature , deno ted  


as S ign ( ).

3 . T he determ inistic verification  algorithm  V rfy takes as 

inpu t a public key pk , and  a m essage m , and  a signatu re . 

It ou tputs a b it b=1 , m ean ing  valid , and b=0 m eaning  invalid .

W e deno

sk m





te th is as b=V rfy ( , )pk m 
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Correctness of a signature scheme

*

It  is required that for every ,  every (pk,sk) output by Gen, 

and every message {0,1} ,  it holds that:

            Vrfy ( , ( )) 1pk sk

n

m

m Sign m




Security

,The signature experiment Sig-forge ( ) :

1. Gen is run to obtain keys (pk,sk)

2. Adversary A is given pk and oracle access to 

Sign (). The oracle returns a signature Sign ( ) 

for any message m of the

A

sk sk

n

m



 adversaries choice.

The adversary after Q requests outputs a pair (m, ).

3. The output of the experiment is denoted to be 1 if 

and only if, 1)Vrfy ( , ) 1,  and 2)

A signature scheme (Gen,Sign,Vrfy

pk m m Q



  

 

,

) is 

existentially unforgeable under an adaptive chosen message 

attack if for all PPT adversaries A, there exists a negligible 

func negl st:

      Pr[Sig-forge (n)=1] negl A  
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RSA based Signatures

*

Define RSA-sign(n):

1. Gen(n): Outputs (N,e,d), where N=pq, where 

p and q are both n bit primes, ed 1 mod (N).

2. Sign: On input a private key sk=(N,d), and a 

message m Z ,

                =m mod  N

3. 

N

d

 



* *

Vrfy: On input a public key pk=(N,e), and a 

message m Z ,  and a signature scheme Z ,

output 1 if and only if:

                 m= mod  N

N N

e





 

A no-message attack

• It is trivial to forge without any query at all.

How?
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A no-message attack

• It is trivial to forge without any query at all.

Just choose an arbitrary σ, and compute

m= σemod N.

It is immediately clear that (m, σ) is always 
valid!!

Forging a signature on an arbitrary 
message

• Say the adversary wants to output a 
forgery of any given message m.

• The adversary just needs two signatures 
of chosen messages.

• How does the forgery work? 
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The forgery

• Adversary chooses an arbitrary m1 and 
obtains its sign σ1.

• It computes, m2=m/m1, and its sign σ2. 

• Now note, any valid sign  for m, is 

σ=md=(m1.m2)d

=m1d.m2d

= (σ1. σ2)mod N.

Question

• How many forgeries can you create with t 
such signature values?
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Hashed RSA

• The basic idea is to modify the textbook 
RSA by applying some hash function H to 
the message  before signing.

• The scheme considers a publicly known 
function: 

H : {0,1}* ZN
*

• The sign σ is computed from m, as 
follows:

σ=[H(m)]dmod N

The function H should be collision 
resistant

• The function H must be collision resistant, 
as otherwise one can find two messages, 
m≠m1, st H(m)=H(m1). 
– then creating a forgery is trivial.
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Attacks on the hashed RSA  
scheme

• No message attack: Is difficult, if H is difficult to 
invert.

• Forging a signature on arbitrary messages: 
For the previous attack for textbook RSA to work now, 

we need to find three messages, m, m1 and m2 st: 
H(m)=H(m1).H(m2) mod N. 

This seems to be difficult if H is not efficiently invertible.
Proofs of these schemes exploit that the function H is 
a randomly looking function: This proof models are 
called Random Oracle models.

The Hash and Sign Paradigm

• Apart from preventing the attacks on the 
RSA-sign scheme, there is another 
advantage:
– it can be used for signing messages of 

arbitrary lengths.
– general approach is to hash and then sign the 

message.

• Of course the following theorem does not 
apply for RSA-sign, as it is not secure 
itself. 
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Hash and Sign

Hash and Sign
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Reduction 1

Reduction 2
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Lamport’s One Time Signatures

Construction of Lamport’s OTS



12

Example

Security Proof
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Stateful Signature Scheme

A Simple Scheme
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Chain-based Signatures

Tree based Signature Schemes



15

The signature scheme

• It first generates keys (as needed) for all nodes 
on the path from root to the leaf labeled m.
– some of these public keys may have been generated 

during signing previous messages, they are not 
generated again.

– it certifies the path from the root to the leaf labeled as 
m by computing a signature on pkw0||pkw1, using 
secret key skw, for each string w that is a proper prefix 
of m.

– finally, it certifies m by computing a signature on m 
with the private key skm.

The tree based signature algorithm
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Security

Stateless scheme

• The states depend on the message 
signed.

• It is possible to generate all needed keys 
in the entire tree in advance, but the time 
complexity is exponential.
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A Stateless Solution

Digital Signature Algorithm
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Correctness

Certificates
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Public Key Infrastructure (ISA)

Invalidating 


