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Kharagpur, India In this paper, the problem of ensuring packet delivery ratio and high network life-

time in wireless sensor networks in the presence of single or multiple jammers is
studied using single-leader-multiple-followers Stackelberg game theory. A topology
control scheme is proposed, in which the sink node, which acts as the leader, identi-
fies the set of jamming affected nodes. On the other hand, the sensor nodes, which
act as followers, need to decide an optimum transmission power level, while ensuring
an optimal set of neighbor nodes covered. A scheme, named TC-JAM, for ensur-
ing packet delivery ratio, while avoiding jammers and increasing network lifetime
in wireless sensor networks, is proposed. In existing literatures, the sensor nodes are
envisioned to be equipped with multiple interfaces, while having access for multiple
channels. However, in TC-JAM, the sensor nodes have simple hardware with single
interface for communication, ie, the sensor nodes have single channel for commu-
nication. Additionally, in the proposed scheme, TC-JAM, each sensor node has a
provision to vary its transmission power according to the chosen strategies. Using
TC-JAM, the energy consumption of the overall network reduces by up to 62%, and
the network lifetime increases by 56% to 73%.

Correspondence

Sudip Misra, Department of Computer Science and
Engineering, Indian Institute of Technology,
Kharagpur, India.

Email: smisra.editor@gmail.com

KEYWORDS

Dynamic transmission power level model, jammer, network lifetime, stackelberg
game, topology control, wireless sensor network

1 | INTRODUCTION transmitter or by a jamming station consisting of multi-

ple transmitters. Mpitziopoulos et al* classified the jamming

Wireless sensor networks (WSNs) are highly vulnerable to
the different types attacks.! Jammer® is one of the popular
ways of attacking WSNs.? The jammer nodes transmit radio
signals in the same frequency as that done by the normal
nodes. Thus, the jmmers restrict communication between the
nodes. Hence, because of multiple unsuccessful retransmis-
sions, the network lifetime gets reduced. The communication
of the nodes gets affected because of the presence of jammers.
Therefore, if the jammers stop sending jamming radio sig-
nals, the nodes starts behaving normally. Hence, the effect of
jamming is temporary in nature.

1.1 | Motivation

In the existing literature, researchers have considered sev-
eral kinds of jammers. Jamming can be done using a single

nodes to be divided into 4 categories of jammers—proactive
or constant, deceptive, random, and reactive. In this work,
we consider that the jamming nodes can follow any of the
aforementioned jamming models. Hence, in case of jamming,
the jammers keep wireless channel busy, causes interference,
and corrupt the transmitted packets. In the existing litera-
ture, several jamming node detection techniques and models
to countermeasure the jamming effects are proposed. How-
ever, these approaches are hard to realize in real-life scenarios.
Additionally, in existing literature, the sensor nodes are envi-
sioned to be equipped with multiple interfaces, while consid-
ering that the sensor nodes can communicate through any of
the available multiple communication channel. Mpitziopou-
los et al* surveyed the difficulties encountered with the
existing countermeasure mechanisms-regulated transmitted
power, antenna polarization, frequency-hopping spread spec-
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trum, direct-sequence spread spectrum,’ directional trans-
mission, and use of ultra wide band technology. However,
in the existing literature, no topology control mechanism is
envisioned for antijamming, while deciding the transmission
power level in a dynamic and distributed manner with con-
sideration that the sensor nodes are equipped with single
interface for communication.

1.2 | Contribution

We focus on ensuring high network lifetime in the presence of
jamming nodes in WSNs, while maintaining the packet deliv-
ery ratio intact. In this work, we consider that all nodes are
able to modify their transmission power levels according to
their requirements. Initially, each node decides an optimum
transmission power level, while covering the optimum num-
ber of neighbor nodes. On the other hand, the sink node finds
out the set of jamming affected nodes, based on the infor-
mation provided by the nodes deployed in the network. The
contributions of this work are summarized as follows:

1. In this paper, we propose a topology control scheme,
named TC-JAM, for the sensor nodes with single interface
in the presence of jamming in wireless sensor networks.
TC-JAM confirms the integrity of packet delivery, while
ensuring minimal energy consumption and increased net-
work lifetime. In this process, the sink node collects the
neighbor node table information from each node and tries
to detect jamming affected area.

2. The proposed topology scheme ensures increase in net-
work lifetime. We consider that the sensor nodes have
single interface for communication, as these nodes are
energy-constrained and need to have simple hardware
interface.

3. We propose a topology control mechanism, using which
each node decides an optimal transmission power level,
while ensuring the coverage of the optimal set of neighbor
nodes.

4. For topology control, we use the single-leader-multiple-
follower Stackelberg game. The sink node acts as the
leader, and the sensor nodes act as the followers. We
propose an algorithm for nodes to avoid jamming, while
exploring topology control with modifying the transmis-
sion power levels.

1.3 | Paper organization

The remainder of the paper is organized as follows: We briefly
present the related literature in Section 2. Section 3 describes
the system model, while mentioning the assumptions. In
Section 4, we formulate the game-theoretic method using the
single-leader-multiple-follower Stackelberg game, and, there-
after, we establish the existence of Stackelberg equilibrium
in Section 4.3. In Section 5, we also propose the different

constituent algorithms of the scheme, TC-JAM, and discuss
their performance in Section 6.4. Finally, we conclude the
paper while citing few research directions in Section 7.

2 | RELATED WORK

In the last few years, a lot of research work on jamming in
WSNs emerged.®!” Some of the existing literature are dis-
cussed in this section. Using Bayesian game, Garnaev et al'’
studied jammer type identification to determine whether a
jammer is a random jammer or an intelligent jammer. The
authors formulated the problem as a dual linear programming
problem. In this problem, the nodes identify the type of attack
on the basis of previous knowledge of jamming attack, and
try to reduce the effect of jamming. Similarly, Xiao et al'®
proposed an antijamming scheme, where the secondary users
(SUs) try to estimate the transmitted jamming power. There-
after, each SU decides the power required for transmission,
while suppressing the jamming effect. For this problem, the
authors used a Stackelberg game-theoretic approach. Sheik-
holeslami et al'® proposed an energy-efficient routing scheme
for wireless networks in the presence of jamming while cal-
culating an approximation to the link outage probability. In
another work, Hamouda et al*® proposed a new coalition game
in presence of jammer, while considering that coalition value
depends on the SUs’ spectral efficiencies, the inter-SUs inter-
ference, and the interference caused to the primary user. Khan
et al*! proposed a slotted-based adaptive scheme for channel
access in the presence of wireless nodes under unknown net-
work conditions. On the other hand, Fang et al? studied the
effect of reactive jamming effect in wireless communication
network. Viela et al*® studied the jamming strategies on the
basis of channel state information, and inferred that the effects
of single jammer can be overcome, as there is a trade-off
between jamming coverage and efficiency.

Noubir* proposed the varying of antenna gain to
minimize jamming effects by minimizing the jamming-
to-receiver-antenna gain factor. They also investigated the
impact of the proposed method in multihop ad hoc networks.
They also explored the effects of the random-walk mobility
model in a jamming environment. In another work, Li et al*
proposed an antijamming scheme, while using the incom-
plete information—based game theory. Using game theory,
they modeled strategies to assign random access to MAC
layers. He et al*® considered the single and multicommodity
flow problems in the presence of mobile relays and single
intelligent jammer. Considering that the other nodes, includ-
ing the source and the destination nodes, are static, they tried
to maximize the network flow, using spectral graph theory.

Amuru and Buehrer” proposed and characterized an
optimal jamming scheme for optimal distribution of
energy-constrained jamming signals over an additive white
Gaussian noise channel. Baidas and Afghah?® proposed
a matching-theoretic approach to reduce bit error rate.
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They proposed that 2-paired node helps to minimize
the total energy consumption, while ensuing end-to-end
signal-to-noise ratio. Nguyen et al®® proposed strategies to
transmit noise signals by a jammer to increase the privacy
rate coefficient of the secondary users in the presence of mul-
tiple primary users in cognitive radio networks. Their focus
was on increasing privacy, while introducing noise signal,
and not of proposing a scheme for antijamming scheme. Li

et al®

proposed an adaptive scheme to reduce the jamming
effect, while adjusting the minimum contention window in
the IEEE 802.11 MAC.

Tague®' explored that mobility has impact on jamming
attacks. They observed that different mobility factors can be
used to get performance trade-offs. On the other hand, Wood
et al,”> Amiz et al,*® and Misra et al** studied the problem
of jamming area identification. Additionally, Li et al* listed
a survey of different antijamming schemes, while varying
the transmission power. In another work, Xu et al*® proposed
a scheme for switching in different available frequencies to
avoid the jamming effects. Ma et al'* considered in their study
a system comprising of mobile nodes and single static or
mobile jammer. They proposed a random mobility model for
the jamming affected nodes to be placed to a “safe” area.
Mpitziopoulos et al*’ proposed a jamming avoidance scheme,
while considering mobile agents and tried to decide optimal
trajectory for the mobile agent. However, these works do not
consider the nodes to be static and the energy constraint of the
nodes.

In contrast to the existing works, a game-theoretic model is
used in this paper to improve the energy consumption of the
network and the network lifetime in the presence of jamming
nodes in WSNs, while taking advantage of varying transmis-
sion power levels. We use the single-leader-multiple-follower
Stackelberg game to develop a topology control mechanism
for WSNs.

3 | SYSTEM MODEL

We assume a 2D WSN exposed to single or multiple jammers.
We consider that the sink node is not affected by jamming.
Each node n € N, where N is the set of sensor nodes in
the network, is placed at location (x,, y,), which is known
to the sink node. However, the sink node does not know the
location of the jammers. Each node n has |N,| number of
neighbor nodes, where N, C N, and communication range
of r,. The jammer can be either proactive or reactive. The
schematic digram of the network is shown in Figure 1. Addi-
tionally, each node 7 is considered to send its neighbor list to
the sink, periodically, or in response to the query generated by
the sink. Additionally, each node n is capable of varying the
transmission power level to ensure reduced energy consump-
tion of the nodes, and increased in network lifetime. In WSNs,
the energy-constrained nodes lose their energy in 3 different
activities — sensing, transmission, and reception. In most of
the WSNs, each node uses a sleep/wake schedule.*®* Con-
sequently, the nodes in jamming affected area lose its energy
by receiving unrelated data. Therefore, we need to have a
topology control mechanism, where each node chooses its
optimum transmission power level. Let the maximum and the
minimum transmission power levels of each node be denoted
bY pPmax and puin, respectively. Each node needs to decide an
optimum transmission power level, p;:, where pnin < pi <
Pmax- If a node n having transmission power level p, has a
communication range of r,, the mapping function between r,
and p,, ie, f : r, = py, is 1-to-1, as shown in Lemma 1.

Lemma 1. Mapping function f : r, — p, is a bijective
function.

Proof. To prove that f : r, — p, is a bijective function,
we need to prove that f : r, — p, is both surjective and

\e J

\ 0
O N

~

B Jamming Node
O Normal Node
@ Jamming Affected Node

FIGURE 1 Schemtic diagram of the network in the presence of jammer
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injective function. From the definition of a surjective function
g : x — y, we get that each element y has a paired element
x. For each value of transmission power level, p,, we have a
defined communication range r,. Hence, we have a tuple or
pair, ie, < ry,, p, >, for each value of p,. Therefore, we con-
clude that f : r, — p, is a surjective function. Additionally,
from the definition of an injective function g : x — y, we get
that for each x, there must be a distinct y value. Each r, value
corresponds to a distinct p, value. Therefore, we claim that
f : rn = p, is an injective function. Finally, we conclude that
f : ry = p, is a bijective function. U

Therefore, we define k number of transmission power lev-
els, ie, P = {vi,va,--- , v}, where P is the set of trans-
mission power levels having cardinality k. Accordingly, from
Lemma 1, we get the set of communication ranges, ie, R =
{@1, @2, -+ , @r}. We represent the network to be a directed
graph, G = (V, E), where V is the set of vertices and FE is the
set of edges.In the rest of the manuscript, we use V and N anal-
ogously. We define that in graph G, there exits an edge from
node i to node j, ie, e;;, if the Euclidean distance between the
nodes, d(i, j), is lesser or equal to the communication range
of node i, r;. Mathematically,

_J LifdGj)<r and r,€R
€j = 0, otherwise :

ey

3.1 | Assumptions

In this section, we clearly define the bounds of the proposed
scheme, TC-JAM, by outlining the assumptions below:

1. We consider a uniform random deployment of wireless
nodes over a planer terrain.

2. We consider that the sink node is not affected by the
jammers.

3. The sensor nodes are capable of varying the transmission
power level, ie, varying the communication range.

4. The jammers are reactive in nature and are static.

5. The nodes are static and have a single channel to commu-
nicate.

6. Each node is capable of deciding its own strategy, ie, its
transmission power level or communication range.

7. The sender nodes always have packets to send.

8. We consider the network to be an ideal one, in which,
there is no packet loss due to collision between 2 packets.
Packets can be lost because of jamming only.

4 | TC-JAM: THE PROPOSED TOPOLOGY
CONTROL SCHEME

4.1 | Justification of using
the single-leader-multiple-follower Stackelberg game

In WSNs, the nodes are energy-constrained. On the other
hand, the source nodes choose paths to the sink, in a

distributed manner. Hence, if the intermediate nodes are
in a jamming affected area, and the source nodes do not
have any information about the jamming affected nodes,
the nodes might deplete energy by sending multiple dupli-
cate packets. In such a scenario, the nodes can choose a
path consisting of unjammed nodes, while having informa-
tion of the jammed nodes. In this process, the sink node
helps the normal nodes, while identifying the presence of
jammer. We propose a topology control scheme for increas-
ing network lifetime in the presence of jammers, using
the single-leader-multiple-follower Stackelberg game,***!
where the sink acts as the leader, and the deployed sensor
nodes act as the followers. This is represented as “oligopolis-
tic market scenario,” where each individual, ie, the leader and
the followers, attempts to identify the jammers and achieve
high payoff.

4.2 | Game formulation

We consider a WSN exposed to multiple jammers. We use
asingle-leader multiple-follower Stackelberg game-theoretic
approach for identifying the jamming affected nodes and
decide the optimal strategies for topology control in the pres-
ence of jammers. The sink node acts as the leader, and the
sensor nodes act as the followers. Additionally, we consider
that the jammers are nonfollower nodes, which affect the net-
work performance, while deciding strategies locally. The sink,
ie, the leader, informs the follower nodes about the jamming
affected nodes. On the other hand, the sensor nodes, ie, the
followers, decide the optimal transmission power and calcu-
late the 1-hop neighbor list. In this paper, the strategic form
of the overall game is denoted as follows:

C = {N’ G’ V’ E’ (pm T'n, Nm Un('))nEN’ S()’ L()} (2)

The components of the strategic form ¢ are as follows:

1. N denotes the set of sensor nodes deployed in the wireless
sensor network.

2. G = (V, E) represents the graph formed by the sensor

nodes, where V and E denote the set of vertices and the set

of edges, respectively, in the graph G.

pn denotes the transmission power level chosen by sensor

node n.

4. r, is the chosen communication range by node n corre-

sponding to the transmission power level p,,.

N, is the set of neighbor nodes of node n.

6. U,(pn,N,) defines the utility function for each node n, and
signifies the payoff, while choosing an optimal transmis-
sion power level, p,, to increase the network lifetime.

7. S(N,) defines the revenue of the network and needs to be
calculated by the sink node. The sink node always tries to
cover at most many nodes, while reducing the energy loss
because of packet loss and packet retransmission.

w

d
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8. L(N,), which is to be calculated by the jammers, defines
the loss incurred because of the effects of jammers over
the jamming affected nodes.

4.2.1 | Utility function for each sensor node:

For each sensor node n € N, the utility function, U,(p,, N,),
signifies the maximization of payoff, locally, while ensuring
the properties of the oligopolistic market. Each node n needs
to decide the optimum transmission power level, p,, while
considering that it can cover an optimum number of neigh-
bor nodes. Additionally, if any neighbor node is affected by
the jammers, eventually, no node would consider the affected
node as a neighbor node. Hence, the network lifetime is
increased. On the other hand, if node i is affected by any
jammerj € J, where J is the set of jammers present in the net-
work, the node i, eventually, reduces its transmission power
level to minimum value, ie, p; = pmin. Each node n € N tries
to maximize the payoff of the utility function, U,(p,, N,).
Therefore, each node n must satisfy the following properties:

1. The utility function, U, (p,,N,), is considered to be non-
increasing, marginally, because with the increase in trans-
mission power level, p,, the energy consumption profile
of node n will increase. However, choosing the mini-
mum transmission power level, pnin, reduces the payoff of
the utility function, U,(p,, N,,), significantly. Hence, each
node n needs to decide an optimum transmission power
level, while satisfying the following constraint:

PUpn N _

P 3)

2. With the increase in transmission power level, the cardi-
nality of the set of neighbor nodes, ie, |N,|, increases.
Hence, each node has an increment in number of choice for
choosing its next hop from the available neighbor nodes.
For example, if a node n chooses either of the available 2
transmission power level, ie, p, and pn', where p, < pn/,
the node n covers N,, and N/, neighbors. Here, we claim
that N,, C N/,. Hence, we get

* p}’u
Pn {p;”

Therefore, each node n must consider the following
condition:

ifN, = N/,
otherwise

“

aUn(pna NV!) > 0.
Opn
3. The payoff of the utility function, U,(p,,N,), also
increases with the increase in cardinality of the set of the
neighbor nodes, ie, |N,,|. Mathematically,

aUn(pm N,) S
N, 7

4. The payoff of the utility function, U,(p,,N,), also
increases with the increase in cardinality of the set of the

&)

(6)
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neighbor nodes of node n, ie, |N,,| and the set of the neigh-
bor nodes covered by other nodes i € N, where n # .
Hence, the payoff of the utility function, U,(p,,N,), is
expressed as follows:

oU(pnN) |

= )
ol U N,|

Therefore, we define the utility function, U,(p,,N,), as
follows:

_ Ph=Pn 1 |N;,| — IN,| Dn
U,(ps,N,) = tan 1 <e P > + [ ’
g S(N") (an |)max Pmax

where p, and p), denote the current and previous transmis-
sion power level, respectively, chosen by node n; |[N/|, |N,|
and (|N,|)max are the number of neighbor nodes covered
with transmission power levels—p),, p,, and pyay, respec-
tively. Hence, each node n tries to maximize its payoff, while
satisfying following constraints:

Pmin < Pn,P;z < Pmax (9)

N,, N, € N. (10)

4.2.2 | Utility Function for the Sink Node:

Utility function for the sink node, S(N,,), signifies the con-
nectedness of the network. It symbolizes that the deployment
topology of the network, and the presence of jammers. Here,
the sink node collects the neighbor list information from the
nodes deployed in the network. Here, the sink node calcu-
lates the set of the jamming affected nodes and informs the
normal nodes to avoid those nodes, while deciding the paths.
On the other hand, the jamming affected nodes does not get
any information from the sink. Hence, it shrinks the trans-
mission power level to the minimum value, ie, the minimum
transmission power level, pni,. Therefore, the sink node tries
to maximize the payoff, while maximizing the number nodes
covers by at least 1 neighbor node. Mathematically,

M) _ o
OIN,|

an

Therefore, we define the utility function, S(N,,), as follows:

N
| U Ny

S(N,) = =L 12
(N,,) N (12)

where N, is the set of neighbor nodes of node n € N; ||
defines the cardinality of a set. Hence, the sink node tries
to maximize its payoff of the utility function, S(N,,), while
satisfying the constraint given below:

N
| U N,| <[NJ. 13)
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4.2.3 | Utility function for each jammer

Each jammer tries to maximize its payoff by blocking multi-
ple nodes from communicating. Hence, each jammer tries to
maximize the payoff of its utility function, ;. However, from
network performance point, the sink node tries to reduce the
payoff of the jammers, while suggesting the nodes to com-
municate through other paths. Hence, we can have the utility
function for each jammer, L, as follows:

Ly =Ny, (14)

where N; defines the set of sensor nodes affected by the jam-
mer J and || defines the cardinality of the set, as mentioned
earlier.

4.3 | Existence of generalized Stackelberg equilibrium

In this Section, we tried to establish that there exists an equi-
librium called as the generalized Stackelberg equilibrium.
Hence, we observe the first and second order derivatives of
the utility function, U, (p,, N,,), to find out that the payoff can
be maximized for optimum value of p,. In Section 4.4, we
get the actual solution of p,. Additionally, we consider that
the cardinality of the set of neighbor nodes of node n, ie, N,
varies proportionally with the transmission power level, p,,.
Mathematically,

Ny = apn. 5)

where a is a constant, as the nodes are considered to be
distributed uniformly. Hence, performing first order partial
derivation, we get

App
(=L
aUn(pnan) e’ ( P,’z) Apn —Pn ’
3 = T -— Where Ap, = pj, —p,
'Pn 1+ ET Pimax
_ 1 1 Apn —Dn
T A 2
Pn e A +e Ph Pmax
(16)
However, we know that
x 1, 1,
e +e =(1+x+§x +~-~)+(1—x+§x —)
~2+x°
17
Hence, from Equation 16, we get
aUn(pm Nn) _ _l 1 Apn —Dn
P 8, )’ Pax
2+ (%) (18)
/
- 2p,
_ 1 +Pn 4 .

2 2
3[);, - 2[9,1 + p—': Pmax

Further, taking the second order derivative of U,(-), we get

0*U,(p,, N
"a(p’z o) _ ! — [—2(1+p—',’)] ——22
2 1 Pn 2
=——, —2 [ +—/:| —2—.
pn 2+(%> le pmax
P,

(19)
Here, we know that p), > 0, (Ap,,)2 > 0and ;)—7 > 0. Therefore,

from Equation 19, we get

2
0 Un(pn No)

o 0. (20)
n

Hence, we conclude that for the proposed scheme, TC-JAM,
there exist a generalized Stackelberg equilibrium, ie, an opti-
mum value of p,,, for which the payoff of the utility function,
U,(pn, N,), is maximum. After getting that optimum value,
ie, p;, each node does not change its strategy. Hence, we have
a generalized Stackelberg equilibrium solution that can be
expressed as tuple < pj;, N¥ > .

4.4 | Solutions of the proposed TC-JAM scheme

In this section, we discuss about the optimum strategy, ie,
the optimum transmission power, p;;, chosen by each node .
We equate the first order derivative of the utility function,
U,.(pn, N,), to 0. Mathematically,

oU,(pn, N,
OUn(pn. Nu) _ 0. 1)
Opn
Therefore, from Equation 18, we get:
/
- 2p,
B 1 4 P _ Pn _ 0,
3[),” — 2[7,, + [’% Pmax
2
D 22
=(Ph = 2pn) <3p11—2pn+l7> — Pinax = 0, @2)
n

4
:?pf — 6pu” + 8pn + (Pax — 3pn”) = 0.
We consider that a = z%’ b=—6,c=8p,,andd = (Pl —
3pn2). Hence, from Equation 22, we get:
ap,® —bp2 + cp,+d = 0. (23)

Considering that p, =y — ﬁ, we rewrite the Equation 23 as
follows:

2 3
ay3+<c—§—a>y+(d+%—z)=0,

3 3ac — b? 2b° — 9abc + 27a%d
Ty T\ e )T 27 -

(24)
0.




BHAVATHANKAR ET AL.

Hence, Equation 24 can be represented as follows:
¥’ +30y —2R=0. (25)
where y =S + T, ST =— Q. Therefore, we get the following:

S+T)P+308+T)-2R=0

S+ T3 +3ST(S+T)]-3ST(S+T)—-2R=0,
as Q =-ST
=8>+ T3 =2R (26)
3
o5 — L _op- 0, as T = —2
53 S

=25 —2R$’-0*=0

From Equation 26, we get the following equation:

(3 _ 2REVAR? + 405

2

= S =RtVRE+ O3 @7
= §=1\/Rt\VR + 0%

Considering that § = \3/ R+ y/R% + 03, from Equation 26,

we get:
S +T°=2R
=>7T°=2R-§°
=>T3=2R—[R+ VR? + 03] (28)
=>T*=R- R+ Q3]

=>T=1\/R-

VR + Q3.

From Equations 27 and 28, we get the following equations:

y-\/R+\/IWQ3 \/R

VRZ+03 (29

and

\/R+\/R2+Q3 \/R R2+Q3—%. (30)

Hence, we get that the optimum transmission power level, p;;
is as follows:

pi= R+ VR G+ k- VRO -2 (1)

where pmin < pj; < pmax and [N, | = f(pj). Here, f(-) defines
a uniform distribution function.

On the basis of the set of neighbor nodes covered by each
node, ie, the follower and the sink node, the leader calcu-
lates the payoff of the utility function, S(N,), as shown in
Equation 12.

WILEY—22t

Algorithm 1 Optimal Transmission Power Level Finding

Algorithm
INPUTS:
1: G(V,E) > Graph of the network
2: N > Set of deployed nodes

3 P > Set of transmission power levels
4 Pmax > Maximum transmission power level
OUTPUT:

I pp  >Optimum transmission power level
2. N > Optimum set of neighbor nodes
PROCEDURE:

1: Calculate (N,,)nax;

where p, = Pmax

Pn = Pmaxs

do
Pn = Pns )
Calculate N,,;
Choose p,, where p, # p, and p, € P;
Calculate N,;;

. while (U, (9, N,) 2 Uy, (. N, ))s

pn - pn’

: N: = Nn;

. return (p;, N¥);

> Set of neighbor nodes

R A A

[
- o

5 | PROPOSED ALGORITHMS

In this section, we discuss the proposed algorithms elab-
orately. In TC-JAM, after the deployment over a terrain,
each node needs to find its neighborhood graph, and accord-
ingly needs to decide the optimum transmission power level.
Thereafter, the sink node collects these neighborhood node
information from each node, and finds the set of nodes
under jamming affected area. Hence, we propose 2 algo-
rithms, which are needed to be executed by each node and
the sink to decide the optimum transmission power level and
the set of jamming affected nodes. In the proposed scheme,
TC-JAM, the nodes, ie, the followers, decide the transmis-
sion power level, noncooperatively. Thus, their communica-
tion ranges are also defined noncooperatively. Thereafter, the
nodes inform the the set of neighbor nodes to the leader, ie,
the sink node. Based on that, the leaders calculates its payoff
using utility function, S(N,,), defined in Equation 11. These
algorithms are as follows—optimal transmission power level
finding and set of jamming affected nodes identification, ie,
Algorithms 1 and 2, respectively. Using Algorithm 1, each
node tries to find the set of optimum neighbors, N, C N.
Before finding the optimum transmission power level, each
node tries for k times, where k is a constant. Therefore, the
time complexity of the Algorithm 1 is O(kN,), ie, O(N). On
the other hand, Algorithm 2 calculates the set of neighbor
nodes coved by each individual node, which is having time
complexity ®(N). The calculation of remaining steps takes
a constant time, ie, O(1). Hence, the time complexity of the
Algorithm 2 is O(N).
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Algorithm 2 Set of Jamming Affected Nodes Algorithm

INPUTS:

1: G(V,E) > Graph of the network
2: N > Set of deployed nodes
3: N, > Set of neighbor nodes of each

node n

4 Dmax > Maximum transmission power level
OUTPUT:

1. Ny > Set of jamming affected nodes
PROCEDURE:

1. Calculate | JN,;

in the network
2: Calculate S(N,,);
3: Calculate Ny =N - (UN,);
4: return Nj;

> Set of connected nodes

6 | PERFORMANCE EVALUATION

6.1 | Simulation parameters

For performance evaluation, we considered randomly gener-
ated values of the deployed nodes and jammers, as shown
in Table 1, on a MATLAB simulation platform. For simula-
tion, both the sender and the destination nodes are selected
randomly. The sensor nodes are homogeneous in nature, and
capable of varying transmission power level. The initial setup
of each sensor node is mentioned in Table 1. Additionally,
we assumed that the jammer starts to transmit random pack-
ets after the sender has successfully sent 10 packets, and the
sender has a total 100 packets to send.

6.2 | Benchmark

The performance of the proposed scheme, TC-JAM, is evalu-
ated while comparing with 2 existing schemes—RPMSNO05'?
and CA-JAM.*

TABLE1 Simulation parameters

Parameter Value

Simulation area 1000 m x 1000 m

Number of jammers 4

Number of normal nodes 100-400
Initial energy of each node 20 J%3
Maximum communication range 100 m
Packet interval 4 sec
Packet Header size 34 bytes
Packet Payload size 2034 bytes
Energy consumption at Tx circuitry 50 nJ/bir**
Energy consumption at Rx circuitry 50 nJ/bit**

Energy consumption at amplifier 100 pJ/bit-m>**

[ TC-JAM E===3 RPMSNO5 CA-JAM =22 |
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FIGURE 2  Average energy consumption of each node

We refer to these topology control schemes as TC-JAM,
RPMSNO5, CA-JAM through the rest of the paper. Ma et al'3
considered mobile nodes and single static or mobile jammer.
They proposed a jamming avoidance technique for the jam-
ming affected nodes to the “safe” area. Jembre and Choi*
proposed a jamming avoidance scheme, where each node has
multiple interfaces at the same time, and can switch between
multiple channels. However, unlike their work, we focused on
designing a novel topology control scheme such that the net-
work lifetime is increased, where nodes are having a single
channel for communication without any complex hardware.
Additionally, we have considered that the nodes are static in
nature.

6.3 | Performance metrics

For performance evaluation, we have considered the follow-
ing parameters:

o Transmission power level and Communication Range: We
consider that the nodes can vary their transmission range.
Hence, each node decides the transmission power level
according to the deployment, ie, on the basis of the topol-
ogy. Thereby, the network lifetime increases, while ensur-
ing higher packet delivery ratio.

o Energy Consumption: We know that WSN is an
energy-constrained network. Therefore, the reduction
of energy consumption of the sensor nodes is one of
the important issues. Each node consumes energy for
activities such as sensing, message transmission, mes-
sage receiving, and overhearing. Using the sleep/wake
schedule, each node reduces the energy consumption for
over-hearing. However, energy consumption for mes-
sage transmission and receiving can be reduced, while
modifying the transmission range of the nodes, while
ensuring connectivity of the network.
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FIGURE 5 Average communication range of each node

o Network Lifetime: The time duration between the network
deployment and the time on which first node dies is defined
as network lifetime. If the nodes are deployed at time
instant 7y and the first node dies in the network at time
instant ¢4, we define the network lifetime as follows:

Network Lifetime = t; — 1. (32)
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FIGURE 6 Average transmission power level of each node

e Packet Delivery: In a communication network, we need
to ensure higher packet delivery ratio (PDR). We define
packet delivery ratio as a fraction of the number mes-
sage delivered to the destination, and the total number of
message sent.

Pp
PDR = —, 33
P, (33)
where Pp and Pr define the number message delivered to
the destination and the total number of message sent by the

sender, respectively.

6.4 | Results and discussions

For the sake of simulation, we assume that each node sends
a data packet at 4 seconds interval. Initially, for exploration,
each node sends Hello packets to its neighbor nodes with
maximum transmission power. After exploring the set of max-
imum number of neighbor nodes, each node optimizes the
transmission power level and starts transmitting the Data
packets. We consider that each node explores its neighbor
nodes after an fixed interval of Smin. Using the proposed
scheme, TC-JAM, the average energy consumption of each
node is reduced by 50% to 62% than using RPMSNO5 and
CA-JAM, as shown in Figure 2. The simulation results yield
a higher variation in simulated result, as we considered that
the nodes are deployed randomly. Here, we argue that using
a dynamic topology control mechanism, ie, the proposed
scheme, TC-JAM, the energy consumption of the network is
reduced. Additionally, from Figure 3, we get that the resid-
ual energy per node is higher using TC-JAM, than using
RPMSNO5 and CA-JAM.

Figure 4 shows that the network lifetime increases by
56% to 73% and 10% to 15% using TC-JAM, than using
RPMSNO5 and CA-JAM, respectively. Using TC-JAM, net-
work lifetime increases because of less energy consumption
due to transmission and reception of packets. Hence, Figure 4
reestablishes the fact claimed earlier.
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FIGURE 8 Average packet drop rate

Figure 5 shows that using TC-JAM, the average commu-
nication range of each node is reduced to a lesser value than
the maximum communication range, ie, 100m. Additionally,
Figure 6 depicts that the transmission power level is opti-
mum using TC-JAM, than using RPMSNOS5 and CA-JAM.
On the other hand, RPMSNO5 and CA-JAM do not pro-
vide any topology control mechanism. Hence, using TC-JAM,
each node reduces its energy consumption profile by reduc-
ing the transmission power level, which, eventually, helps
in reduction communication range of the nodes. Addition-
ally, TC-JAM ensures connectivity between the nodes and
the sink in the network. From Figure 7, it is evident that
using TC-JAM, the packet delivery ratio does not vary from
using other approaches—RPMSNO5 and CA-JAM. In addi-
tion to that, using TC-JAM, packet drop rate gets reduced
than using RPMSNO5 and CA-JAM, as shown in Figure 8.
Hence, we conclude that using TC-JAM, we can improve
energy consumption profile of the nodes in WSNs. Addi-
tionally, TC-JAM improves the network lifetime of WSNss,
significantly, while ensuring reduced degradation in packet
delivery ratio, as shown in Figures 4 and 7, respectively.

7 | CONCLUSION

In this paper, we formulated a single-leader-multiple-follower
Stackelberg game-theoretic approach to ensure less energy
consumption and high network lifetime in the presence
of jammers in WSNs. On the basis of proposed scheme,
TC-JAM, we show how to use the proposed topology control
mechanism; each node chooses optimal transmission power
level, while consuming less energy. Additionally, the network
lifetime increases using TC-JAM. From simulated results,
we get that the proposed scheme, TC-JAM, ensures at most
62% reduction in energy consumption that uses existing tech-
niques. Additionally, because of less energy consumption, the
network lifetime increases by 56% to73% than using existing
schemes. TC-JAM scheme also ensures integrity of the packet
delivery.

Future extension of this work includes understanding how
packet delivery ratio can be increased in the presence of jam-
mers. This work also can be extended, while considering the
jammers are reactive in nature and each node has hardware
configuration enabled with multiple communication channel.
Additionally, we can extend this work to ensure QoS of the
network, while considering the mobility for the nodes and the
jammers.
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