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Abstract— Currently the mobile wireless technology is
experiencing rapid growth. However the major challenge for
deployment of this technology with its special characteristics is
securing the existing and future vulnerabilities. The lack of static
infrastructure causes several issues in mobile ad hoc network
(MANET) environment, such as node authentication and secure
routing. In this paper we propose a new protocol for secure
routing of data packets in MANET. The approach is very simple,
which will reduce the computational overhead to a lot extent. The
heart of the protocol is a specific criterion of the nodes called
“fidelity”. We first explain what fidelity is and give a
comprehensively detailed description of the protocol. Then
exemplify the protocol with several case studies. And lastly
discuss the security strengthening aspects of this simple yet
robust protocol under some scenarios.

Keywords- fidelity; sequence number; hop destination; flooding
attack; black hole attack; co-operative black hole attack

1. INTRODUCTION

Mobile Ad-hoc Network (MANET) is a collection of
wireless mobile hosts without fixed network infrastructure and
centralized administration (Figure-1). Communication in
MANET is done via multi-hop paths. Lots of challenges are
there in this area: MANET contains diverse resources; the line
of defense is very ambiguous; Nodes operate in shared wireless
medium; Network topology changes unpredictably and very
dynamically; Radio link reliability is an issue; connection
breaks are pretty frequent. Moreover, density of nodes, number
of nodes and mobility of these hosts may vary in different
applications. There is no stationary infrastructure. Each node in
MANET acts a router that forwards data packets to other
nodes. Therefore selection of effective, suitable, adaptive and
robust routing protocol is of utmost importance.

Figure 1: An ad-hoc mobile network with four nodes.
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We now inspect what we mean by fidelity and how it helps
to implement a routing protocol.

II.  FIDELITY

Fidelity is the most important concept of this routing protocol.
Fidelity is an integer number that is associated with each node.
This fidelity of a node denotes many things about the node
itself and also deciphers other information regarding the
topology of the entire network. It also helps to maintain
security to some extent. How fidelity looks after the security
aspect, we will see that in the security aspects part of our
paper. But for time being we will see what actually is fidelity
and what does it denote.

To make it understandable in one sentence, “fidelity is a
counter that is associated with a node, which is increased
whenever it forwards a data packet successfully.” Whenever a
node comes in a network its fidelity is zero and whenever it
goes permanently off from the network its value is again
refreshed to zero. Otherwise whenever a node will forward
any data packet it will always increase a counter value and that
counter value is its fidelity. Note whenever a source node
sends a data packet to a destination node, all the intermediate
nodes helping to transmit its data packet will increase their
counter but the source and the destination node do not increase
their fidelity value.

Fidelity is a measure of these two factors:-

A. How reliable a node is for forwarding a data packet

Whenever we observe that the fidelity value of a particular
node is greater that of another node then we can conclude that
the one having the greater value is a more durable node than
the other from who’s its value is greater. It is quite logical
because a node with greater value indicates that it is an
experienced node in the network and it has transmitted packets
most dutifully than other nodes.

B.  Network topology

If we can find some nodes with higher fidelity in a region
of the network, we conclude that the network activity is higher
in that region. More precisely we can also occlude that the node
density is also higher in that region for it is impossible to have
one node having very high fidelity surrounded by nodes with
low fidelity because a high fidelity node must send packets to
someone in its vicinity which will make that other node’s



fidelity value also high. Thus a high fidelity value accounts for
high network activity as well as high density of nodes in its
surroundings.

III.  DESCRIPTION OF THE PROTOCOL

To begin with, readers must understand that the term “friends
of a node” used in this paper are actually the nodes that fall in
the physical range of a particular node. When nodes are idle,
after a very small stipulated time all the nodes will probe to
understand which nodes are in its neighbourhood and they will
broadcast a request. After getting reply they will make their
friend list. More precisely the friend list consists of a table that
contains two attributes. The first one is the address of the
nodes which are within its range and other is the fidelity value
of that particular node. When each node has done that then
they will sort that table according to the decreasing order of
the fidelity value. Before we enter the detailed discussion of
our protocol there are some concepts that need to be
understood. They are as follows-

There will be a sequence counter in every node. If a
message is generated in a node then it will be increased by
one. This sequence no. will be forwarded as a part of the
message. Every node will maintain a buffer where (source,
sequence no) will be stored of last n no. of received messages.
After getting a message node will verify the tuple (source,
sequence no) of that message with those tuples in its buffer. If
anyone of them matches with that of the message then node
will reject that message silently. It will prevent flooding
attack.

The timeout period of every node through which
message is traversed, will be gradually decreased by a critical
factor i.e. if timeout period of sender node is x then timeout
period of receiver node will be x/m, where m will be critical
factor.

Now the protocol is as follows-

A node can do either of three activities - message
generate, message forward, message receive. If it is not doing
any of the three then it is idle. Now if a message is generated
in a node and it needs to be sent then the node will remain
busy until an acknowledgement is received for this message. It
is to be noted that a busy node can accept & process an
acknowledgement and can send a fail message.

Now if destination is directly reachable from
generator node then it will send message to destination node
and will wait for acknowledgement, and remain busy until
acknowledgement is received. If the destination node is busy it
will send a fail message to generator node. After getting fail
message or if timeout period exceeds, generator node will
keep on sending the message after a certain time periodically
until acknowledgement is received.

If destination is not directly reachable then generator
node will send message to the node in its range that has
highest fidelity value. If generator node get a fail message
from that node or if timeout period exceeds then it will send
the message to the node having second highest fidelity value
and it will continue like this. If the whole list is exhausted in

this way then the process will again continue from the node
having highest fidelity value. Only generator node will follow
this process. Other nodes will send a fail message to its
predecessor if the whole list is exhausted.

When a node receives a message, if it is busy then it
will send a fail message to sender, otherwise it will check
whether it itself a destination or not. If it is destination, it will
accept the message and send acknowledgement to sender
otherwise this node will send message to the node in its range
that have highest fidelity value and that process will continue.
In that acknowledgement message the sequence no. will be
same as received message but source will be substituted by
destination.

IV. ALGORITHMS

Update friend list
Send broadcast request for friends to reply
Receive replies from neighbours
Update my friend list
Sort friend list

Generated data
e  Set my status=busy
e Ifdestination directly reachable from here
o  Send packet to destination
o Wait for ACK
o If ACK received consider success
o Else if timeout occurs or FAIL received, arrange
for resending
e Else
o Send data packet to the friend having
highest fidelity value
o Wait for ACK
o If ACK received consider success and go to last
step
o Else if timeout occurs or FAIL received, arrange
for resending to the friend with next highest
fidelity value
o  Continue above three steps until ACK received
o Iflist is exhausted without getting an ACK then
again start from the friend with the highest
fidelity value and try each node in friend list in
the manner told above.
o  While trying to send if the list is exhausted thrice
abort
e  Set my status=free

Received data
e If my status=busy send FAIL to sender
e FElse
o Make my status=busy
o Process received data
o Make my status=free

Process received data
e If message destination=my address
o Accept data
o  Generate ACK
o  Send the ACK to the node from which it directly
received the message
e Else



o  Forward data packet

Check if forward operation is successful

o If successful increase my fidelity value by 1 and
send ACK to the node from which it directly
received the message

o  Else send FAIL to the node from which it directly
received the message

(@]

Forward data packet
e Ifmessage destination is directly reachable from here
o Send packet to destination
o Wait for ACK
o If ACK received consider success
o  Else if timeout occurs or FAIL received, arrange
for resending to destination.
o Ifresending fails 3 times consider failure.
e Else
o  Send data packet to the friend having highest
fidelity value
o Wait for ACK
o If ACK received consider success
o Else if timeout occurs or FAIL received, arrange
for resending to the friend with next highest
fidelity value
o Continue above three steps until ACK received
o Iflist is exhausted without getting an ACK then
consider failure.

V. SIMULATION RESULT

Simulated with JAVA in netbeans platform. Consider the
following network topology as in figure-2. We show what
happens when node 0 sends a message “hello” to node 3 in
this network. In figure-2 the numbers written in the vicinity of
nodes are node numbers, and the numbers written on the nodes
are their corresponding fidelity values.
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Figure 2- Network Topology (fidelity values written on nodes)

The events are:

e Generated at hello source:0
destination:3

e Destination:3 directly NOT reachable from node:0
friends sorted in descending order of reliability at
node:0 are 1(7)4(3)

e Sending from node:0 to node:1 message: hello
source:0 destination:3

e Received at:l1 from:0 message:
destination:3

e Destination:3 directly NOT reachable from node:1
friends sorted in descending order of reliability at
node:1 are 0(5) 2(2)

e Sending from node:l to node:0 message: hello
source:0 destination:3

e message: hello source:0 destination:3 discarded by
node:0 as busy, sending FAIL

e Received FAIL at node:1 RESENDING

e Sending from node:l to node:2 message: hello
source:0 destination:3

e Received at:2 from:l
destination:3

e Destination:3 directly reachable from node:2 sending
from node:2 to node:3 message: hello source:0
destination:3

node:0 message:

hello source:0

message: hello source:0

e Received at:3 from:2 message: hello source:0
destination:3
e Accepted at node:3 message: hello source:0

destination:3

e Sending ACK from node:3 to node:2

e Received ACK at node:2

e Node:2 successfully forwarded message; new
reliability=3

e Sending ACK from node:2 to node:1

e Received ACK atnode:1

e Node:l successfully forwarded message; new
reliability=8
Sending ACK from node: 1 to node: 0
Received ACK at node: 0

VI. SECURITY ASPECTS

A. Flooding Attack

Flooding attack is an attack that attempts to cause a failure in a
computer system or other data processing entity by providing
more input than the entity can process properly. Flood attacks
occur when a network or service becomes so weighed down
with duplicate packets that it can no longer process genuine
connection requests.

In our protocol, we have two fields in the data packet
a) Sequence number. b) Source node number. These two fields
together uniquely identifies a message packet. Each data
packet generated by a single node in this protocol is
guaranteed to have different sequence number. Here if a node
encounters a data packet that was recently ‘seen’ by it, it



discards the packet. This prevents propagation of duplicate
packet through the network, mitigating flooding attack

B. Black Hole Attack

Black holes refer to places or nodes in the network where
incoming traffic is silently discarded (or "dropped"), without
informing the source that the data did not reach its intended
recipient. The black hole problem is one of the security attacks
that occur in MANET.

There are two possible solutions. The first is to exploit the
packet sequence number included in any packet header.
Computer simulation shows that compared to the original ad
hoc on-demand distance vector (AODV) routing scheme. This
solution can verify the route to the destination depending on
the pause times at a minimum cost of the delay in the
networks. The second is to find more than one route to the
destination. Here we are going to discuss about how our
protocol implements the second solution vividly.

Let us assume that there are four nodes A, B, C and D. A
wants to send a data packet to node C. Node A cannot
communicate with destination node directly. Data packet can
be sent from A to C in two ways —

i) A»D—»C

ii) A»B —»C.

A will pick first path to send the data packet as fidelity of D is

greater than B. A will wait for acknowledgement after sending
the data packet to node D. But node D is a black hole node.
Data packet can’t be reached to destination node by this path.

Source Node

Black Hole
Node

Destination
Node

Figure no. 3.1

Data packet cannot be reached to the destination node by this
path. Node A will pick the second path after timeout period
shown in figure no. 3.1. Node A will send the data packet to
node B and node B will relay the data packet to the destination
node C. Node C will send an acknowledgement to node B.
Node B will forward the acknowledgement to the source node
A. After the successful transmission of data packet, the fidelity
of node will be increased and updated. Thus, the fidelity of
node B will increase to 5 from 4 as shown in figure no. 3.2.

Source Node

D
Black Hole
Node

Destination
Node

Figure no. 3.2

After every successful transmission of data packets the
reliability and the fidelity of friend odes will increase. This
way fidelity of node B will become 6 shown in figure no. 3.3
after third transaction.

Source Node

Black Hole
Nocle

Destination
Node

Figure no. 3.3

Afterwards node A will always pick node B to send data
packet to node C as the fidelity of B is higher than node D.
This way the black hole node will be terminated as shown in
figure no. 3.4.

Source Node

Black Hole
Node

Destination
Node

Figure no. 3.4

C. Co-operative Black Hole Attack

In co-operative black hole attack, there remains a group of
malicious nodes. One of them takes the data packet and keeps
on forwarding it among themselves so that the TTL of that



data packet finishes off and the data packet is automatically
dropped. We understand that the modus operandi of these
co-operative black hole attackers is to form a closed loop
among themselves and keep on forwarding the message
within this loop..

In our protocol a node will remain busy after sending
a packet until it gets the acknowledgement for this message.
So whenever any node try to send the message to a node
already visited, it will simply reject the message and send a
fail message to the sender as it is busy. As this protocol do not
allow messages to transfer through the same node more than
once there is no possibility for these malicious nodes to form
the loop and hence co-operative black hole attack is mitigated.

CONCLUSION

This is a very light weight protocol with minimum
computational overheads. In DSDV we need to maintain a
routing table. AODV has a lot of overhead while discovering
routes, which clogs the network for sending data packets to
desired destination. Not only does no such complicacy exist in
our protocol, but it also has some of their benefits. Like AODV
it is an on-demand routing protocol and the physical hardware
support needed to implement it is substantially low which
increases its scalability. This protocol also has added features
so as to nullify some of the security threats which cause faults
in the MANET networks.
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