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CS60088 Foundations of Cryptography, Spring 2016-2017
Mid-Semester Test
16—February-2017 NC-141/142, NR-321/322, 2:00-4:00pm Maximum marks: 40

[Write your answers in the question paper itself. Be brief and precise. Answer all questions.}

1. In a cryptographic application, two types of (pseudo)random bit streams are needed:
(i) astream A = ajazas...in which Prja; = 0] = Pr[a; = 1] = % for all i, and
(ii) astream B = bbybs ... in which Pr[b; = 0] = % and Pr[p; = 1] = % for all i.

(a) You are given a generator G4 for A. Propose an efficient construction that uses G4 to generate B. Q)

Solution Take two bits ap;_1ay; from the stream A generated by Gy4. If azi—1a2; = 00 or 01, send a zero bit to the output
sequence. If ap;_jay; = 10, send a one bit to the output sequence. If ay;_jaz; = 11, discard this pair (do not
send anything to the output sequence). The probability that a bit pair is not discarded is %, so a output bit b; is
zero with probability % / % = %, and is one with probability % / % = %

(b) You are given a generator Gp for B. Propose an efficient construction that uses Gp to generate A. 5

Solution Take two bits by;_1by; from the stream B generated by Gp. If by;_1by; = 01, send a zero bit to the output
sequence. If by;_1by; = 10, send a one bit to the output sequence. If by;—1b2; = 00 or 11, discard this bit pair (do
not send anything to the output sequence). An input pair is not discarded with probability % X % + % X % = %.
Given that a bit pair is not discarded, the output bit is zero with probability (% X %) / % = %, and is one with
probability (% X %)/% = %
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2. Let E be a deterministic public-key encryption algorithm, that is, each plaintext m € {0,1} has a unique
ciphertext ¢ = E,,5(m) € {0,1}. A probabilistic encryption scheme E' is constructed in the following way.

1. Choose x € {0, l}l. (Here, the notation €g stands for a uniformly random choice.)
2. Compute u = E,,;(x) € {0,1}.
3. Compute v = x @ m.

4. The pair (u,v) is an encryption E, , (m) of m.

(a) Describe how a ciphertext (u,v) generated by E’ can be decrypted. Q)

Solution The recipient uses the private key to compute the session secret x = D, (). The message is then recovered as
m=xov.

(b) Prove/Disprove: E’ is IND-CPA secure. Q)

Solution False. To see why, let an IND-CPA attacker choose any two plaintext messages mg,m;, and get a challenge
ciphertext ¢* = (u*,v*) from the encryption oracle. If my was encrypted by the oracle, then u* is rhe encryption
of v @ my (by E), but not of v* & m;. Likewise, if m| was encrypted by the oracle, then u* is the encryption of
v* @ my, but not of v* @ my. Since E is deterministic, this can be easily decided by the attacker.
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3. Let n = pg be an RSA modulus, and (e,d) a key pair under this modulus. Let / be the bit-length of n. We
write [ = 14 1; + . The message space is {0,1}/1. A random J-bit string s (called the salt) is appended
to the message m to get the padded message M = 0 || m || s (here, || means concatenation), which is then
encrypted as ¢ = M¢ (mod n). The most significant bit is taken as 0 to ensure that M (treated as an integer
in binary) does not exceed the modulus n.

[+ 1= |« I — | — I — |
0 m s ‘
(a) How can you decrypt a ciphertext ¢ obtained by this scheme? S)

Solution The recipient uses the decryption exponent d to compute the padded message M = ¢? (mod n). The recipient
then decomposes M = b || m || s with b a bit, |m| = [1, and |s| = [,. If b = 1, decryption fails. Otherwise, m is
taken as the recovered plaintext message.

(b) Prove that this padded RSA encryption scheme is IND-CCAZ2 insecure (whatever the length /; is). 5)

Solution The IND-CCA?2 attacker chooses mo = 0"t and m; = 01~'1. Let the challenge ciphertext be ¢*. The attacker
supplies the adaptive ciphertext ¢ =2°c* (mod n). Since ¢ # ¢*, the decryption oracle returns the corresponding
plaintext message . If mg was encrypted, this message is g = 0't or 0/'=!1. If m; was encrypted, we have
= 017210 or 01=211. Therefore by looking at the second least significant bit of y, the attacker determines
with certainty which message was encrypted.
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(¢) Assume that it is infeasible for an attacker to carry out 280 e-th power exponentiations modulo n. To
preclude the possibility of exhaustive search, we therefore take [, = 80. Suppose that the RSA assumption
holds. Prove/Disprove: The padded RSA encryption is IND-CPA secure. Q)

Solution False. The IND-CPA attacker chooses my = 0" and m; = 1. If mq is encrypted, then a short message is
encrypted, and the meet-in-the-middle test succeeds with non-negligible probability €. The attacker runs this
test on the challenge ciphertext. If the test succeeds, the attacker outputs the bit 0. Otherwise, the attacker
outputs 0 or 1 with equal probability (%). So the attacker succeeds with probability

1
3 X € [mo was encrypted, and the meet-in-the-middle attack succeeds]
1 1
+ 5 X (I—g)x 3 [mo was encrypted, and the meet-in-the-middle attack fails]
1 1
+ 3%5 [m; was encrypted|
1 n €
24

So the advantage of the attacker is non-negligible. Moreover, the attacker has to make at most 240 4240 = 24!
RSA encryptions. This is feasible.

There are better algorithms that, given an RSA ciphertext and a significant number of bits of the corresponding
plaintext, recovers the complete plaintext.
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4. Let E be a public-key encryption algorithm. Alice generates a ciphertext ¢ = E ,, (m) using the public key of
Bob. In order to send ¢ to Bob, Alice submits ¢ to a network protocol which encodes ¢ to ¢, = ENCODE(c)
(for example, encoding includes breaking ¢ into segments, and adding headers). Bob uses the reverse
decoding function to recover ¢ = DECODE (c,,), and decrypts ¢ by his private key. The encoding and
decoding functions are publicly known (like TCP formatting), and do not use any keys. The question
is whether the networking interface degrades the security of E. Fortunately, the answer is no. More
specifically, supply a formal reduction argument to prove that if £ is IND-CPA secure, then the composition
ENCODE o E (which maps m to cep.) is also IND-CPA secure. 5)

Solution Call this composition E’. We prove that if E’ is IND-CPA insecure, then E is also IND-CPA insecure. Let .7’
be a PPT IND-CPA adversary for E’ with non-negligible advantage €, and ¢ an encryption oracle for E. Simon
the simulator communicates with 7’ and & as follows.

] — [smo] — [2]

/" chooses two plaintext messages mg,m; of the same length, and sends those to Simon. Simon forwards the
same messages to & The oracle & chooses a random bit b €g {0, 1}, and sends c* = E,,,;,(m,) to Simon. Simon
encodes ¢*, and sends ¢, = ENCODE(c) to «7’. Eventually, ./’ outputs a bit 5’ to Simon, which Simon too

outputs. Now, .27’ wins the IND-CPA game for E’ with advantage €. But then, Simon too wins the IND-CPA
game for £ with the same advantage €.
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