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Roll no: Name:

[

Write your answers in the question paper itself. Be brief and precise. Answer all questions.
]

1. Let b1b2b3 . . . be a bit sequence obtained from a cryptographically secure pseudorandom bit generatorG.
Prove/Disprove: The bit stringb1b3b5 . . . obtained by dropping every alternate bit is again cryptographically
secure. (10)

Solution True. Assume thatb1b3b5 . . . is not cryptographically secure. That is, there exists a PPTalgorithmA , that
givenb1b3b5 . . .bn−1 (with n even) as input, can predictbn+1 with probability> 1

2 +
1

p(k) for some polynomial

p(k) in the security parameterk. Based on this, we write a next-bit predictor forb1b2b3 . . .bn as follows:

If n is even, invokeA with b1b3b5 . . .bn−1 as input, and output the bit supplied byA asbn+1. If n is odd,
output a uniformly random bitbn+1 ∈U {0,1}.

Now, n can be even or odd with equal probability. Therefore, the probability thatbn+1 is correctly guessed is

>
1
2
×

(

1
2
+

1
p(k)

)

+
1
2
×

1
2
=

1
2
+

1
2p(k)

.

Thus, the advantage is1
2p(k) which is non-negligible (2p(k) is again a polynomial expression ink). This means

that the bit stringb1b2b3 . . . does not pass the next-bit test, a contradiction to the cryptographic security of the
generatorG.
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2. Let E andE ′ be two public-key encryption schemes with independently chosen key pairs. Assume that both
E andE ′ are length-preserving, that is, encryptl-bit plaintext messages tol-bit ciphertext messages. Define
the composite encryption schemeE (m) = E ′

pub′(Epub(m)). Prove thatE is IND-CPA secure if at least one
of E andE ′ is IND-CPA secure. (10)

Solution Assume thatE is not IND-CPA secure, that is, there exists a PPT distinguisher algorithmA that given
the challenge ciphertextc∗ = E (mb) outputs the correct bitb with non-negligible advantage. Using this
distinguisher, we prove the IND-CPA insecurity of bothE andE ′.

Insecurity ofE: Let m0,m1 be the chosen plaintext messages. The encryption oracle supplies the challenge
ciphertextC = E(mb) for b ∈U {0,1}. We feedm0, m1, and c∗ = E ′

pub′(C) to the distinguisherA . The
distinguisher outputs the correct bitb with non-negligible advantage.

Insecurity ofE ′: Choose the plaintext messages forE ′ asµ0 = Epub(m0) andµ1 = Epub(m1) for some messages
m0,m1. Supplyµ0,µ1 to the encryption oracleE ′ to get the challenge ciphertextc∗ = E ′

pub′(µb) for b ∈U {0,1}.
But thenc∗ is the composite encryption ofmb, and a call ofA with m0, m1, c∗ as input revealsb with non-
negligible advantage.
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3. Let us introduce a new security notion IND-CCA1.5. There is a pre-challenge training phase where the
attacker can get decryption assistance on indifferent ciphertext messages. This is followed by the IND-CPA
game in which the attacker supplies two messagesm0,m1 (of the same length) to the encryption oracle. The
oracle chooses a random bitb ∈U {0,1}, and sends the challenge ciphertextc∗ = Epub(mb) to the attacker.
After this, decryption assistance stops. However, the oracle continues toentertain a particular type of query
from the attacker, namely, when a pair(m,c) is submitted to the oracle, it answerstrue if c is an encryption
of m, false otherwise. The only restriction is that making(m,c) queries withm = m0,m1 or c = c∗ is not
allowed. Give an example of an encryption scheme which is IND-CPA secure (under a suitable assumption)
but not IND-CCA1.5 secure. Prove the IND-CPA security (unless covered in the class) and the IND-CCA1.5
insecurity of the scheme. (10)

Solution We have proved in the class that the Goldwasser–Micali (GM) encryption scheme is IND-CPA secure if the QR
assumption holds. We now show that the GM scheme is not IND-CCA1.5 secure. Letm0,m1 bel-bit messages,
andc∗ = (c∗1,c

∗
2, . . . ,c

∗
l ). Take a randoml-bit messagem, and let a GM encryption ofm bec = (c1,c2, . . . ,cl).

But then,c∗c = (c∗1c1,c
∗
2c2, . . . ,c

∗
l cl) is a GM encryption ofmb ⊕m. If m 6= 0,m0⊕m1, the messagemb ⊕m is

different from bothm0,m1. Moreover,c is not equal to(1,1, . . . ,1) (which is an encryption of the zero message),
implying thatc∗c 6= c∗. Therefore, a post-challenge query(m0⊕m,c∗c) will be answered by the oracle. If the
answer istrue, the attacker concludes with certainty thatb = 0, otherwiseb = 1.
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4. Zheng and Seberry (1993) propose an encryption scheme that worksin Z
∗
p with a generatorg. A key-pair

is generated in the usual way: Choosex ∈U [2, p−2] (the private key), and computey ≡ gx (mod p) (the
public key). The message is treated as ann-bit string, wheren = |p|−1. The scheme uses two additional
functions: a one-way functionH : {0,1}n → {0,1}l (like an l-bit hash function), and a cryptographically
strong pseudorandom bit generatorG to produce(n+ l)-bit strings.

In order to encrypt ann-bit messagem, the sender chooses a session secretk ∈U [2, p−2], and generates
an (n+ l)-bit pseudorandom stringz = G(s), wheres ≡ yk (mod p) is the seed. The ciphertext is the pair
(c1,c2), wherec1 ≡ gk (modp), andc2 = z⊕ (m || H(m)).

(a) Explain how a ciphertext(c1,c2) can be decrypted. (5)

Solution The seed iss ≡ yk ≡ gxk ≡ cx
1 (mod p). Thus, the masking stringz is reconstructed asz = G(cx

1 (mod p)).
XORing this withc2 gives an(n+ l)-bit stringm || t with |m|= n and|t|= l. If H(m) = t, thenm is output as
the decrypted message, otherwise failure is reported.

(b) Prove that the Zheng–Seberry scheme is IND-CCA2 insecure. (5)

Solution Let (c∗1,c
∗
2) be the challenge ciphertext corresponding to the encryption of mb. Let c′2 = c∗2⊕ (m0 || H(m0))⊕

(m1 || H(m1)). Sincem0 6= m1, c′2 6= c∗2, so a decryption query for(c∗1,c
′
2) can be made to the oracle. But(c∗1,c

′
2)

is an encryption ofmb′ (whereb′ is the complement ofb).
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(c) Propose a remedy from the attack of Part (b). (5)

Solution Takec2 = z⊕(m || H(m⊕s)) (if |s|= n+1, discard one bit of it). Decryption verifies the equalityt = H(m⊕s).
This countermeasure does not imply the IND-CCA2 security ofthe scheme. Only the attack of Part (b) is
eliminated.
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Use this space for leftover answers and rough work


