CS60088 Foundations of Cryptography, Spring 2013-2014
Class Test 1
12—-February—2014 F-127, 6:00-7:00pm Maximum marks: 20

Roll no: Name:

[ Write your answers in the question paper itself. Be brief and precisew@lquestions].

. Letp=3(mod 4 be a suitably large prime, aigth generator of,. We want to compute discrete logarithms
to the bas@. Letx= indga. The least significant bit ofis 0 if and only ifais a quadratic residue modujp

and this can be easily checked by computing the Legendre sy(n%t)olHowever, the question of computing
the second least significant bit »fs subtle.

(@) Leta € QR,. Prove that the two square rootsainodulop arexa (P*1/4 (mod p). (5)

Solution By Euler’s criterion,a(P~1/2 = 1 (modp), so(a(P+D/4)2 = q(P+1/2 = q(P-1/2q = g (mod p).

(b) Leta = g?Y (modp) for somei > 2. Prove thatr(P*1/4 = g2 (mod p). (5)

Solution Exponentiation to thep + 1)/4-th power givesa (P+1/4 = g(PrD2 % = g(p-142)2"% — (gp-1)2 Py ly =
2I—1 . -1 __
g° Y (modp), sinceg?’ - =1 (modp).
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(c) Suppose that there is an oracle SLSB that, upon the inppt@anda € Z;, returns the second least
significant bit of ing . Prove that the SLSB oracle can be used to design an efficient algorittomioute
discrete logarithms i, (5)

Solution Suppose that we want to compute= indga = (X_1X_2...X2X1X0)2. The least significant biky can be
determined by computing the Legendre symé%l). A query to the SLSB oracle with as input gives«.

Suppose now that for some> 2, we have already computeg, xy,...,%—1, and we want to computg. We
computeb = gro+2a+2%e++2"%-1 (mod p), and takea = ab~! (mod p). We havea = g2¥ (mod p), where
y=(X_1X_2...%)2. Applying Part (b)i — 1 times givesn’ = (a(P+1/4)i-1 = g& = gX-14-2-%02 (mod p).
A query to the SLSB oracle then givesxis
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(d) Design a pseudorandom bit generator (PRBG) as follows. Givendasse, setxo = s, and then
computex; = g1 (modp) fori =1,2,3,.... Letb; be the second least significant bitxpf The output of
the PRBG is the bit sequenbg, by, by, bs, . ... Prove that this PRBG is cryptographically secure. (5)

Solution For proving the previous-bit security of this PRBG, let aaade exist that, given the bit sequerggb,, by, ...
from the PRBG, outputs_1, that is, the second least significant bitxof = indg(xo). Using this, we can build
the SLSB oracle of Part (c), which in turn violates the DL asption.

Suppose that we want to compute the second least signifittaoit indy(X0). We generate the bit sequence
bp, b1, by, ... using the PRBG withxg as the seed. We then query the oracle for obtaiting But this is
precisely the second most significant bit of jrad
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For leftover answers and rough work
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