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CS60094 Computational Number Theory, Spring 2016-2017
End-Semester Test

26—April-2017 CSE-107/119/120, 02:00-05:00pm Maximum marks: 75

[Write your answers in the question paper itself. Be brief and precise. Answer all questions.}

1. Represent the finite field Fig = Fps = F2(0) with 6* 4+ 6 +1=0. Let o« = 6 + 1.

(a) Check whether « is a primitive element (a generator of [F],). 5)

Solution We have |Fjc| =15 =3 x 5. It suffices to check that @ # 1, &® = 03+ 6>+ 6+1# 1, and o’ =
(0*+1)(6+1)=06(6+1)=6%+6 +# 1 to conclude that a is a primitive element of F.

(b) Check whether « is a normal element of [F1¢ (over IF5). Q)

Solution Wehave . =140, a2 =14+062, a* =1+ 6*=0, and o® = 62, that s,

a 1 1 0 0y /1
a*l [1 01 0]([ e
o] 1o 1 0 0 62
od 0010 63

Since the last column of the transformation matrix contains only zeros, the matrix is singular, and so « is not a
normal element.
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(c) Compute the minimal polynomial of & over IF». 5)

Solution Since 8 = o*, & is a conjugate of 6, so the minimal polynomial of ¢ is the same as the minimal polynomial of
0, that is, x* +x -+ 1. This can also be verified by direct calculations:

(x—a)(x— &) (x— a*) (x— &)
= (H1+0)(x+1+6%)(x+0)(x+6?)
- (x2+(6+62)x+(1+6+92+93))(x2+(9+92)x+93)
= A+ 07+0H°+ (P +(04+6M)x)(1+60+6%)+(0°+6%+6°+6°
= A0 +0+1)x+(0+6%)(1+60+6%)x+(0>+6%+6%)
= 4+ (0+67+67+0%x+(0+6%
= XFHx+l.
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2. Charlier polynomials C;(x) modulo 2 are defined recursively as follows.

Co(x) = 1,
xCi—y(x if i is odd, .
. — > 1.
Ci(x) { (x+1)Ci_1(x) ifiiseven, fori>1
(a) Fori,j> 0, prove that
[ Ciyjlx) if at least one of i and j is even,
G)C;(x) = {CH j(x)+Ciyj—1(x) ifbothiand jare odd. (10)

Solution For every r > 0, we have Cy,(x) = x"(1 +x)" and Cp,1 1 (x) = x" T (x+1)". We now consider several cases.

Case 1: i =2r and j = 2s.
Ci(x)Cj(x) =x"(1+x) % (1 +x)* =1 +x)"" = Cypp ) (x) = Ciy j(x).

Case2: i=2rand j =25+ 1.
CER)CH () = ¥ (122 (142)° = 25 H (14 ) = Cappg 11 () = Ciy (3).

Case 3: i =2r+1and j = 2s.
Ci(x)Cj(x) :)CH_I(I -|—x)’xy(l +X)S = x’““(l +x)r+s = C2(r+s)+l (X) = Ci+j(x).

Cased4: i=2r+1and j=2s5s+1.

C,-(x)Cj(x) — xr+l(1 _|_x)rxs+l(1 +)C)S _ xr+s+2(] +x)r+s — (] _'_x)errerl(l +x)r+s +xr+s+l(1 +x)r+s _
Co(rp541) (%) + Corgy 41 (%) = Cig j(x) + Cig j1 (x).
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(b) Represent Fon = F»(6), where f(0) = 0 for an irreducible polynomial f(x) € [F»[x] of degree n. Prove
that Cp(0),C1(0),C2(0),...,C,—1(0) form an F,-basis of Fpn. 5

Solution C;(x) is a (monic) polynomial of degree equal to i. If we write

C()(G) 1
Cl(e) 0
GO) [=7]| 6* [,
Cn71(6) Gn.fl

the transformation matrix 7 is lower triangular with the main diagonal consisting only of ones. Therefore
det7 = 1, and the result follows.

(¢) Propose an efficient algorithm to convert an element & = ag+a; 0 +ay 0%2+---4a, 10" ' €Fy inthe
polynomial-basis representation to the Charlier-basis representation o@ = boCo(0) + b1C1(0) + b2C2(0) +
4 by Gt (0). ®)

Solution We precompute Cy(6),C1(8),C2(0),...,Co—1(0) in the polynomial basis 1,6,62,...,6""!. The conversion
algorithm proceeds as follows.

For i=n—1,n—2,...,1,0 (in that order), repeat:
If the coefficient of 0 in « is 1,
take b;=1, and
update a:=a+Ci(0),
else
take b;=0.
Return (bo,bl,bz,...,bn,l).

The running time of this algorithm is O(n?).

(Remark: Akleylek, Cenk, and Ozbudak (INDOCRYPT 2010) propose an efficient implementation of F, arithmetic using Charlier
bases. Multiplication involves the use of the formula in Part (a). Reduction becomes efficient if irreducible Charlier binomials
(f (x) = Cy(x) +Cp(x)) or trinomials (f(x) = C,(x) + Cy(x) + Cp(x)) are available.)
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3. Let p,q be odd primes, n = pq, a € Z;,, and d = gcd(p—1,q—1).

(a) Prove that n is a (Fermat) pseudoprime to base a if and only if al=1 (mod n). (10)

Solution [If] This follows from the fact thatn—1=pg—1=pg—p+p—1=p(g—1)+(p—1) is a multiple of d.
[Only if] Let & = ord,(a). Since h divides n — 1 and ¢(n), h dividesn— 1 —¢(n) =pg—1—(p—1)(g—1)

p+q—2=(p—1)+(g—1), thatis,a? 'a?"! = 1 (mod n). Reduction modulo g gives a”~! =1 (mod ¢q). We
also have @”~! = 1 (mod p). It follows that a”~! = 1 (mod n), that is, h|(p — 1). Likewise, &|(g— 1).
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(b) Prove that n is a pseudoprime to exactly d? bases in Zy. 5)

Solution Since d|(p — 1), the congruence x? = 1 (mod p) has exactly d solutions. Likewise, the congruence x4 =

1 (mod g) has exactly d solutions. Combining using the CRT gives exactly d> solutions of x? = 1 (mod n).

(¢) To how many bases in Z; is n a pseudoprime if

@ g=2p—1,
(i) g =2p+ 17 ©))

Solution (i) We have d = ged(p—1,g—1) = ged(p — 1,2(p — 1)) = p — 1, so the count of bases to which n is a
pseudoprime is d> = (p — 1)? = ¢(n) /2.

(ii) In this case,d = ged(p — 1,4 — 1) = ged(p — 1,2p) = 2, so the desired count is d* = 4.
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4. In the original QSM, we took T'(c¢) = (H +¢)?> —n =J +2cH + ¢ (where H = [\/n] and J = H?> —n). Let
us instead choose ¢y, c¢; satisfying —M < ¢ < ¢ < M, and consider T(cy,¢2) = (H+c1)(H+c¢) —n=
J+(c1+c2)H+cpcr.

(a) Describe how we get a relation in this variant of the QSM. 5)

Solution The factor base B consists of —1, the first 1 primes py,pa,...,p:, and the 2M + 1 integers H + c. If some
T(c1,c2) = (—1)%pi' p3* - pi is smooth over the first 7 primes, we get the relation

12= (=1)°p5 p& - pft (H+c1) " (H +¢2) ™" (mod n).

(b) Prove that if we choose = L[1/2] primes in the factor base and M = L[1/2], we expect to obtain the
required number of relations. Q)

Solution Since |T(cy,c2)| values are roughly O(+/n), each such T'(cy,c2) is smooth with respect to L[1/2] primes with
probability L[—1/2]. The factor base consists of L[1/2] elements. The total number of pairs (ci,c,) satisfying
ML << Mis CM+1)4+2M+(2M — 1) +---+2+1 = M(2M + 1) ~ 2M?* = L[1]. Therefore we
expect L[—1/2] x L[1] = L[1/2] relations, as desired.
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(c) Describe a sieving procedure for this variant of the QSM. 5)

Solution For each fixed cj, we run a sieve indexed by ¢, in the range c; < ¢ < M. We initialize the sieve array as
Alca] =1og|T(cy,c2)|. Let p be a small prime in B, and & a small exponent. The condition p”|T (cy,c;) implies
(H+c1)ca = —(J+c1H) (mod p"). For each solution j of this linear congruence, we subtract log p from A[c;]
for all ¢ € [c1,M)] satisfying c¢; = x (mod p"). When all (p, h) pairs are handled, we locate those ¢ for which
Alca] = 0. The corresponding relations are obtained by factoring T'(cy,c;) using trial division by the small
primes.
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(d) Argue that this variant of the QSM can be implemented to run in L[1] time. 5)

Solution We first show that each sieve can be finished in L[1/2] time. Initializing A takes log”nL[1/2] time, which
is again of the form L[1/2]. Let us now look at the congruence (H +c¢)cy = —(J +c1H) (mod p”). If this
congruence has no solutions, no log values are subtracted. If this congruence has a unique solution, log p
is subtracted about (2M + 1)/p" times. Since p" < n, summing over all pairs (p,k) imply a total cost of
< (2M +1)Y7", 1 ~2MInn, which is again an expression of the form L[1/2]. A problematic case is when the
congruence (H +cj)cy = —(J +c1H) (mod p") has multiple solutions. In this case, we may have to subtract
log p from too many locations in A. Notice, however, that 7'(cy, ¢2) cannot have more than log, n prime factors.
So this bad situation arises in at most log, n cases. Even if we subtract log values from all locations in A in all
these cases, this implies a total effort of (2M + 1)log, n, which is again L[1/2].

We have to run L[1/2] sieves for 2M + 1 values of c;. Therefore the relation-collection phase takes a total of
L[1/2] x L[1/2] = L[1] time. Finally, the linear-algebra phase using a sparse-system solver can be finished in
L[1/2]? = L[1] time.
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