
CS60094 Computational Number Theory

End-Semester Test

Maximum marks: 100 April 29, 2010 (AN) Duration: 3 hours

Roll No Name

[This test is open-notes. Answer all questions. Be brief and precise.]

1 Let f(x) ∈ Fp[x] be a monic irreducible polynomial of degreen > 1. Let θ be a root off . We use the
polynomial-basis representationFq = Fp(θ), whereq = pn.

(a) If f(x) has only a few non-zero coefficients, we call it a sparse polynomial. On the other hand, if many
coefficients off(x) are non-zero, we call it a dense polynomial. Explain how sparse irreducible polynomials
can make the arithmetic ofFq efficient (as opposed to dense polynomials). (6)

Solution Multiplication in Fq involves multiplication of two polynomials overFp of degrees
< n, followed by reduction modulof(x). For a sparsef(x), the modular reduction becomes
efficient, since only a few coefficients need to be adjusted ineach iteration of the polynomial
division loop.

Irreducible binomials, trinomials and quadrinomials (that is, polynomials with only two, three or four non-
zero terms) are often employed in the polynomial-basis representation. However, for all values ofp andn,
such polynomials do not exist.

(b) Check the irreducibility ofx8 + x + 1 ∈ F2[x]. (6)

Solution We have the following gcd computations inF2[x]:

gcd(x8 + x + 1, x2 + x) = 1,

gcd(x8 + x + 1, x4 + x) = x2 + x + 1,

that is,x8 + x + 1 is not irreducible.
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(c) Check the irreducibility ofx8 + x3 + 1 ∈ F2[x]. (6)

Solution We have the following gcd computations inF2[x]:

gcd(x8 + x3 + 1, x2 + x) = 1,

gcd(x8 + x3 + 1, x4 + x) = 1,

gcd(x8 + x3 + 1, x8 + x) = x3 + x + 1,

that is,x8 + x3 + 1 is not irreducible.

(d) Prove or disprove: There does not exist an irreducible binomial/trinomial/quadrinomial of degreen = 8
in F2[x]. (6)

Solution TRUE. No binomial or quadrinomial (of degree> 1) in F2[x] can be irreducible,
since such a polynomial has the root1, that is, the factorx + 1. An irreducible trinomial in
F2[x] must be of the formxn + xr + 1 for 1 6 r 6 n − 1. Sincexn + xr + 1 is irreducible
if and only if its oppositexn + xn−r + 1 is irreducible, it suffices to restrict our attention to
1 6 r 6 n/2. For n = 8, the polynomials corresponding tor = 1 andr = 3 are reducible
(previous two parts). Finally,x8 + x2 + 1 = (x4 + x + 1)2 andx8 + x4 + 1 = (x2 + x + 1)4.
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2 An odd prime of the formk2r + 1 with r > 1, k odd andk < 2r is called aProth prime (after the name of
a French farmer François Proth (1852–1879)).

(a) List the four smallest Proth primes> 10. (6)

Solution 13, 17, 41, 97.

(b) Describe an efficient way to recognize whether an odd positive integer (not necessarily prime) is of the
form k2r + 1 with r > 1, k odd andk < 2r. Henceforth, we will call such an integer aProth number. (6)

Solution Let n be the input integer. Ifn is even, reject it. Ifn is odd, computen − 1 (set the
least significant bit to0). Findr (the multiplicity of 2 in n − 1) by looking at the bits ofn − 1
at the least significant end. Finally, computek by right-shiftingn − 1 (or n) by r bit positions,
and check whether the bit length ofk is 6 r.

(c) Suppose that a Proth numbern = k2r + 1 satisfies the condition thata(n−1)/2 ≡ −1 (mod n) for
some integera. Prove thatn is prime. (6)

Solution We prove this by contradiction. Suppose thatn is composite. Letp be the smallest
prime divisor ofn. Then3 6 p 6

√
n. By the given condition,a(n−1)/2 ≡ −1 6≡ 1 (mod p),

whereasan−1 ≡ (−1)2 ≡ 1 (mod p), that is, ordp a = t2r for some oddt > 1. But
ordp a|p − 1, that is, t2r|p − 1, that is, 2r|p − 1. But p 6= 1, so p − 1 > 2r, that is,
p > 2r + 1 >

√
k2r + 1 =

√
n − 1 + 1 >

√
n, a contradiction to the choice ofp.
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(d) Devise a (Yes-biased) probabilistic polynomial-time algorithm to test the primality of a Proth number.(6)

Solution Assume that the input integern is already a Proth number.

Repeat the following steps fort times:

1. Choose a random basea in the range1 6 a 6 n−1.

2. If a(n−1)/2 ≡ −1 (mod n), return YES.

Return NO.

The running time of this algorithm is dominated by (at most)t modular exponentiations. So
long ast is a constant (or a polynomial expression inlog n), the running time of this algorithm
is bounded from above by a polynomial inlog n.
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(e) Discuss how the algorithm of Part (d) can produce a wrong answer. Also estimate the probability of
this error. (6)

Solution When the algorithm returns YES,n is definitely prime (Part (c)). However, the answer
NO does not imply thatn is certainly composite. In fact,n may be prime, and the algorithm
fails to locate a quadratic non-residue in all of thet random choices fora. Since exactly half of
Z∗

n contains quadratic residues (whenn is prime), the probability of failure in this case is1/2t.

(f) Prove that if the extended Riemann hypothesis (Section 1.9 of notes) is true, one can arrive at a
deterministic polynomial-time algorithm to test the primality of a Proth number. (6)

Solution The extended Riemann hypothesis implies that the smallest quadratic non-residue
modulo a primen is < 2 ln2 n. Therefore, checking the congruencea(n−1)/2 ≡ −1 (mod n)

for all the basesa = 1, 2, 3, . . . ,
⌊

2 ln2 n
⌋

allows us to deterministically conclude about the

primality of n. The running time of this derandomized algorithm isO(ln5 n).
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3 Find all the points at infinity on the following curves.

(a) The ellipse
X2

a2
+

Y 2

b2
= 1 with a, b real and positive, treated as a curve overC. (6)

Solution Two points at infinity:[a, ib, 0] and[a,−ib, 0].

(b) The ellipse
X2

12342
+

Y 2

56782
= 1 defined over the prime fieldF10007. (6)

Solution No points at infinity, since−1 does not have a square root modulo a prime congruent
to 3 modulo4.
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4 Consider the cubic curveE : Y 2 = X3 + 2X2 + 1 defined overF3.

(a) Prove thatE is smooth, that is, an elliptic curve. (6)

Solution Let f(X,Y ) = Y 2 − (X3 + 2X2 + 1). The partial derivatives∂f/∂X = −4X
and∂f/∂Y = 2Y vanish simultaneously at the point(0, 0). But this point does not lie on the
curve. Moreover, a cubic curve of this form is smooth at the point at infinity (this assertion can
be explicitly checked using projective coordinates).

(b) Find all the points inE(F3). (6)

Solution PutX = 0 to getY 2 = 1. This has two rootsY = 1, 2.

PutX = 1 to getY 2 = 1 which again has two roots1 and2.

Finally, putX = 2 to getY 2 = 2 which has no roots inF3.

Therefore,E(F3) = {O, (0, 1), (0, 2), (1, 1), (1, 2)}.
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(c) Let P = (0, 1) andQ = (1, 2). DetermineP + Q and2P as explicit points inE(F3). (6+6)

Solution The straight line passing throughP andQ has the equationY = X + 1. Plugging
in this expression forY in the equation of the curve gives(X + 1)2 = X3 + 2X2 + 1, that is,
X3 +X2 +X = 0, that is,X(X2 +X +1) = 0, that is,X(X +2)2 = 0. Thus, the third point
of intersection of the lineY = X + 1 with the curve is againQ = (1, 2). The opposite ofQ is

(1, 1), that is, P + Q = (1, 1).

The slope of the tangent on the curve at(X,Y ) is
dY

dX
=

3X2 + 4X

2Y
=

2X

Y
. At the point

P = (0, 1), this slope is0, that is, the tangent toE at P is Y = 1. Substituting this value ofY
in the equation of the curve givesX2(X + 2) = 0, that is, the third point of intersection of the

tangent with the curve is(1, 1). The opposite of this point is(1, 2), that is, 2P = (1, 2) = Q.
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5 Let p be an odd prime, andE : Y 2 = X3 + aX + b an elliptic curve defined overFp. Prove that the size of
the groupE(Fp) is odd if and only ifX3 + aX + b is irreducible inFp[X]. (6+6)

Solution [If] X3 + aX + b has no roots inFp, that is, for every value ofX = h ∈ Fp, the
equationY 2 = h3 + ah + b has zero or two roots inFp (according as whetherh3 + ah + b
is a quadratic non-residue or a quadratic residue modulop). So the number of finite points in
E(Fp) is even. ButE(Fp) also contains a unique point at infinity.

[Only if] If X3 + aX + b is reducible, it has one or three roots inFp. For each such rooth,
the only solution withX = h is (h, 0). For a non-rooth, we have zero or two solutions of
Y 2 = h3 + ah + b as explained in the proof of the “if” part. Therefore, the number of finite
points inE(Fp) is odd, that is,|E(Fp)| is even.

An algebraic proof: X3 + aX + b is reducible ⇐⇒ X3 + aX + b has a root inFp ⇐⇒
E(Fp) contains a point of order2 ⇐⇒ |E(Fp)| is even.
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ROUGH WORK
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