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Grain Family of Stream Ciphers

Grain Family of Stream Ciphers
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Grain Family

@ Proposed by Hell et al in 2005
@ Part of E-stream’s hardware portfolio
@ Bit-oriented, Synchronous stream cipher
@ The first version (v0) of the cipher was crypatanalysed
@ A Distinguishing attack by Kiaei et. al (Ecrypt : 071).
@ A State Recovery attack by Berbain et.al (FSE 2006).
@ After this, the versions Grain v1, Grain 128, Grain 128a were

proposed.
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General Structure of the Grain Family

g(Xt

)
| NFSR \&éﬁl LFSR

f(Ye)

s h(Xt, Yt) <—*

Zt

Figure: Structure of Grain vl
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Grain at a glance

Grain vl Grain-128 Grain-128a
n 80 128 128
m 64 96 96
Pad FFFF FFFFFFFF FFFFFFFE
() Y+62 D ye+51 © yr+38 Yt+96 D yr+81 @ ye+70 Yt+96 D yr+81 © ye+70
Dyt423 D ye4+13 Dy Dyr+38 D ye+7 D ye Dyt+38 D yei7 D ye
Xt+62 D Xt+60 D Xt+52
Dxtra5 D xe437 D Xt 433
X428 D Xt121 D X114 yt O xt O xe+26D Yt @ xt O xt126D
Xt19 D Xt D Xt163Xt+60D Xt+56 D Xt+91 D Xt+96D Xt+56 D Xe+91 D Xt+96D
Xt+37Xt+33 © Xe4+15Xt+9 Xe+3Xt+67 D Xe+11Xt+13 Xt43Xt467 B Xe411Xt+13
g() Xt460Xt+52Xt+45 B Xt133 Dxe417Xe+18 D Xe427Xe+59 DXt+17Xe418 D Xe4+27Xe459
Xt+28Xt4+21 D Xt4+63Xt+60 Dxt+a0Xe+48 D Xe+61 DXt40Xt+48 D X461
Xe4+21Xt+15 © Xt+63Xt+60 Xt+65 D Xt168Xr+84 Xt+65 D Xt+68Xt+84
Xt4+52Xt+45Xt+37 D Xr133 DXt 488 Xt+92Xt+93Xt-+95
Xt428Xt421Xt+15Xt-+9 D Dxt422Xt+24Xt+25D
Xt452Xt445X¢437Xt+33 Xt470Xt478Xt+82
Xt428Xt+21
Ye+3Yr425Yt+46 D Vi3
Yt+46Yt+64 D Yei3Yt+46 Xt 412Xt495Y¢495 D Xet12 Xt412X6495Y494 D Xet12
h(-) Xt4+63 D ye+25Yt+46Xt+63D Yt+8 © Ye+13Yt420 D Xt495 Yt+8 @ Ye+13Yt+20 D Xe495
Yt+46Yt+64Xt+63 D Yti3 Y42 D yer60yt+79 Yet+42 D Ye160Yt479
Yt+64 D yera6yt+64 © yero64
Xt+63 D ye+25 D Xt+63
Xt+1 @ Xe42 @ Xe 14D Xt4+2 © X415 D Xt136D Xt42 @ Xt+15 D X436 D
Zt Xt+10 D xe+31 D xt+43 Xt+45 D Xt164 D Xt4+73 Xt+45 D X164 D Xt 473
Xt456 B h Dxey89 P yero3 D h PDxe180 D yei03 D h
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Keystream generating routines

e Key Loading Algorithm (KLA)

o n-bit key K — NFSR

e m-bit (m < n) IV — LFSRJ[0].. .LFSR[m-1]

e p=n—m bit pad P — LFSR[m].. .LFSR[n-1]
o Key Schedule Algorithm (KSA)

e For 2n clocks, output of A’ is XOR-ed to the LFSR and NFSR update
functions

@ Vitn= f( Yt) + Zt and Xt+n = Yt + Zt + g(Xt)
o Pseudo Random bitstream Generation Algorithm (PRGA)
o The feedback is discontinued

o Virn=1F(Yy) and xe1n = vt + g(Xt)
o zo = W(X', YY)
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Cryptanalytic Results on Grain

o After the KSA the LFSR may become all zero (Zhang and Wang:
Eprint 2009/109) and if so it will remain in this state forever.
@ Start with a random PRGA initial state By||0". (B, € {0,1}")
@ Since KSA is invertible, run KSA backwards to get the state B||S||T
(B {0,1}",S € {0,1}™, T € {0,1}"~m)
© If T =P, then B, S is one such weak Key-IV.
@ Probability of Success : Once in 2"~™ trials.
o For such weak Key-IVs: Distinguisher in Grain
@ Grain v0 : 2126 Keystream bits
@ Grain vl : 2*%2 Keystream bits
© Grain vl : 28 Keystream bits

@ If the LFSR does not become all zero then the internal state has a
period which is a multiple of 2" — 1 (Hu et al. CACR 2011)
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Cryptanalytic Results on Grain

o Cube Attack on Grain-128 : Dinur/Shamir (FSE 2011)

o Fault Attack Grain-128 : Berzati et al. (IEEE HOST 2009), Karmakar
et. al. (Africacrypt 2011)

@ Slide Attack on Grain vl : De Canniere et. al. (Africacrypt 2008)
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Related Key-1V pair

Related Key-1V Pairs
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Related Key-1V pair

Related Key-1V Pairs: Basic ldea

Given a Key-IV (K, V) in Grain, one can efficiently obtain another Key-1V
(K’, IV') so that the generated output key-streams are

@ almost similar in the initial part or

@ exact shifts of each other throughout the key-stream generation.
We call these Key-1V pairs “related”.

Subhadeep Banik Some results on Related Key-IV pairs of Grain Slide 10 of 26



Related Key-IV pair in Grain: Algorithm ldea

@ Both the KSA and PRGA routines in the grain family are reversible.

@ The inital state vector of the PRGA is of 2n bits.

e Take any Sp €g {0,1}?" and compute S =KSA~1(S).

o If Sk is of the form K||IV||P then Sy is a valid initial state of the
PRGA.

Since pad P is of p-bits, performing this experiment 2P times is
expected to yield one valid state.

Success

KSA-1 _—

So S¢¢ = (K[IIV]|P)?

Failure
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Related Key-IV pair in Grain

o Consider two initial states Sp, So A such that So @ So A = yn—1
@ Then by the analysis of the differential trails, the following can be
observed
e In Grain v1, the states produce identical output bits in 75 out of initial
96 keystream bits, at rounds
k €[0,95] \ {15,33,44,51,54,57,62,69,72,73,75,76, 80, 82,
83,87,90,91,93,94,95}
o In Grain-128, the states produce identical output bits in 112 out of
initial 160 keystream bits, at rounds
k €]0,159] \ {32, 34,48, 64,66,67,79,80,81,85,90,92,95, 96, 98,
99,106,107, 112,114,117, 119, 122, 124, 125, 126,
128,130, 131,132,138, 139,142,143, 144,145, 146,
148,149,150, 151, 153,154,155, 156, 157,158, 159}

o Similar results in Grain-128a.
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How to obtain related Key-IV pairs

(K, IV) KLA Sé< KSA S PRGA 7
¢i A= Yn—1
(K, /V)A KLA—1L SéfA KSA—1 50,A PRGA Za

Figure: Construction of the Related Key-IV function.

It is expected that 2P invocations of this routine will yield a valid related
Key-1V pair.
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Related

Multiple Key-1V trial

Example

Grain Key v S
vl bf6689cead5ece39758¢ bdfa0025ac44adfe 52£71a93959££900ffa9
15c61a47522fffaf8a77
e166bc5aal952733ab2a 2ed6838b948399a0 52£71a93959££900ffa9
16c61a47522fffaf8a76
128 60287a5ec£99724716a83bf81a9735¢cf 62b6£212aa5d6511£43cb51£0 7bb026436bc29b585e676e90961830e0
7e86e48d2370eedad3ddd098adb3e7d2
dc260a0042112620772443311b933£08 c026cf1526950adee08fbel4d 7bb026436bc29b585e676e90961830e0
7e86e48d2370eeda43ddd098a4b3e7d3
128a 54£d23a7e54£8fb096a45189b65£0f £ 5a7fb7b76c303592b74422c3 36a0589046e177ae326a4b60154084cd
fc74e3c99cad9a2f2f cbf394d44£16£d
1c21¢39e9404b1c347ee8dc594£3d040 9db86204107b9ac4d401cc2d 3620589046e177ae325a4b60154084cd

fc74e3c99cad9a2f2fcbf394d44f15fc
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Related Key-IV pair Multiple Differential trial

Single Key-1V with multiple Differentials

(K, IV) KLA 5(;( KSA S PRGA 7
¢} A cg {0,137 ]A] <3
(K, IV)A (L S(fA KSA—! SO’A PRGA ZA

Figure: Construction of the Related Key-IV function.

© Fix a randomly chosen Key-IV pair (K, IV).

@ It is expected that a trial with 2P randomly chosen differentials of
weight at most 3, will yield a valid related Key-IV pair.
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Related Key-IV pair Multiple Differential trial

Example: Grain vl

Key 1% S
bde8d3c319££4d234706 £363180e262b6cch a74e7c7799b00f3c94el
bf0315b589691£82085a
b223a57ce1578708677a 371d2d93363b014b a74e7c7799b00f3c94el
bf0315b589681582085a

A = {ya7, y52, ysa} and 55 of the first 80 keystream bits produced by both

the Key-IV pairs are equal.
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Key-IV pairs producing Shifted Keystream

@ Each Key-1V in Grain is expected to have another related Key-IV that
produces shifted Keystream

@ ldea of the algorithm

Start with a Key-IV K|[IV and run KSA to get S initial PRGA state
Check if any it" state of the PRGA S; is also a valid PRGA initial state
That is check if SX =KSA~1(S;) = Ki||IVi||P

If yes then K, IV and K;, IV; produce i-round shifted keystream

@ It is expected that i &~ 1 — 2P will yield one related pair.
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How to obtain related Key-IV pair

(K, /V) KLA Sé( KSA

So
¢ l PRGA
(K,VIV),- KLA-1 Sk KSA~! S,

]

Figure: Construction of the Related Key-IV function.
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Example

Grain Key-IV Key-IV Shift
vi 4567b66£51b956542319 £0£9d3bc4£2d0001e11d 72343
96b81c6c97ed8853 67e95d£014cat50a ~ 216014
128 £cabc3705794a26266£58406£7e87b9f 9902266d1d816db4d81cf42ab62937b2 236757088
c£7427475£ 362159069606 54345cb47£ed0997dc1a73d4 ~ 227-82
128a 2b953abc7427e1c260b2995039766123 01£8cdabaa3bdece20154a986e2464d8 2642007831
81a25£710a9a24aed1644d9F 4b£4£64d462d379453928aTa ~ 23130
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Shifted Keystreams with small shifts

o Idea first given by De Canniere et al.[Africacrypt 08|

@ Let the initial KSA state be By = Ko and Gy = IV||P. (P =0xFFFF
for Grain vl and OxFFFF FFFF for Grain-128)

o After the first round of KSA, state is By||C;.

o If Gi = IV4||P for IV; € {0,1}™, then Bi||Ci = Kil||IV1]|P is another
valid initial state of the KSA.

o If KSA starts with B;||Cy instead of Byl||Co, it may produce one
bit-shifted key-stream.

e Added sufficiency condition : The 1%t output bit produced by Byl||Co
during the PRGA must be 0. This ensures that the 15t PRGA state of
By || C1,equals 2" PRGA state using (Bo, Co).
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Shifted Keystreams with small shifts

]%:mH@:%ﬁ\ ]&:muqzmy\

(Bi=K |G =1IP B |G |

KSA

’ Bisg H Cis9

410’ Bieo HQw

|
PRGA _—

’ Bis1 H Ci61
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Conditions

Both C; = IV4||P and zy = 0 for 1 bit shifted stream — Probability %.
Similarly for i-bit-shifted streams the 2/ conditions

A GC=IVi|Pfori=12....i

B z_1=0fori=1,2,...,i

Probability (%)" for randomly chosen Key-1Vs.

Can be improved to (%)’ by characterizing Key-IVs that satisfy [A].
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Algorithm

Input: By, Gy
Output: B;,C;, fori =1to u

for i =1 toudo

yll f(Y["’”) where Y= = ygil],yl[ifll7 . ,y,E' 11]
Xl y[i71] + g(X[“*I]) where X[=1] = x([)ifll,xilfl], R ,[1/ 11]
2 P, ax XU p(x =11 yli-1]y
B,':(X[] X[] ] 'le X[] )e(x[' 1] [' 1] 7X[i*l] Xl 4 21)
G = (yé’],yl['],---,y,[,'] oy ) e oY 2[’71] oyl 2l
end
Algorithm 1: Obtaining Grain KSA Relations
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The Solution

e Solve together algebraic equations of the form yll 4+ zl11 = 1 for
i=1,2...

@ Using SAGE computer algebra software, solutions for upto
i=1,2,...,12 could be found for Grain v1, 128.

@ Attack does not work on Grain-128a because of the nature of the pad
P used in the cipher.
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Example

Grain Key-IV Key-IV Shift
vl 8ca87875d334c9de694a 87875d334c9de694abbc 12
5246£9d65f5eaef9 6£9d65f5eaef9fff
128 b8d3dac27cbfeae545a508e9e551c095 3dac27cbfeae545a508e9e551c095753 12
bbadd4a0465a4448627e22ed 4d4a0465a4448627e22edfff
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THANK YOU
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